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1. Kube-OVN

1. Kube-OVN

Kube-OVN

1.1 What is Kube-OVN?

Kube-OVN REX CNCF BENERERNENEAKENEN SDN EREAREREANENEREANERERNERE R RNEAER

Kube-OVN [HAEN Open Virtual NetworkllOVNEE Open vSwitch ENRENANNANNENNENANNN Kubernetes NN OVN K OVS NANNAKKENN Kubernetes MURKNNENHKNN
SDN HRERERENKube-OVN HAKAKN Kubernetes RENANAN Kubernetes HREKINN

1.2 Why Kube-OVN?

HER Kubernetes BREARRNENERNENEARRRENERNEREARENEOVN B OVS BREARERENEANENEARENE NN EREREARER

NERNEN Kubernetes RER KubeVirt, RERNERNANEREANEN Kube-OVN ERNERERNANEREAKUbe-OVN B SDN BRNENERKENEARRNENEARERE AR ERENEANE
NRRENN

HERNE SDN RERERNEREREANEREANEREREENE Kube-OVN RREREAREN

28 OVS/OVN E SDN HERNERNEKube-OVN BEXNNERNENNERNENNEEREENNNERNE MY 1P BANKER/NEENEEUnderlay/Overlay HEANE VPC REZNNEVPC EIP/FIP/SNATEVPC
ANEE BENNERNE KubeVirt BXNEENon-Primary CNI HEEBGP HENNE OVN IPSeciiQoS HENNERNEY ACL HANKENHENNERD ARM/x86 BRNHAN

NURERE
ANERREENNERRENNERREEREERNE Kube-OVN ERNMRNNE NN

NERNENE AR RN AR RNENE AR ERERE eBPFADPDKENKHNANNERNNNE Kube-OVN RNHNHAKKNENERNENEAKERENERNEREAREREREENERER OVN ERKNNANE NENEARENENERNKube-OVN
HERNENERRENE R RNENERE Pod RUANEN

¥ Kube-OVN RENENE CPU RXAKAKNENENENENENENRNRNE
NRHMNREY
NENENENENRE AR R Kube-OVN RERERENENRKAKHENENE

Kube-OVN RERNANEREANERERNERERRANENEANEREARRREERERE Grafana ANE BANERERNEREREANERERRENEERENEAREREARERERN Cilium ANERE eBPF EREARE BRNAREREARERE
NEMERERENREN R KRN NENRENREY NPM BEREN

1.3 CNI HMNE

Kubernetes REXAXHRARE CN I RE RE R R KI5 2 B 2 B . 0 0 0 0 0 0 9 D 9 X O O O O R R R R R R R R R

1. BYRENRENENRENNE RN RN KRR E N NN R N R KRR RN RS K RN R RN RN R E R R NN R RN N E R RN
2. NENRENRN RN RE N NN RE N R KRN

¥ Kube-OVN ENENENENE CNI NENENE Kube-OVN NENENANANNENENENENENRNENAN Kube-OVN REXENENANAKAN
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1.3.1 MK eBPF HNK

K Cilium ¥ Calico eBPFl

Kube-OVN [ Open vSwitch HNENERKENENERNENEAKEREARER

1.3.2 K CNI, Ingress, Service Mesh [l Observability All in One HXKX

K Ciliumki

Kube-OVN HENEE CNI KRENRNENRNRERERERE RO R RR AR AR AR

1.3.3 HNEN OpenShift NAK

Wl ovn-kubernetesl

1.3.1 BNE eBPF BN

% OpenShift BRERNE CNI KEXE Cluster Network Operator BEEKube-OVN ERERNERERNANEREANERERNR RedHat RERKEREARRNE Kubernetes BRRRNAARRNENEAREREAREN

NHMNMNREN

1.3.4 NNENANY KubernetesHEKS/AKS/GKE NHNNY

NEEN Kubernetes NERKAN CNIMNMERE

1.3.5 NN Al NXRNENN

Wl Hostnetwork Al host-device BNRRRKRNRNNRN

Al HENXHNRHNRENRE KRN NN RN E N REREE

1.4 MNNNOVN/ovn-kubernetes/Kube-OVN

N RN A R B R R B S M R S M S M R

1.4.1 OVN

OVN [ Open vSwitch HHENERKENENKRNENE KRN IR RRENEIREREAREN OpenStack, Kubernetes Wil CMS BHENENEovn-kubernetes [f Kube-OVN HHEN OVN HHNENE

Kubernetes HENHAHN

1.4.2 ovn-kubernetes

ovn-kubernetes NNEN OVN RENHENAN OVN B Kubernetes R CNI BNANNENNENN OpenShift NANKEKNE OpenShift HENANNANKENNENE UDN, Multihoming, Hardware

Acceleration HENRAN

1.4.3 Kube-OVN

Kube-OVN NRNRHRENERE IP BENANANN Namespace REXENENENENANANANN OVN RNAKNENENENENEN ovn-kubernetes BXENENANANANNY annotation i Pod REXENEN join

NERNENERKENE AR RN AR EREREENE UnderlayRVPCEKubeVirt BRERNENER
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https://cilium.io/
https://cilium.io/
https://ovn-kubernetes.io/
https://github.com/openshift/cluster-network-operator
https://www.cni.dev/plugins/current/main/host-device/
https://www.ovn.org/en/
https://ovn-kubernetes.io/
https://ovn-kubernetes.io/okeps/okep-5193-user-defined-networks/
https://ovn-kubernetes.io/features/multiple-networks/multi-homing/
https://ovn-kubernetes.io/features/hardware-offload/ovs-doca/
https://ovn-kubernetes.io/features/hardware-offload/ovs-doca/
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn

1.500

© 20261101208

@ 2022151200

&
€) GitHub @
)

1.5 KK

-7/363 - 2025 Kube-OVN Team


https://github.com/zbb88888
https://github.com/zbb88888
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/web-flow
https://github.com/web-flow

2. HMNK

2.7 MNKN

Kube-OVN RERERN CNI BRNERERNENEREEN Kubernetes RERNENEARRNEN BREREANEREANENEREANERERNENE AR RNERER

2.1.71 MKNK

+ Kubernetes >=1.29
» Docker >= 1.12.6, Containerd >= 1.3.4
« [INEN: CentOS 7/8, Ubuntu 16.04/18.04/20.04%
* AW Linux RENNRNNNANKNAENNRE geneve , openvswitch, ip_tables K iptable_nat EKube-OVN NXRHENRHKNN
RURNE
1. NENENAN 3.10.0-862H08 netfilter REAN bug HEN Kube-OVN HXENHKANARAKNANNENERENENE CentOS RHXNERERENENENENANANAN bug BE Floating IPs broken
after kernel upgrade to Centos/RHEL 7.5 - DNAT not workingll
2. Rocky Linux 8.6 11l 4.18.0-372.9.1.el8.x86_64 il TCP [EXX TCP connection failed in Rocky Linux 8.6HKNANNN 4.18.0-372.13.1.el18_6.x86_64 HURHKN
3. DRENENE 4.4NENENEN openvswitch BRENNNNKANAKAKAN openvswitch HNANANRHREN

4. Geneve NINARAKN IPV6ENEN cat /proc/cmdline MRHRHKEKE KNEN bug KNE Geneve tunnels don't work when ipvé is disabledi

2.1.2 NEHN

* DNENENEN IPvORURENENENRN ipv6.disable=1 HNENKNE OX
* kube-proxy HNNHEKube-OVN RNNK Service ClusterlP NN kube-apiserver [l
« [ kubelet ENNHENN CNINXHINNHENNN, kubelet AENNAENNNE --network-plugin=cni --cni-bin-dir=/opt/cni/bin --cni-conf-dir=/etc/cni/net.dll

* HUNENRENREREN NN RN RENREREEN /etc/cni/net.d/ MRENRENRENENRENNENRENRENENRENNENRENRE KRN NN RENEN

2.1.3 HHEKN
il i i
ovn-central 6641/tcp ovn nb db server HNAN
ovn-central 6642/tcp ovn sb db server HREN
ovn-central 6643/tcp ovn northd server NHAE
ovn-central 6644/tcp ovn raft server UNEN
ovn-ic 6645/tcp ovn ic nb db server FXEN
ovn-ic 6646/tcp ovn ic sb db server HREN
ovs-ovn Geneve 6081/udp, STT 7471/tcp, Vxlan 4789/udp NEXA
kube-ovn-controller 10660/tcp NRXRER
kube-ovn-daemon 10665/tcp NRNREN
kube-ovn-monitor 10661/tcp NRXRER

NAKNENRE firewal dRRENENR Packet Forwarding Bl Masqueradell

# Packet Forwarding
firewall-cmd --add-forward --permanent
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https://bugs.launchpad.net/neutron/+bug/1776778
https://bugs.launchpad.net/neutron/+bug/1776778
https://github.com/kubeovn/kube-ovn/issues/1647
https://bugs.launchpad.net/ubuntu/+source/linux/+bug/1794232

# IPv4 Masquerade

firewall-cmd --add-masquerade --permanent
Masquerade
firewall-cmd --permanent --add-rich-rule 'rule family="ipv6" source address="fd@8:10:16::/112" masquerade’

#  Kube-OVN IPv6/

firewall-cmd --reload
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/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/web-flow
https://github.com/web-flow
https://github.com/zhangzujian
https://github.com/zhangzujian
https://github.com/zbb88888
https://github.com/zbb88888

2.2 NNKN
Kube-OVN NRNRHRENEN Charts RERENENENENANANAENENENE Kube-OVN RERENENANY Overlay REREN
NERENENENE Underlay/Vian RERERE Underlay ENENENENENRNAN NENENENE

NERENENENENRN AR R RERERERER Kube-OVN BXEXNEN

2.2.71 NHKE
BRREEN

ANERNEENNEREED release BRNERNENNEENEENNERNERN

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/refs/tags/v1.17.0/dist/images/install.sh

NUK master BRUHNERENNENERERNERENERNERERNE

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/images/install.sh

NENENE

NHRNERERRENENERRERERE

REGISTRY="docker.io/kubeovn" #

VERSION="v1.17.0" # /Tag

POD_CIDR="10.16.0.8/16" # CIDR SVC/NODE/JOIN CIDR
SVC_CIDR="10.96.0.0/12" # apiserver service-cluster-ip-range
JOIN_CIDR="100.64.0.0/16" # Pod CIDR SVC/NODE/POD CIDR
LABEL="node-role.kubernetes.io/control-plane" # OVN DB

IFACE="" # Kubernetes Node IP
TUNNEL_TYPE="geneve" # geneve, vxlan stt stt ovs

NERMNENANRNRENENE IFACE=enp6s@f@, eth.*

NNNRER
I NUXKMNN root NN
bash install.sh

NURNENE

N
NNEENEEYN Kube-OVN HEHNNEHHENNG

1. HERN [Step 4/6] NENKRNENE PodRHRHNENKHNENENKNNNNEAEKENENERNENEARE
2. NANRE HEX Kube-OVN HERERNANENKHNENERENENENEN RN AN AE AR RN R RN AR RS

2.2.2 Helm Chart &R

Bl Kube-OVN NENENENANENREEEN Helm B8 Kube-OVN HRRNENENENE

NKERE IP XX

# kubectl get node -o wide

NAME STATUS ROLES AGE  VERSION INTERNAL-IP EXTERNAL-IP
kube-ovn-control-plane NotReady control-plane 206h v1.26.0 172.18.0.3 <none>
kube-ovn-worker NotReady  <none> 20h  v1.26.0 172.18.08.2 <none>

-10/363 -

0S-IMAGE
Ubuntu 22.04.1 LTS
Ubuntu 22.04.1 LTS

KERNEL-VERSION
5.10.104-1inuxkit
5.10.104-1linuxkit

2.2 WNNE

CONTAINER-RUNTIME
containerd://1.6.9
containerd://1.6.9
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2.2.3 08

NENEY label

# kubectl label node -lbeta.kubernetes.io/os=linux kubernetes.io/os=linux --overwrite
node/kube-ovn-control-plane not labeled
node/kube-ovn-worker not labeled

# kubectl label node -1lnode-role.kubernetes.io/control-plane kube-ovn/role=master --overwrite
node/kube-ovn-control-plane labeled

#  label  dpdk dpdk

# kubectl label node -lovn.kubernetes.io/ovs_dp_type!=userspace ovn.kubernetes.io/ovs_dp_type=kernel --overwrite
node/kube-ovn-control-plane labeled

node/kube-ovn-worker labeled

WX Helm Repo [l

# helm repo add kubeovn https://kubeovn.github.io/kube-ovn/
"kubeovn" has been added to your repositories

# helm repo list
NAME URL
kubeovn https://kubeovn.github.io/kube-ovn/

# helm repo update kubeovn

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "kubeovn" chart repository
Update Complete. #Happy Helming!#

# helm search repo kubeovn
NAME CHART VERSION APP VERSION DESCRIPTION
kubeovn/kube-ovn v1.17.0 v1.17.0 Helm chart for Kube-OVN

18 helm install Il Kube-OVN

Chart HERAKRNNREY values.yaml HXNRARKNR

# helm install kube-ovn kubeovn/kube-ovn --wait -n kube-system --version v1.17.0
NAME : kube-ovn

LAST DEPLOYED: Thu Apr 24 ©08:30:13 2025

NAMESPACE : kube-system

STATUS: deployed

REVISION: 1

TEST SUITE: None

RAKNE HNRERRRRAERERE Helm RENRERERERERENENEN values.yaml HNENRNANANRNRERERER

helm upgrade -f values.yaml kube-ovn kubeovn/kube-ovn --wait -n kube-system --version v1.17.0

¥ PDF Slack Support
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&
)
© GitHub C
);’)

+2

2.2.3 1K

-11/363 - 2025 Kube-OVN Team


/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/web-flow
https://github.com/web-flow
https://github.com/changluyi
https://github.com/changluyi
https://github.com/zhangzujian
https://github.com/zhangzujian
https://github.com/kubeovn/docs/blob/master/docs/start/one-step-install.md

2.3 Underlay KKK

NEREN Kube-OVN HNRNENE Geneve NENENRNANANNNNENENENENENEYN Overlay ENE

NERENENRERERERERENERERERE Kube-OVN HERERRERN Underlay AERENENENENENENRNRE RN RN REREREREN R R R OERE

Logical Switch1 Logical Switch2

Vlan 1000 Vlan 1002
10.16.0.0/16 10.19.0.0/16
Hostl Host2

v v
bond0 bond0
Trunk Trunk

v +

Physic Network

2.3.71 NENN

NERENENRN AR AR RENENENERERENOverlay NENE SNAT/EIPY RERER/ENENEN L3 NANAKAKVPC HENENENEN Underlay RENRN

2.3.2  Macvlan &R
Kube-OVN B Underlay BEE Macvlan BEEEENEEERNRERENNNNEENNN

1. I8 Macvlan BRERENENENAND OVS BHRNANANAMacvlan HEKANANRNRNRERERER

2. Kube-OVN NERREAN arp-proxy BERNENNERREANG arp BRRAANE

3. Wil Macvlan ERARNERNENEENAN netfilterdService [l NetworkPolicy NEXNANNENKube-OVN Ei OVS NENAK Service il NetworkPolicy HENEX
4. Kube-OVN Il Underlay HHEN Macvlan RREXERNARREN [P 0 QoS HHNK

2.3.3 NEHN

¥ Underlay REEROVS REENENEENEN OVS HENHRKENHANENENERNENENL2/L3 HRNERENNENERERNENYE NENERNENENERNENERNEY Ian NERERNENE

1. Bl OpenStack il VM HERENENENENEN PortSecurity ENE

2. il VMware [ vSwitch ENNENN MAC Address Changes, Forged Transmits ¥ Promiscuous Mode Operation UNE allow i
3.l VMware i NSX-T BRERNEN Underlay HNENKE

4. I8 Hyper-V NENKNENENENENENRNNG MAC Address Spoofing X

5. NENEANE AWSHGCERERENENRNANANAE Mac BREN Underlay NENENENENANANAEN Underlay RERERERENENENS VPC-CNIX

2.3 Underlay NANK

-12/363 - 2025 Kube-OVN Team



6. NENRNEY Linux Bridge NENEN

RERENENEN Kube-OVN Underlay AEAENENENENENENENRNANRNRERERERENENENENANR Underlay RRAERENENENENENRNRNRNRNREN

RENENENE Underlay BRENRNRAN

2.3.4 RENREHNEN

NERENENRN AR AR RENENENEKube-OVN ERENE Mac HENIP BNENENE MTU ENENENENEN OVS Bridgell RNANANAN Underlay NEEOVS Bridge REREN br-PROVIDER_NAME §

PROVIDER_NAME [l ProviderNetwo

rk EXUARENEN providerdXENENNARERENEENE

1. AEENENE OVS Bridge REANERE NetworkManager RERNARERENNENERNANEREANEN DHCP HERENNANEREANEREREARER

2. NNERENEENEE OVS BridgeANERNEANNEREE OVS BEEN Kube-OVN RUERRENNERNE OVS NNERNENNEENEENNERNENEENEENNE RN N E BN EN N E RN N E BN NN B AR N E B R RN

NENEN Underlay RN

2.3.4 NRKKKHIKEN

NERENENRNRERAE Underlay BRENEREREN

NRRREN

wget https://raw.githubusercontent.

NXHENRHEY

ENABLE_ARP_DETECT_IP_CONFLICT #
NETWORK_TYPE #
VLAN_INTERFACE_NAME #
VLAN_ID #
POD_CIDR #
POD_GATEWAY #
EXCLUDE_IPS #
ENABLE_LB #
EXCHANGE _LINK_NAME #

#

LS_DNAT_MOD_DL_DST DNA

NENENE

bash install.sh

i Pod ENENENE Underlay HHRN

com/kubeovn/kube-ovn/release-1.17/dist/images/install.sh

vlan arp
vlan
eth1
VLAN Tag 0 VLAN
CIDR 192.168.1.0/24
192.168.1.1
IP 192.168.1.1..192.168.1.100
Underlay Service true
provider-network  0VS false
T MAC Service true

2.3.5 [ CRD WEEN Underlay K

NERNENEAKERENEE Underlay BEE Pod

N ProviderNetwork
ProviderNetwork REXAENANNANRRKRL

NREN ProviderNetwork HEN:

apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:
name: net1l
spec:
defaultInterface: ethl
customInterfaces:
- interface: eth2
nodes:
- nodel
nodeSelector:
matchlLabels:
kubernetes.io/arch: amd64
network-type: underlay
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- nodel
- node2

NNKEERE ProviderNetwork M Vlan ¥ Subnet HHNMMNNX

RENENENRRRERERENENE BRERERENENRN AR NENENENEY Underlay RENRRRRRERENENE

-13/363 -
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2.3.5 11 CRD HENE Underlay [

NXKProviderNetwork NXHXMNRAKNN 12 NRKK
+ defaultInterface : NRANNRAENNANNNRNNNNNNNREENNR Bond NERE Vian BENRProviderNetwork REENRAENNAN excludeNodes RENNNENK br-net1HNNE br-NAME NN
OVS ENANREENENREN AN REER
+ customInterfaces : NRAHNRAENNHENNRNENNAEN
* nodeSelector : HINNNNNNHNMNNNRNAN OVS RHENNNNN matchLabels H matchExpressions HHNNNNK

+ excludeNodes : NNNHXNNANNNANNRARNNANNNREANNN net1.provider-network.ovn.kubernetes.io/exclude=true KHENNNRANKY nodeSelector [l
excludeNodes HNHHANANANN nodeSelector [

* autoCreateVlanSubinterfaces : HHENNNN false BNNN true HAREXNNNXRHNHENNNNE VLAN HHENNN <interface>.<vlanid> NNKKHHHN

NRKHRNN R RERN
Key Value il
net1.provider-network.ovn.kubernetes.io/ready true NENRNNENRENEProviderNetwork RENRARN
net1.provider-network.ovn.kubernetes.io/interface eth1 NERANNERANNE
net1.provider-network.ovn.kubernetes.io/mtu 1500 NENRENENEY MTU

I NEXNMNREEREN IPER 1P BNRMRERNENRENRENE OVS HRE

NENE VLAN BN

N ProviderNetwork il autoCreateVlanSubinterfaces: true HNARKENNE VLAN ENARNEN VLAN RRENAENAN

JLbidil

apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:
name: vlan-provider
spec:
defaultInterface: eth@.341
autoCreateVlanSubinterfaces: true
customInterfaces:
- interface: eth2.341
nodes:
- worker-node-1
- worker-node-2

Jubidil

NERNENE <interface>.<vlanid> ERE VLAN BREREANERERNENE VLAN BRENEAREREARENENEARERYE ProviderNetwork ARERERNERER

WNNKN VLAN (i
NNNNRRNHENNN VLAN NRRENNNNN preserveVlanInterfaces [ vlanInterfaces KAN OVS RHHNNNNNXRANEN

* preserveVlanInterfaces RNNHINNNNANANNNNNYN defaultInterface M VLAN HHNNEN <interface>.<vlanid> HHNNNNNE OVS RANHN
+ vlanInterfaces HHNNAENNKN VLAN RENNRAENN ethe.10 K bond@.20 WK

apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:
name: netl
spec:
defaultInterface: eth1
preserveVlanInterfaces: true
vlanInterfaces:
- eth1.100
- eth1.200

{¥ VLAN

Vlan BlAE Vian Tag i ProviderNetwork BERARNEN
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2.3.6 NBNN

NEKN VLAN KEKN

apiVersion: kubeovn.io/v1
kind: Vlan
metadata:
name: vlani
spec:
id: o
provider: netl

+ id: ¥ VLAN ID/TaglilKube-OVN HNRE Vian RENARN Vian BREN O NNERRENAEVIan BENENRE localnet KRN
* provider : HUNAEN ProviderNetwork NEXNNNNN VLAN RAENNAN ProviderNetworkl

WX Subnet

¥ Vian REENNERKERNNN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: subnet1
spec:
protocol: IPv4
cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
vlan: vlani
disableGatewayCheck: false

+ vlan NENENE VLAN ENENE Subnet NENENEN VLANK
+ disableGatewayCheck NENE Underlay RRARNERERENENENE true NENENENA

2.3.6 NEHN
NURNERERRENENERRENYE 1P RERNERENE RN ERE RN E N NE RN ER

ANEE 1P NUERKE Pod WK IP i Mac

2.3.7 NUNRKEN

NERNENEAKENENEEKube-OVN ERE Underlay NENERRRNENERNEYN ANERENNENEREY spec.logicalGateway H true HHE

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: subnet1

spec:
protocol: IPv4
cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
vlan: vlani
logicalGateway: true

NERENENPod NENANANAKAEN Kube-OVN BRENENENELogical RouterlANANNKNENENE

2.3.8 Underlay il Overlay KR

RENENANAND Underlay | Overlay RURERENE Overlay AXAK Pod HEAKANN NAT KXENE Underlay RN Pod IPK B Underlay Kl Pod [ Overlay KNENENENENENENENENANA
ANERRERNNEREEANERN Overlay BERRENNERRED BE Underlay BERE Pod BERE Pod IP REEN Overlay KER Podi

NUEN Underlay K Overlay HENERKEN u2oInterconnection HNE true HENMANE Kube-OVN RNANEKK Underlay IP X Underlay i §l ovn-cluster HRENHARKKENMANE
NERENENE RNENRNRNRNREREY Kube-OVN EXE Underlay B Overlay RRARAENENENENENENENRNRNENE

A Warning

HUERE Vian B¥ Underlay BNEERERNENNENEENERNENNERERNERY Underlay BRRERERNERNEN u20 RNE
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2.3.9 KEKE

NRRENY 1P

NERENENENAND subnet BRENE 1P ARAKNAKNENENEN Underlay Subnet ERENENANANN u20InterconnectionIP [l

0K Underlay Subnet HEENEE VPC

NEKEE Underlay Subnet BXEN VPC Bl Overlay Subnet NHENRENANKE VPC BHEN u2oInterconnection HEN true HENH subnet.spec.vpc HREN VPC HENAN

2.3.9 NHHN

NERNENEARENEAR 1P NEAKEREARE Netplan BRERNE UbuntullRENNE Netplan [ renderer B NetworkManagerRUARERENNEN 1P ANERE DHCPRE

network:
renderer: NetworkManager
ethernets:
etho:
dhcp4: no
addresses:
- 172.16.143.129/24

version: 2

NERENENEN |P KRENENENENE netplan RENENRNENE

netplan generate

nmcli connection reload netplan-eth@
nmcli device set eth@ managed yes

NERENENRKube-OVN RENENE IP ERENENEN OVS REN

NERENENENANR NetworkManager BERENEN CentOSENENENENRNANANAHNEN

nmcli connection reload eth@
nmcli device set eth® managed yes
nmcli -t -f GENERAL.STATE device show eth® | grep -qw unmanaged || nmcli device reapply eth®

HAKRENENERERERERE 1P RERIREN MAC NRNREN

2.3.10 KKK
NAKNEN hairpin { Pod HXEN
RERENEN hairpin RERERERERENEN Pod KNENENENPod NENANANANREREN OVS RENEN MAC HRERERENENENRN

RERENENENRN hairpindRERENENANARARAENE Kube-OVN REX

Pod ERHNANE Pod NANAKK
NERNENERKE Pod HAKEKEN 300KKHANEN ARP HERE OVS ER resubmit BENENERKENENKE

2022-11-13T08:43:46.782Z|00222 | ofproto_dpif_upcall(handler5) |[WARN|Flow:
arp,in_port=331,vlan_tci=0x0000,d1l_src=00:00:00:25:eb:39,dl_dst=ff:ff:ff:ff:ff:ff,arp_spa=10.213.131.240, arp_tpa=10.213.159.254,arp_op=1,arp_sha=00:00:00:25:e
b:39,arp_tha=ff.ff:ff.ff:ff:ff

bridge("br-int")
0. No match.
>>>> received packet on unknown port 331 <<<<
drop

Final flow: unchanged

Megaflow: recirc_id=@,eth,arp,in_port=331,dl_src=00:00:00:25:eb:39

Datapath actions: drop

2022-11-13T08:44:34.0772| 00224 |ofproto_dpif_xlate(handler5) |WARN|over 4896 resubmit actions on bridge br-int while processing
arp,in_port=13483,vlan_tci=0x0000,d1l_src=00:00:00:59:ef:13,d1_dst=ff:ff:ff:ff:ff:ff,arp_spa=10.213.152.3,arp_tpa=10.213.159.254,arp_op=1,arp_sha=00:00:00:59:e
f:13,arp_tha=ff:ff:ff: ff:ff:ff

NNNRARNNEN OVN NB Nl bcast_arp_req_flood [l falsell

kubectl ko nbctl set NB_Global . options:bcast_arp_req_flood=false
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2.4 1 CNI KK

NERENENE Kube-OVN HENE CNI NENE CNI BHEN CiliumiCalico {l FlannellENANA

2.4.1 WK
NER CNI BRNEKube-OVN HARE CNI BRNE Pod NENENNANEREANE CNI NERERNANethOXENHARR

« NEK CNI BNERN Kube-OVN WRNENKNNYPCRENNHNER
* HNENHNENRY

* [l Pod RRRARAXRNRNREREN

* il Kube-OVN ¥ VPC NAT HENHNNERENMANEN

2.4.2 NAKE
oliul

1. 0 CNINREE Kubernetes RN CNIXCiliumiCalicollFlannel [
2. Multus CNIERRENAKNN
3. Kube-OVNINNHKREN

NRRE

1. NHKKNK CNI
2. Il Multus CNI
3. NENAKNN Kube-OVN

2.4.3 R
WX Helm Chart v2

# values.yaml
cni:
nonPrimaryCNI: true

i Helm RNX

helm install kube-ovn ./charts/kube-ovn-v2 \
--namespace kube-system \
--set cni.nonPrimaryCNI=true

WX Helm Chart v1

# values.yaml
cni_conf:
NON_PRIMARY_CNI: true

¥E Helm RNX

helm install kube-ovn ./charts/kube-ovn \
--namespace kube-system \
--set cni_conf.NON_PRIMARY_CNI=true

NENE

¥ kube-ovn-controller Deployment I kube-ovn-cni DaemonSet RENENANANANNENENENE Pod NENENENENRNANHNN
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2.4.410

# kube-ovn-controller Deployment

containers:
- name: kube-ovn-controller
args:

- --non-primary-cni-mode=true

# kube-ovn-cni DaemonSet

containers:
- name: kube-ovn-cni
args:

- --non-primary-cni-mode=true

244001
NENENANNADSK

HK NAD BNENERNENEN

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: kube-ovn-vpc-network
namespace: default

spec:
config: |
{
"cniVersion": "0.3.1"
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "kube-ovn-vpc-network.default.ovn"
}
VPC NHKNN
NEXXREN VPC RERENN

apiVersion: kubeovn.io/v1
kind: Vpc
metadata:
name: vpc-secondary
spec:
namespaces :
- default
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: subnet-secondary
spec:
vpc: vpc-secondary
cidr: "10.100.0.08/16"
gateway: "10.100.0.1"
provider: kube-ovn-vpc-network.default.ovn

Pod [l

¥ Pod ERENENENENENENE

apiVersion: v1
kind: Pod
metadata:
name: multi-network-pod
annotations:
k8s.v1.cni.cncf.io/networks: default/kube-ovn-vpc-network
spec:
containers:
- name: app
image: nginx

2.4.5 MXNKKEN
NENEethOl

+ 10 CNINCiliumlCalico NEHK
* NHNNENREN RN K RENE
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2.4.6 NBNN

« [l Kubernetes NXHNNNHNNN

HENENnet1dnet2...H

* 1 Kube-OVN &l

* NHNNENREN

* RNRNENEN VPC BRE

+ 10 Kube-OVN HERNANENQOS K NAT

2.4.6 MNNK
1. ERRE
ERRERNENE ENE BN

# Pod
apiVersion: vi
kind: Pod
metadata:
name: frontend
annotations:
k8s.v1.cni.cncf.io/networks: |
[

{"name": "default/public-network"},

{"name": "default/internal-network"}
1
2. [0K
O piep
# A Pod
apiVersion: vi
kind: Pod
metadata:
name: tenant-a-app
annotations:

k8s.v1.cni.cncf.io/networks: default/tenant-a-network

# B Pod
apiVersion: v1
kind: Pod
metadata:
name: tenant-b-app
annotations:
k8s.v1.cni.cncf.io/networks: default/tenant-b-network

3. VPC NAT ¥

NHMNHENENREN

apiVersion: kubeovn.io/v1
kind: VpcNatGateway
metadata:
name: vpc-nat-gw
spec:
vpc: vpc-secondary
subnet: subnet-secondary
lanIp: "10.100.8.254"

2.4.7 NKNK
NREREEN

Pod NEEREENNEREEDNE

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: |

[
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{"name": "default/kube-ovn-network-1", "interface":
{"name": "default/kube-ovn-network-2", "interface":

]

IP BHEN

NURNENE P NEN

# IP
metadata:
annotations:
k8s.v1.cni.cncf.io/networks: |
{
“name”: "default/kube-ovn-network"
"ips": ["10.100.0.100/16" ]
}

NRENEQoSH

NNKENEY QoS NN

metadata:
annotations:
ovn.kubernetes.io/ingress_rate: "1000"
ovn.kubernetes.io/egress_rate: "1000"

2.4.8 NHHN

NENE

1. Pod HERERENE - B0 NAD HERUARERERNAN - BN kube-ovn-cni BRNANE - KN Multus RRERE

2. NNENENY - NNERE VPC &Y - BY Pod REERN - BNNENKEDNEE
3. IP {RKK - NNEN CIDR NUAKE - WANE 1P ME - B IPAM KK

NENE

# Pod

"net1"},
"net2"}

kubectl get pod <pod-name> -o yaml | grep -A 10 "networks-status"

# Pod

kubectl exec <pod-name> -- ip addr show
#

kubectl exec <pod-name> -- ip route show
# kube-ovn-cni

kubectl logs -n kube-system daemonset/kube-ovn-cni

2.4.9 X

1. BNURNENNERNE Kubernetes HHEN
2. NENENERENE RN ERE NN REN
3. DNSUPod DNS HENHEHNNT

2.4.10 KKK

1. BYNRRNNENRENRENE 1P MK

2. BNRERENENEN R AR NE NN NN ENE
3. BERENENENENENENENE

4. NENENRN RN RN REN

5. NRHRHHHNENRERERERE

2.4.8 NBNN
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2.4.11 KK

« Multus CNI &

* NHMNHHNN

+ Kube-OVN 0l

¥ PDF
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2.5 Talos NK

Talos Linux Il Kubernetes ERNRA Linux KHXN

2.5.1 B Helm Chart Il Kube-OVN
IEENENRNNY Talos Linux SREEN Kube-OVNE

helm install kube-ovn kubeovn/kube-ovn --wait \
-n kube-system \
--version v1.17.0 \
--set OVN_DIR=/var/lib/ovn \
--set OPENVSWITCH_DIR=/var/lib/openvswitch \
--set DISABLE_MODULES_MANAGEMENT=true \
--set cni_conf.MOUNT_LOCAL_BIN_DIR=false

NERENEN Underlay NENRNANANAN Helm BREKAKR Chart ARAKAKNE

helm install kubeovn kubeovn/kube-ovn --wait \
-n kube-system \
--version v1.17.0 \
--set OVN_DIR=/var/lib/ovn \
--set OPENVSWITCH_DIR=/var/lib/openvswitch \
--set DISABLE_MODULES_MANAGEMENT=true \
--set cni_conf.MOUNT_LOCAL_BIN_DIR=false \
--set networking.NETWORK_TYPE=vlan \
--set networking.vlan.VLAN_INTERFACE_NAME=enp@s5f1 \
--set networking.vlan.VLAN_ID=0 \ # VLAN_ID=0 VLAN tag untagged chart 100
--set networking.NET_STACK=ipv4 \
--set-json networking.EXCLUDE_IPS='"172.99.99.11..172.99.99.99"" \
--set-json ipv4.POD_CIDR='"172.99.99.0/24"" \
--set-json ipv4.POD_GATEWAY='"172.99.99.1""

2.5 Talos il

&
7 Note

VLANEBondiBridge BRNEXNENENNE Underlay REENERNEUNderlay BNNENNENEN Talos BRNENN ignore=true HXMRNE

machine:
network :
interfaces:
- interface: enp@s5f1
ignore: true
o
¥ PDF ﬁ!—' Slack Support
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https://github.com/siderolabs/talos
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
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https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
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https://github.com/web-flow
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https://github.com/zhangzujian

2.6 BRHRN

2.6 NHNNK

Kube-OVN HRERERENENENENRNRN AR RERERERERERERENEN pre-v0.0.1 NENRNRNRERERERERERENENEN R RERERENE NN R E N E R RN RN AR AL NN E NN RN RN RE RE Y R RERE R E R EREN
0 0 A A 6 0 9 6 X 9 6 X X X A X X 0 R S R B S R R S M R S R M RS M MR B RN Kube-O VNI

2.6.7 MHNKKEN
(0 0 0 0 X X X O O O O O O

+ Linkerd RRNENRKN

« Elasticsearch HNHNANAN
* EMQX BEXXHHNNXHHNKHARK
+ KubeSphere NRHKNN

(K 0 4 X O X 6 0 X X O R O R X X O R R S R R R M R R M M R M M R

2.6.2 OpenVswitch/OVN Hi
Kube-OVN HRAHIEEEEEN OpenVswitch i OVN R EEREKKAHIRHER RN

+ OVN [HRN
+ OpenVswitch HEAK

ANERNE ovn-architecture HRXEANHNNERNEHNEENNENNERREONEEREEN

2.6.3 Kube-OVN NN
RERENENENEN AR RN KR RENENENENEN RN RN RN RNRE Kube-OVN NENENENENRNREREREREREREREN RN R R NN N EN RN RN RRREE
NERENENENRE AR RERENERERERE N IR R R RN E N ENEN RN RN R R R R R R R E RN REAERE Kube-OVN RERERE kubectl BRER bash HRKAKNENENENENENENENRNRNRNRERENEN
AERNENERKENE Kube-OVN RXRNEREANENER
2.6.4 MHNKKEN
Kube-OVN RERHHREREREHHEREHNEREREERERE RN E RS RE RN RE RN E R RE R E R RN E R RN E R RN E N E RN E R

ANERNEENEEREENNERREENEENEE Kube-OVN EREERNERNERNEENEENNENRE RN ENEENNENRERNE Kube-OVN E E2E NEHNKERNENNERNEENEE RN NNERRE N

2.6.5 MUNRKN
(0 0 K 0 A K 6 6 6 6 0 6 6 e 6 D X X X R D R O M R R R M S R R R M R R M R MR R M M R
HER Kube-OVN RUARERENER OpenTelemetry BARENENEAN DeepFlow RNENEARENENERNENEARERENERNEREARER

2.6.6 NHENEN
Kube-OVN REXEANEN 7*24 HEXHARENENERNENER Github Issue RN HEHNE X RHENE R RNE N E RNENE RERNE QR RN ENE AR RNE N E NN E AR RN E R RN ENE AR

AN Github Issue BRNE Al RRERNEEREHNKERNENNEENEENEE Al REERNERNEENEEREE NG RREENE

¥ PDF ﬁ!.- Slack Support
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2.6.7 0
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https://github.com/web-flow
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2.7 00

2.7 K

NERENE Kube-OVN NENANRNRNRENENENENENENE Kube-OVN BENE OVS ENRNANAKNNENENENENE BREN issue NRNANAENEN Kube-OVN ENENENENENE

2.7.1 R Kubernetes NXEHNN

NEMNHNREN RSN RERE

Script Uninstall Helm Uninstall

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/dist/images/cleanup.sh
bash cleanup.sh

helm uninstall kube-ovn -n kube-system

2.7.2 NEKHRENERENEN
NINEENEENAREED ovsdb O openvswitch NIRNIN

rm -rf /var/run/openvswitch

rm -rf /var/run/ovn

rm -rf /etc/origin/openvswitch/

rm -rf /etc/origin/ovn/

rm -rf /etc/cni/net.d/@1-kube-ovn.conflist
# v1.10 00-kube-ovn.conflist
rm -rf /etc/cni/net.d/@8-kube-ovn.conflist
rm -rf /var/log/openvswitch

rm -rf /var/log/ovn

rm -fr /var/log/kube-ovn

2.7.3 MK
NNERNEINNERRENiptable/ipset NERNEHNNERNENNERREEN

reboot
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3. NHNE

HER Kube-OVN REARERENEANERNANKube-OVN RERNANE IP NENENNAN Namespace RNENHARENEN Namespace BR Pod RNEARRNENEAK |P ARRNENEAKENCID REENEANENE
KUNAT HURNE

ANE CNI BEREENNERNENNERNEY Kube-OVN ERHHNKERNEHNEENEENNE RN E RN E RN N E R R ANEE

NUENE VPC RXENERKENENEE IPNERKE VPC peering BN VPN RNHNERKRNENERKEN 1PH

NS1 Gateway ———»

/: NS2 Gateway +——»
Cluster Router @

External Network

qNs 178
0 O

NS1 Switch Join Switch NS2 Switch
10.16.0.0/16 100/64.0.1/16 10.10.0.0/16
Host2

Hostl

External Network

Overlay ¥ Underlay RERERNENERERNERERNENEARERE AR ERERE AR EREANERER

3.1.71 WK
ANERNEENNEREENKube-OVN EREENNEENEENNEREENNERN Namespace HENNERREENYG |PE ANERKEANEENEENNEREE DN RNEENNERENEE 0N REERNERNEENEEN CIDR NERNKERNER

¥ Overlay HEANNEREENNERNERNNENEENN NAT BREEANE Flannel REEREENKER BRNEENEENNERRENERNEEN0

% Underlay ERRENNERNERNNENEENNERNER arping BHNEENNN

NENENE

ANER spec BE default HEY truelNKEANIRNEENNENKERN ovn-default X

NRMNREN

# kubectl get subnet ovn-default -o yaml
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
creationTimestamp: "2019-08-06T09:33:43Z"
generation: 1
name: ovn-default
resourceVersion: "1571334"
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selfLink: /apis/kubeovn.io/v1/subnets/ovn-default

uid: 7e2451f8-fb44-4f7f-b3eb-cfd27f6fd5d6
spec:

cidrBlock: 10.16.0.0/16

default: true

excludelIps:

- 10.16.0.1

gateway: 10.16.0.1

gatewayType: distributed

natOutgoing: true

private: false

protocol: IPv4

3.1.2 Join ¥

3.1.2 Join {0

¥ Kubernetes NRNRERENE Node HENENE Pod NENEN KER Overlay NENANANNENEN Kube-OVN ENENE join HAK RN Node NENANANAKNE ovnO BE join NENENENRNANA

¥ Pod RERENRENE

A8 Pods K Nodes BRNENEARENY ovnO REANENode HE Pod REN ovnO BRNENEAKANENERAN ovnO RREXNANER

HERENENRNRE AR R RE N NE N RENEREREREN join BN CIDR BRENE Join HX

0N Join HK

I NNHRNRAREYN Pod HEKN hostport HANNNN externalTrafficPolicy: Local N NodePort Il Service NNHIN

NENMNEN join NENENENE CIDR HNENENENENENE

# kubectl get subnet join -o yaml
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
creationTimestamp: "2019-68-06T09:33:43Z"
generation: 1
name: join
resourceVersion: "1571333"
selfLink: /apis/kubeovn.io/v1/subnets/join
uid: 9c¢744810-c678-4d50-8a7d-b8ec12ef91b8
spec:
cidrBlock: 100.64.0.0/16
default: false
excludelIps:
- 100.64.0.1
gateway: 100.64.0.1
gatewayNode: ""
gatewayType: ""
natOutgoing: false
private: false
protocol: IPv4

i Node HREN ovnO HAK

# ifconfig ovn@
ovn@: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1420
inet 100.64.0.4 netmask 255.255.0.0 broadcast 100.64.255.255
inet6 feB80::800:ff:fe40:5 prefixlen 64 scopeid @x20<link>
ether 0a:00:00:40:00:05 txqueuelen 1000 (Ethernet)
RX packets 18 bytes 1428 (1.3 KiB)
RX errors @ dropped 8 overruns 0 frame @
TX packets 19 bytes 1810 (1.7 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

3.1.3 HENNKKN

NEXNMNRENRENREREERE Namespace NREXRENENRENRENRENENREN

NXEE

cat <<EOF | kubectl create -f -
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: subnet1
spec:
protocol: IPv4
cidrBlock: 10.66.0.0/16
excludelIps:
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3.1.4 Overlay RUENEN

- 10.66.0.1..10.66.0.10
- 10.66.0.101..10.66.0.151
gateway: 10.66.0.1
gatewayType: distributed
natOutgoing: true
routeTable: ""
namespaces:
- nsl
- ns2

EOF

* cidrBlock : §¥ CIDR NEXEAK VPC BAEE Subnet CIDR NANER

excludeIps : NEREANENERNANEREANENERNAREREAN |P RNENERERN Underlay REARERENERNEREAREN

gateway HEANUEREEOverlay HEE Kube-OVN HENNERNEANEENUNderlay BONEEREENNENNEDNE

namespaces : HINANN Namespace HERENN Namespace [l Pod NARKEKNENHKN

routeTable : NNENHXNRNNENRENHENEENENRENRERENEE

NXRENRRE
# kubectl create ns nsi
namespace/ns1 created

# kubectl run nginx --image=docker.io/library/nginx:alpine -n ns1
deployment.apps/nginx created

# kubectl get pod -n ns1 -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES
nginx-74d5899f46-n8wtg 1/1 Running @ 10s 10.66.0.11 node1 <none> <none>
Workload NN

NEKEN Pod KN Namespace RERENEND 1P HEAKN Namespace KEN Workload NENENENANANNENENE Pod B Annotation ovn.kubernetes.io/logical_switch HNHN

apiVersion: v1
kind: Pod
metadata:
name: another-subnet
annotations:
ovn.kubernetes.io/logical_switch: subnet1l
spec:
containers:
- name: another-subnet
image: docker.io/library/nginx:alpine

NEREN Workload HAKAK DeploymentiStatefulSet NENANANN ovn.kubernetes.io/logical_switch Annotation KX

spec.template.metadata.annotations

3.1.4 Overlay RAKKNN
| mngazes vPe B Overlay BEERENNANEE Underlay HUAREE VPC RENGY
Overlay HREE Pod NEANEERRARRTANEEKube-OVN HREANEANEENR ERRENNENEENRENNANE EOEENRERRAn

NERENENAN natOutgoing HNRNRNRNK Pod NRNXENENENE snatl

NRKEN

RERENENENEEE Node NENEN Node B Pod RERERHNAND RNRNENANE ovne ERERENENENRNANANNENENENEN B natOutgoing ¥ true NHPod RNANAKNENENENENENE IPE
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Hostl

10.16.0.100
Pod1 T

eth0

|

SNAT 192.168.0.100

!

NNHENNE gatewayType HHN distributed il

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: distributed

spec:
protocol: IPv4
cidrBlock: 10.166.0.0/16
default: false
excludelIps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: distributed
natOutgoing: true

Host2

10.16.0.100
Podl —l

eth0

|

SNAT 192.168.0.101

v
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NRKEN

Hostl

10.16.0.100
Pod1 T

eth0

‘— Tunnel

3.1.4 Overlay HXEREN

ECMP

Gateway 1

eth0

|

SNAT 192.168.0.101

.

Host2
10.16.0.101
Pod1 j
eth0
Tunnel J
ECMP
Gateway 2
eth0

SNAT 192.168.0.102

v

ANEENEINNERRENNEREN 1PREENEENNERRENE RN NN R NG RN EENY RRENNEENEEPod BENEENKENNENNERNEENE ovne NEENNMHNEENNENKENN B natOutgoing B true N

Pod NENRNANRNRERERER |PR

NAKNENE gatewayType HHE centralized Nl gatewayNode NANREN Kubernetes M NodeNamell §ll gatewayNode RERNENAXNANRAKNE

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: centralized

spec:
protocol: IPv4
cidrBlock: 10.166.0.08/16
default: false
excludelIps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: centralized
gatewayNode: "node1l,node2"”
natOutgoing: true

* PNNNNRRNHEN KRR ENENNY gatewayNode MNNK kube-ovn-worker:172.18.0.2, kube-ovn-control-plane:172.18.0.3 NEN

* RNRNRNRERERERERENENRERERNE NRERERE ECMP NERREENENEN ECMP HUXNE

+ 1 Kube-OVN v1.12.0 RERNEN subnet crd HXERKE spec Bl enableEcmp NNENENN ECMP RENHNKRNENNAKKNENERNENNANENEN ECMP RNENEN kube-ovn-
controller Deployment f{ enable-ecmp RNENMEKENHANEN v1.12.0 NEAKENENERRENEANERENERNE

/" aRaReR

RNREREEENNER Node Ready KERNNERKENRNEERNERNKERN

HNUENN ECMP BXEikube-ovn-controller Bl ping BENKENRNEEN S5s BNNERNNE 5s-10s HHNKENNEENKERNNEHREEN

HRNENENERENEN

NURNMNENKENENNENE gatewayNodeSelectors [N NRHNENNGRNENE R K006 KNG b K O S M Y O O R S O R
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3.1.5 01 ACL I

V gatewayNodeSelectors [l

* [0 gatewayNode WNHMNENEN gatewayNode N gatewayNodeSelectors NHHNE
+ DREAERER OR BXENERENERENENEANARARRNE
+ BRERERE AR AR AN RN RN RN ENEREN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: centralized-selector
spec:
protocol: IPv4
cidrBlock: 10.166.0.08/16
default: false
excludelIps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: centralized
gatewayNodeSelectors:
- matchLabels:
role: gateway
- matchExpressions:

- key: node-type
operator: In
values: ["gateway", "egress"]

natOutgoing: true

3.1.500 ACL Bl

A Warning

Kube-OVN [XEE NetworkPolicyliNetwork Policy APISubnet ACL ¥ Security Group BEREXKENEENEANENN OVN ACL HHENKYE NetworkPolicy Il NetworkPolicy API KX
ANRENEEENNERRNE ANRE AN RN RN E B RN L E N R E NN E AR BN EE AR RN N RN R RE RN R RN ERRE AR

NERENE ACL RERENEKube-OVN B Subnet NEN ACL HENRNRERENERERENHHRL
Subnet {0 ACL HEN OVN § ACL ERERENENENENRNE ovn-nb ACL Tablell match NRNRNENRER ovn-sb Logical Flow Tablel

R IP ENE 10.10.0.2 N Pod ENENENRNANANANNENENENE ACL RNRNANA

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:

name: acl
spec:

allowEWTraffic: false

acls:

- action: drop

direction: to-lport
match: ip4.dst == 10.10.06.2 && ip
priority: 1002
action: allow-related
direction: from-lport
match: ip4.src == 10.10.0.2 && ip
priority: 1002
cidrBlock: 10.10.0.0/24

NHRNHNERKENE ACL NMRNERUNNENENNANEREENE allowEWTraffic: true HNNK

3.1.6 ERENNE
| B0 ACL HREENEENEENNENNEENEERRENNARNAENE ACL HARRAENE
EXREE Kube-OVN RREERNKEERRERPod NUKAEKNEIRNRAE

NEMNMNRENRENREKEENE CRD MK private HEN truelNXENNHNKNNNMRENNENE NEXKNNRMRENNENNRENNENENY allowSubnets KEN allowSubnets NRHBNHMXHMNHKKEN

NXRENNREENN
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apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: private
spec:
protocol: IPv4
default: false
namespaces:
- ns1
- ns2
cidrBlock: 10.69.0.0/16
private: true
allowSubnets:
- 10.16.0.0/16
- 10.18.0.0/16

3.1.7 Underlay KEXX
| BUAREAN Underlay ARREANN

* vlan: H0EN Underlay REENENERNEYN Subnet BXE Vian CR ERNANENEANENERKENENE Underlay HER
+ logicalGateway : {ll Underlay ENRNANAKNNENENENENENENENRNANANN OVN RERERERERENENEN Underlay B Overlay BREREREREN false B

NEK MAC & Underlay 2{HEN DHCPE

3.1.7 Underlay BRI

NEREN DHCP RENENANANAN IP ENENENENENENE CIDR E Underlay BRENENEN vian ENE cidrBlock HREEKube-OVN HRHRERENE Mac ¥ ProtocolMac HENEN Pod NENA

IPAM NENEN MACHENE IPURNNUNENE DHCP BN 1PX

MAC-only EREANERE Pod NEXERNANER 1P BNCRI BRNE Pod BENPod HXE PendingdARRNENE Multus BRNEREREANENERNANEN KubeVirt VME

NERWNEND gateway K excludeIps ENENENENANANNN CIDR RENHNEN NATHCNI ENE MAC HEXE IPHRNRNAKNNENENENENE MACERENRN DHCP NRNXEREXENEREN

vlan HHNEXNNNEKN ProviderNetwork N Vlan HNNN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: dhcp-underlay
spec:
vlan: vlan-dhcp
provider: dhcp-net.default.ovn
cidrBlock: ""
gateway: ""
excludeIps: []

Pod [ERE provider I MAC annotation HREN MACHARNEN ovn.kubernetes.io/mac_address HOVN HNAKKA

<nadName>.<nadNamespace>.ovn.kubernetes.io/mac_address HNKHN NAD KAENKAENNRNNNKN <nadName>.<nadNamespace>.kubernetes.io/

mac_address.<interfaceName> NNHNNE MACHREN annotation XK provider ¥ annotationNNENE IPAM RENHENANNARREN

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: '[{"name":"dhcp-net", "namespace":"default", "interface":"net1"}]
dhcp-net.default.kubernetes.io/mac_address.net1: "02:00:00:00:10:01"

MAC-only [l 1P CR BRE MAC RE IPHEN Pod ERENENAIPAM ERENEN NIC ¥ MAC HENEN CIDR BXHNENANANN cidrBlock EMAC-only NENENANY CIDRNENENENENHNHNN

i Subnetll

3.1.8 BRENNKE
BENBE kube-ovn-cni BEN Pod HEKE ICMP i ARP RREERRERRNKE HINEENNEEANNE Underlay REERNERN ICMP BERNEERNEARNNAE KNRARERAE

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:

name: disable-gw-check
spec:

disableGatewayCheck: true
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3.1.9 Multicast-Snoop il

3.1.9 Multicast-Snoop [

ANERN subnet ¥ Pod EANKEREENOVN HEANERNEINNENRENNERYN PoddNERE subnet I multicast snoop BEIOVN HEY South Database BHEEN Multicast_Group NI
HERNENERNE

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: samplel
spec:
enableMulticastSnoop: true

3.1.10 Subnet MTU K
il Subnet il Pod [ MTUREERENNN Subnet {i Pod BN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: samplel
spec:
mtu: 1300

3.1.171 HNNRNE

* [P WK
« N VPC NAT NXNXN
* QoS

¥ PDF ﬁ!_- Slack Support
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3.2 AXNREN

3.2 KENHNEN

¥ Subnet EHE spec.routed: true HURN Pod RURNENERNIPVA B /32 HIPv6 B /128 NENERNANENKRNENERNENENERNENEREENEAERENEY Pod BRENEANER OVN HRNENE

3.2.71 NENHRE
[NINEENEN Overlay IPvA HEENE

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: routed-subnet
spec:
cidrBlock: 10.0.0.0/16
gateway: 10.0.0.1
protocol: IPv4
provider: ovn
routed: true

spec.cidrBlock NUEN IPAM BXNERNENNERNEY Pod HREANKENKENNERRENNEENEENNERREANEENE ACLANENNERN OVN BRHENNERN 16.0.0.5 § Pod RNECNI HHAN

ip addr add 10.0.08.5/32 dev eth®
ip route add 10.0.0.1/32 dev eth@
ip route add default via 190.0.0.1

IPv6 Pod I /128 RERNEN IPv6 RRHARRAN

3.2.2 MXNKKEN
ANEENEENKERREN OVN BENEE hairpindENNERNENNEENNENKERNEENEE OVN ACL BENEENNENEENNE

* HNENENENEN ARP/NDH

* [NK ACL ENENENENENEND MAC N 1P NX

+ MNENENENEN MAC BRI 1P BX from-1port NRMKEXHNENENENANANAKAEN Pod HREN MACH
* ¥ IPEARP [ ND ENHEKRE

B private: true ENENERENENENENANANNENEN hairpindE¥ Join CIDR K allowSubnets NRNANAN

3.2.3 NEHN

% DPDK BRNE Provider BRNANER ovn.kubernetes.io/routes RERNANERKANENERNENEARRNENERNE U20 ERENEENERNRN U20 BN IPEREANERERNENE CIDRINARKRENERANE
KURENENENENE CNI ADD NRNK

NNERNEENG Pod BANKENHENNERNEANG ovn . kubernetes.io/routed HERNENN Pod HENKER OVN EENEE Pod HNMHNKENNENKERNLN

3.2.4 NKNN

* [lNE OVN Provider EREOverlay EREREREREUNderlay NENRNE logicalGateway N u2oInterconnection EREN OVN NENENRNA
[0l enableDHCP [l enableIPv6RA il enableMulticastSnoop imac-only/BYO-DHCP NENENY spec.acls i

« NEX DPDK/vhost-user BRNENEARENEANENE

* NENEN routed WNHRNENE PodRURNENERNN PodNERMANENKNNENER

¥ PDF ﬁ!.- Slack Support
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3.3 BN

3.3 NHNN

Kube-OVN HEEEE Pod B Namespace ENENENENEN IP § Mack NENENENENENRNENEKube-OVN RERENENANARAKNENENENE

« Il Pod Wl IP/Macli

* MUNENRENANRER [P/MACHREXRNNHKRENRERREN
+ Workload [l IP Pool BERNERREANE

« StatefulSet NHAKRE

+ KubeVirt VM HRKEN

« BN Multus BRERRENREN

3.3.1 0 Pod U IP ¥ Mac
ENREE Pod HEY annotation EXY Pod REKNAR IP/Mac, kube-ovn-controller HENNAENNRNENNAENNAENNRENNA NN HNORAE

apiVersion: vi
kind: Pod
metadata:
name: static-ip
annotations:
ovn.kubernetes.io/ip_address: 10.16.0.15 # 10.16.0.15,fde0:10:16::15
ovn.kubernetes.io/mac_address: 00:00:00:53:6B:B6
spec:
containers:
- name: static-ip
image: docker.io/library/nginx:alpine

WNK annotation NNRK Pod IP/Mac NRNHKNNHKNKN

1. NENE IP/Mac BNENEN IP/Mac KK
2. IP NNENRENN CIDR ¥H
3. BRENE 1P B MacKNENENENENRNRNENE

3.3.2 BNANNHNNENRLN IP/MAC

{ Pod il VM [F Multus BRENNENENNANREENNENREENRENENNERREND 1P/MACKEN Multus B k8s.v1.cni.cncf.io/networks NRUNAKNENNE interface HNRHNNHNHNN
N annotationi

* <nadName>.<nadNamespace>.kubernetes.io/ip_address.<interfaceName> HNNNNKKAN |P

+ <nadName>.<nadNamespace>.kubernetes.io/mac_address.<interfaceName> NXINNKAELN MAC

Rl <nadName> [l <nadNamespace> [ NetworkAttachmentDefinition ENENENENE <interfaceName> HN Multus HENRN interface HNRNRNREREN annotation HRAR
WNKE annotation ovn.kubernetes.io/ip_address / ovn.kubernetes.io/mac_address NNKANNRAENNAENNREALN

HEREN NAD RENENRNANAENENENEYN 1P/MACH

apiVersion: vi
kind: Pod
metadata:
name: multi-if-static
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: '[{"name": "attachnet", "namespace": "default", "interface": "net1"}, {"name": "attachnet"”, "namespace": "default"
"interface": "net2"}]'
attachnet.default.kubernetes.io/ip_address.net1: 172.17.0.100
attachnet.default.kubernetes.io/mac_address.net1: 00:00:00:53:6B:B1
attachnet.default.kubernetes.io/ip_address.net2: 172.17.0.101
attachnet.default.kubernetes.io/mac_address.net2: 00:00:00:53:6B:B2
spec:
containers:
- name: multi-if-static
image: docker.io/library/nginx:alpine
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3.3.3 Workload [l IP Pool ERIEN

3.3.3 Workload i IP Pool KEHX

Kube-OVN HiNK annotation ovn.kubernetes.io/ip_pool N WorkloadDeployment/StatefulSet/DaemonSet/Job/CronJobliiEN IPH kube-ovn-
controller WEREN ovn.kubernetes.io/ip_pool NXEN IP HUNNHKNN

IP Pool ! Annotation AEY template HE annotation HNHEN Kubernetes RN Workload NN NANREENE Workload NENHKNANNAKNENNEKAN

Deployment i1 IP [}

apiVersion: apps/v1
kind: Deployment
metadata:
name: ippool
labels:
app: ippool
spec:
replicas: 2
selector:
matchLabels:
app: ippool
template:
metadata:
labels:
app: ippool
annotations:
ovn.kubernetes.io/ip_pool: 10.16.0.15,10.16.0.16,10.16.0.17 #
10.16.08.15,fd60:10:16: :000E;10.16.0.16,fd00:10:16::000F;10.16.0.17,fd00:10:16::0010
spec:
containers:
- name: ippool
image: docker.io/library/nginx:alpine

¥ Workload HENE 1P XUXHNEREN

1. ovn.kubernetes.io/ip_pool KN IP KNRANKRAE CIDR RE
2. ovn.kubernetes.io/ip_pool K IP HHMNKKK IP KHNK

3.1 ovn.kubernetes.io/ip_pool NI IP NREK replicas KNANNAN Pod BRENNENKENN Workload RRENAKNANNANN ovn.kubernetes.io/ip_pool X IP HNEN

3.3.4 StatefulSet BREX
StatefulSet KREENN IPRIENN Workload BENREEE ovn.kubernetes.io/ip_pool REE Pod HEN IP HRI
H StatefulSet BERRRERNRAEKRBEKNRERNNAEKube-OVN NRHNNRAR

1. Pod HNAEKE ovn.kubernetes.io/ip_pool il IPHNK StatefulSet NNHK webll web-0 BN ovn.kubernetes.io/ip_pool KENNE IPH web-1 HENANN |PHAKNAN

2. StatefulSet Pod RERENENENE OVN [N logical_switch_port ERENENENE Pod KEKAKA interface NANAN Pod RNAN IP/Mac NANANANRERY StatefulSet Volume RNENA
ARRNE

3. M 2 NERKENEN ovn.kubernetes.io/ip_pool NEN StatefulSetliPod ERUANENERND IP/MaclERENY StatefulSet NMENKNNANERKANENEN

StatefulSet [}l

apiVersion: apps/v1
kind: StatefulSet
metadata:
name: web
spec:
serviceName: "nginx"
replicas: 2
selector:
matchlLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: docker.io/library/nginx:alpine
ports:

- containerPort: 86
name: web
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3.3.5 KubeVirt VM HRIE

NUEKEY StatefulSet ! Pod i Pod IP MHNEK

il StatefulSet Pod IP
Nl StatefulSet 0l IP ¥ Pod Name NNENRKNANNG Statefulset I ovn.kubernetes.io/ip_pool Annotation ENRE Pod [ IPX

NEMNENNN StatefulSet Pod IP NNHNAE StatefulSet NHKN scale N ONAKNN Annotation HEN StatefulSet HUNK

3.3.5 KubeVirt VM NNK

AE KubeVirt BXE VM BEE kube-ovn-controller ENENER StatefulSet Pod BRNEN IP BREANENE NEN VM BREANERERNENERERNENERNENE R ENE AR RNENE AR RN E AR RN NG ARE
VM il 1PE

3.3.6 il Multus HXXRAKNKEAN

HKE Multus B Pod BNERRENEANEN Kube-OVN NANEKKANENEN annotation HENERNANENN Kube-OVN EXH CNIEKube-OVN HAREKEYN IPAM HANEREN CNI BRNANERKHNENEN
i

¥ PDF ﬁ:_- Slack Support

C 202607040

@ 2022151200

@)

© GitHub @
)

+3

3.3.7 K

-39/363 - 2025 Kube-OVN Team


/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://github.com/cheese
https://github.com/cheese
https://github.com/web-flow
https://github.com/web-flow
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/liruonian
https://github.com/liruonian
https://github.com/kubeovn/docs/blob/master/docs/guide/static-ip-mac.md

3.4 1P KKK

IP BEIPPoolMENENRSubnetEREREN IPAM NENANANAEY 1P NENENANANAEAERERERERERERENENONamespacelll Workload RN

3.4.71 KKK
ilufi

apiVersion: kubeovn.io/v1
kind: IPPool
metadata:
name: pool-1
spec:
subnet: ovn-default
ips:
- "10.16.0.201"
- "10.16.0.210/30"
- "10.16.0.220..10.16.0.230"
namespaces :
- ns-1
enableAddressSet: true

NEKNE WorkloadH

apiVersion: apps/v1
kind: Deployment
metadata:
name: ippool
labels:
app: ippool
spec:
replicas: 2
selector:
matchLabels:
app: ippool
template:
metadata:
labels:
app: ippool
annotations:
ovn.kubernetes.io/ip_pool: pool-1
spec:
containers:
- name: ippool
image: docker.io/library/nginx:alpine

3.4.2 KKK IP K

3.4 1P NRK

N ovn.kubernetes.io/ip_pool NNl IPPool NHNKE pool-1 NHNKKKNE Pod HNNEN ovn.kubernetes.io/logical_switch NHKNAEN pool-1.spec.subnet KN

Pod KRR BEX Pod B logical_switch l cidr B gateway HEN

metadata:
annotations:
ovn.kubernetes.io/ip_pool: pool-1

NNNKKN ovn.kubernetes.io/logical_switch NNNKKNN IPPool.spec.subnet NNN HHXKNNKRHANHIN

NEKNE PodNiKNN <provider>.kubernetes.io/ip_pool WK provider NAEK IP BNprovider BNENAY IPPool REKNENANNANNAKNEN <provider>.kubernetes.io/

logical_switch RNRNRERERERERERENE IPH NAKAK IP ENENEN IPv4RIPv6 RERERERERERENENENANAND RNRE IP RERERERE IPPool NENRN

spec.namespaces RNE IPPool RERNARERERNANERNANERE IPPool B Podl NRRERKANEREANANE Pod RERHARRNENEIPPool RRERKANERE StatefulSet B VM B Pod RERER

NRENEN Workload NHAK
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subnet

ips

ipCount

namespaces

enableAddressSet

Ul ipCount HNAKNE

NE

NENERE

NENEN 1P BE

NEXENEREN

NHNENE

NANENEREN

AddressSet

NEMNHERE 1P NREKEENE ipCount HNRENRHNKENHNRENN

apiVersion: kubeovn.io/v1

kind: IPPool
metadata:

name: pool-auto

spec:

subnet: ovn-default

ipCount: 5§
namespaces:
- ns-1

NENENE 5 HRHNENENE status.ips KERE ipCount WHNNKNENENENENENRNRNE IPPool NENXHNENEN

3.4.3 NEHN

1. BEEN Workload R IP Pool BRKE BAKERIP BRNENEAKE IP BRN

P
P

2
3
4.1
5.1
6

. RHNNNENEN [P RERNENANNRNREIP REN
NN .spec.ips HHUKNN

. KRMNENR 1P MRENNENRENE 1P MRENNENRE

7. B0 1P NRRANENN Namespacell
8

.IPHE .spec.enableAddressSet UEN false HNUE true HEENNEEN IP HEKE OVN NB BN AddressSet NEREE IP BREEN IP HEANEE AddressSet HUHNNE

NRXNREREN [PEN 1P KXREK |P RNRKXRENEN [P HERRY [PE

NetworkPolicy il VPC HENANANAKN AddressSet HilX

N

L]

W B R .. BREERER IPvell ipCount ERN

3.4.3 KBNK®

NENEN 1-3200RNENENENENERENE N E R NN R RERERY 1Pv4 B 1Pv6 NRNENENENERE status.ips BNENENENERENERE

NHNENENENEN ips HUN

NURAKER IPPool NERNEKKRNERNENNERERNERY Pody

R falseBNKH true I ACL BNENENKERNN AddressSet RNKERN

LIP BN .spec.ips NHNKENHNEE IP MANENENNE IP WAN .spec.ips NEK CIDR HUEN
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3.5 HNHRN

3.5 HKNKN
AEAER Pod BN Annotations BERANEARNARRIEER

apiVersion: v1
kind: Pod
metadata:
name: custom-routes
annotations:
ovn.kubernetes.io/routes: |
[{
"dst": "192.168.0.101/24"
"gw": "10.16.0.254"
b A
"gw": "10.16.0.254"
}
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine

I dst HNRNRNRNRNRNE
NERENENE DeploymentliDaemonSet [ StatefulSetlflE Annotation REANENEN . spec.template.metadata.annotations KENHARA

apiVersion: apps/v1
kind: Deployment
metadata:
name: custom-routes
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
annotations:
ovn.kubernetes.io/routes: |

"dst": "192.168.0.101/24"
"gw": "10.16.0.254"

oA
"gw": "10.16.0.254"

spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine
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3.6 EIP [ SNAT [

3.6 EIP  SNAT Ii

I NEMEMER VPC KERENRENEN VPC RENK NATRENRE

* VPC Iptables NAT [l
+ VPC OVN NAT &l

I VPC KRMRKERENRENHENEY, BXEENEEREY

- MNENENAN VPC HAKAENEN OVN NAT ENENENK pod annotation RARAKNENENENE

« NENAKN VPC RENRKRENN OVN NAT HENAKNENN provider-networkivianisubnet CRD NENHXNANNENNENAKYN ovn-eiplovn-dnatliovn-fipllovn-snat CRD NN EIP [
NATHREAVPC OVN NAT [HiK

« NENARN VPC RENRKREEN Iptables NAT RRENRNREVPC Iptables NAT KN

Kube-OVN NNEH OVN [l L3 Gateway HNNEN Pod MUK SNAT i EIP HEE NUEN SNATHNE Pod BENEEN 1P HENNEHNEENG EIP HREENN Pod BANMHNEEN 1P KEH MHNKENNE
EIP BNEN PodiPod RERNEN EIP RUANEKE

Hostl Gateway
10.16.0.100
Podlj
eth0 ethO — ethl

192.168.0.100

\— Tunnel Q

SNAT/EIP/Direct

|

3.6.1 NEKN

+ NEE OVN K L3 Gateway HERUANENENNANEN OVS HEREN Overlay ¥ Underlay AREREN HXEREANENERNENERE
+ MNEN NAT NERERERENE Underlay KXRNRNRNRNRERERERERERRRRRAR
* B EIP B SNAT KENREXXENENKENNEKRENRNREY

3.6.2 NHKNKN

B kube-system WHH ConfigMap ovn-external-gw-config

apiVersion: vi

kind: ConfigMap

metadata:
name: ovn-external-gw-config
namespace: kube-system

data:
type: "centralized"
enable-external-gw: "true"
external-gw-nodes: "kube-ovn-worker"
external-gw-nic: "eth1"
external-gw-addr: "172.56.0.1/16"
nic-ip: "172.56.0.254/16"
nic-mac: "16:52:f3:13:6a:25"

« enable-external-gw : HEMN SNAT { EIP KRR
* type: centralized W distributed NNEN centralized NHKN distributed NRRRNENNNNNRRANENKNNNNRAN

* external-gw-nodes: centralized NNXXNNHNNNXNHNANIRNN
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3.6.3 llf OVN [ OVS URENENEN

+ external-gw-nic : HENNNXKHHHENKN
* external-gw-addr : KKEHHEN 1P KEKK
* nic-ip, nic-mac : NRENABRRAKN IP B MacRRRRENARNAR IP B Macl

3.6.3 [l OVN K OVS NNMHKKNK
N OVN-NB HNARN ovn-external HRENNENANN ovn-cluster-ovn-external NANNHNNHNRENANNAN chassisl

# kubectl ko nbctl show
switch 3de4cea7-1a71-43f3-8b62-435a57ef16a6 (external)
port localnet.external
type: localnet
addresses: ["unknown"]
port external-ovn-cluster
type: router
router-port: ovn-cluster-external
router eleb83ad-34be-4ed5-9a02-fcc8b1d357c4 (ovn-cluster)
port ovn-cluster-external
mac: "ac:1f:6b:2d:33:f1"
networks: ["172.56.06.108/16"]
gateway chassis: [a5682814-2e2c-46dd-9c1c-6803ef0dab66 |

N¥ OVS HNNENENERNERENN br-external N

# kubectl ko vsctl ${gateway node name} show
e€7d81150-7743-4d6e-9e6f-5c688232e130
Bridge br-external
Port br-external
Interface br-external
type: internal
Port eth1
Interface eth1
Port patch-localnet.external-to-br-int
Interface patch-localnet.external-to-br-int
type: patch
options: {peer=patch-br-int-to-localnet.external}

3.6.4 Pod Kl EIP I SNAT

NRKK Pod BNH ovn.kubernetes.io/snat ¥ ovn.kubernetes.io/eip annotation HNNRK SNAT [ EIPR

apiVersion: vi
kind: Pod
metadata:
name: pod-snat
annotations:
ovn.kubernetes.io/snat: 172.56.0.200
spec:
containers:
- name: pod-snat
image: docker.io/library/nginx:alpine
apiVersion: vi
kind: Pod
metadata:
name: pod-eip
annotations:
ovn.kubernetes.io/eip: 172.56.0.233
spec:
containers:
- name: pod-eip
image: docker.io/library/nginx:alpine

HEN kubect! ARNENENEN Pod HREN EIP [ SNAT RERENENANANN ovn.kubernetes.io/routed annotation NENENRNA

kubectl annotate pod pod-eip ovn.kubernetes.io/eip=172.56.08.221 --overwrite
kubectl annotate pod pod-eip ovn.kubernetes.io/routed-

W EIP B SNAT HEHENE ovn.kubernetes.io/routed annotation KEXHNNN

3.6.5 KKKK
kube-ovn-controller HENNKHENN SNAT K EIP REXNNHKNN

+ --external-gateway-config-ns: Configmap ovn-external-gw-config Wi Namespacelllill kube-system [
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3.6.6 [

+ --external-gateway-net : NXRHHUNNNRRANNY external K

+ --external-gateway-vlanid : NAEK Vlan Tag XENAR ORRENE Viank
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3.7 NNEN QoS [N

3.7 BENK QoS KK

Kube-OVN NENANYN Pod NAKAKNEN QoSH

* HUNEKE QoSH
* linux-netem HNANAKAKNENENE QoSENKNENENE

I NNKKN Pod NIl QoS KK Namespace K Subnet Rl QoS

3.7.1 NENNKRKENN QoS
HNEE QoS BHEY Pod annotation HEANEENEENG Pod HANKENKENNE HEANKENE Mbit/s B

NEN ovn.kubernetes.io/ingress_burst K ovn.kubernetes.io/egress_burst HNANNANKENNEN burstlAEN Mbit NEENARburst KNHNKEKN 80% NENAKN o HXX
burstliburst REXNANRRKRENANNANNAN Pod BREKN <provider>.kubernetes.io/ingress_burst B <provider>.kubernetes.io/egress_burst NiN provider A
REN burstll

apiVersion: vi
kind: Pod
metadata:
name: qos
namespace: 1s1
annotations:
ovn.kubernetes.io/ingress_rate: "3"
ovn.kubernetes.io/egress_rate: "1"
ovn.kubernetes.io/ingress_burst: "2"
ovn.kubernetes.io/egress_burst: "@"
spec:
containers:
- name: qos
image: docker.io/library/nginx:alpine

Il annotation WHNKN QoSHK

kubectl annotate --overwrite pod nginx-74d5899f46-d7qkn ovn.kubernetes.io/ingress_rate=3
# burst Mbit
kubectl annotate --overwrite pod nginx-74d5899f46-d7qkn ovn.kubernetes.io/ingress_burst=2 ovn.kubernetes.io/egress_burst=0

i QoS Wi

NRMNHENENREN

kind: DaemonSet
apiVersion: apps/v1
metadata:
name: perf
namespace: 1s1
labels:
app: perf
spec:
selector:
matchLabels:
app: perf
template:
metadata:
labels:
app: perf
spec:
containers:
- name: nginx
image: docker.io/kubeovn/perf

NENNEN Pod NHE iperf3 serverll

# kubectl exec -it perf-4n4gt -n 1s1 sh
# iperf3 -s

HERNE Pod NENER Podl
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# kubectl exec -it perf-d4mgc -n 1s1 sh

# iperf3 -c 10.66.0

.12

Connecting to host 10.66.0.12, port 5201

[ 4] local 10.66.8.14 port 51544 connected to 10.66

ID] Interval
0.00-1.00
.00-2.00
00-3.00
00-4.00
.00-5.00
.00-6.00
00-7.00
00-8.00
.00-9.00
.00-10.00

IS

S D DA DASDSD DN
VNG AWN =

Transfer

sec 86.4
sec 89.9
sec 101
sec 104
sec 111
sec 100
sec 106
sec 102
sec 97.4
sec 111

MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes
MBytes

Bandwidth Retr

72
75
84
87
93

5
4
8
5
5

840

89

0

Mbits/sec 3
Mbits/sec 118
Mbits/sec 184
Mbits/sec 217
Mbits/sec 175
Mbits/sec 658
Mbits/sec 742
Mbits/sec 764
Mbits/sec 1175
Mbits/sec 1083

Bandwidth Retr
848 Mbits/sec 5119
846 Mbits/sec

[ ID] Interval
[ 4] ©.00-10.00
[ 4] o.00-10.00

iperf Done.

Transfer

sec 1010
sec 1008

HERNE Pod HENEN QoSK

kubectl annotate --overwrite

NERENE Pod NENEN Pod ENE

# iperf3 -c 10.66.0

12

MBytes
MBytes

pod perf-4n4gt -n 1s1 ovn.kubernetes.io/ingress_rate=30

Connecting to host 10.66.0.12, port 5201
[ 4] local 10.66.8.14 port 52372 connected to 10.66.0.12 port 5201

ID] Interval
0.00-1.00
00-2.00
.00-3.00
.00-4.00
.00-5.00
00-6.00
.00-7.00
.00-8.00
.00-9.00
00-10.00

IS

A DDA ADNDDDN
VW ®ONoO G A WN =

[ ID] Interval
[ 4] ©.00-10.00
[ 4] ©.00-10.00

iperf Done.

Transfer
sec 3.66 MBytes
sec 3.43 MBytes
sec 3.50 MBytes
sec 3.50 MBytes
sec 3.43 MBytes
sec 3.43 MBytes
sec 3.50 MBytes
sec 3.68 MBytes
sec 3.74 MBytes
sec 3.80 MBytes

Transfer
sec 35.7 MBytes
sec 34.5 MBytes

3.7.2 linux-netem QoS

| RHEL R

Pod NEREEN annotation B 1inux-netem K QOSHAK netem NENXENARNE QoS HEN Pod i Ingress HHENAKN

* ovn.kubernetes

* ovn.kubernetes

* ovn.kubernetes

* ovn.kubernetes

Bandwidth Retr
30.7 Mbits/sec 2
28.8 Mbits/sec 2]
29.4 Mbits/sec 0
29.3 Mbits/sec 0
28.8 Mbits/sec 0
28.8 Mbits/sec 0
29.3 Mbits/sec 0
30.9 Mbits/sec 0
31.4 Mbits/sec 0
31.9 Mbits/sec 0
Bandwidth Retr

29.9 Mbits/sec 2
29.0 Mbits/sec

Cwnd
350
473
586
671
772
598
668
724

.0.12 port 5201

KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes

764 KBytes
838 KBytes

Cwnd
76.1
104
126
144
160
175
212
294
398
526

.io/latency 0l Pod RNRNRNRERENERE msk

.io/jitter NUA Pod EREANEREANENERER msk

r

KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes

sender
eceiver

sender
receiver

NAX netem NENAE yum install -y kernel-modules-extra && modprobe sch_netem

.io/limit NN qdisc HUENENERNENENEENENEENEN 1000K

.i0/loss N HUHNNKENEENNEN float MENKENNE 20HHN0E 20% KHEHNG
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3.8 KHKK

3.8 NHNK

Kube-OVN MRERERENENENENRNRNRENERERER IPvARIPv6 RERNRNRNN HENENENENENENRN RN RN R REREN

NERENENRNRERERENENENENENE Kubernetes NENENENE ERE Kubernetes RNANANAR

3.8.71 NHNHNE
HURENRENNARNEENE CIDR BEN cidr=<IPv4 CIDR>,<IPv6 CIDR> HNN CIDR NN IPv4 HEEIPV6 HHNAHKIAN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: ovn-test
spec:
cidrBlock: 10.16.0.0/16,fd60:10:16::/64
excludelIps:
- 10.16.0.1
- fdee:10:16::1
gateway: 10.16.0.1,fd00:10:16::1

MHHHNENRN RN N NN NENENENRNRNRY install. sh MRKNENENE /112 NENENEN ULA BRERERE /64 HNENENENENEN/Service CIDR MHUN

POD_CIDR="10.16.0.8/16,fd00:10:16::/112"
JOIN_CIDR="100.64.0.0/16,1d00:100:64::/112"

3.8.2 [il Pod WK
HURENNE Pod HEHKNANNAN IPv4 i IPv6 MNNINNEENEEN Pod i annotation K:

apiVersion: vi

kind: Pod

metadata:

annotations:

ovn.kubernetes.io/allocated: "true"
ovn.kubernetes.io/cidr: 10.16.0.0/16,fd00:10:16::/64
ovn.kubernetes.io/gateway: 10.16.08.1,fd00:10:16::1
ovn.kubernetes.io/ip_address: 10.16.0.9,fd60:10:16::9
ovn.kubernetes.io/logical_switch: ovn-default
ovn.kubernetes.io/mac_address: 00:00:00:14:88:09
ovn.kubernetes.io/routed: "true"

podIP: 10.16.0.9
podIPs:
- ip: 10.16.0.9
- ip: fdee:10:16::9

3.8.3 K Pod NANNE IP HXK

NENNENRENAN Pod BNANNEKNEN IPv4 B IPve NNENHKNN Pod HEN ip_family annotationll KXRE annotation BiKube-OVN HNNHNRENANNG NENHENAN Pod NRHKKE
Subnet HNAKKE

NNHKNN ovn.kubernetes.io/ip_family [l

apiVersion: vi
kind: Pod
metadata:
name: ipv4-only
annotations:
ovn.kubernetes.io/ip_family: ipv4
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine

RRMRRN ipv4 N ipve NNHKXHNARNRXNNANKERNENANNANRERRENAEN NEK IPv4 BRNRKNEN ipve NNE IPv6 KNRENAN ipv4 HPod RNENRKNA
RERE Multus BRRKAKARAR <provider>.kubernetes.io/ip_family ll <provider> HHENN NetworkAttachmentDefinition I Subnet il provider KN

apiVersion: v1
kind: Pod
metadata:
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3.8.4 [l

name: attach-ipv6-only

annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
attachnet.default.ovn.kubernetes.io/ip_family: ipvé

spec:

containers:

- name: nginx
image: docker.io/library/nginx:alpine

NEKN NetworkAttachmentDefinition HNANNENNENAY interface HNNEIKube-OVN NHKKKNAE provider Kl annotationll Wl net1 WHK IPv4l net2 WK IPV6L

apiVersion: vi
kind: Pod
metadata:
name: attach-mixed-family
annotations:
k8s.v1.cni.cncf.io/networks: '[{"name": "attachnet", "namespace": "default", "interface": "net1"}, {"name": "attachnet", "namespace": "default"
"interface": "net2"}]'
attachnet.default.ovn.netl.kubernetes.io/ip_family: ipv4
attachnet.default.ovn.net2.kubernetes.io/ip_family: ipvé
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine

NRMKNNANE IPAEN ovn.kubernetes.io/ip_address ll <providers>.kubernetes.io/ip_address NNHE NetworkAttachmentDefinition HUNRHNK

<nadName>.<nadNamespace>.kubernetes.io/ip_address.<interfaceName> MUK IP NRHMNKE ip_family WK
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3.9 Webhook il

3.9 Webhook KX

il Webhook il Kube-OVN [l CRD WXENENENE Webhook HREN BN IP HEEXENE Subnet CIDR HEAKNENENENENENENRNEND

il Webhook NRNANE Subnet { Pod BNRNANANEENEN Kube-OVN ENE Webhook HENENE Pody

3.9.1 Cert-Manager [
Webhook NANNANNENNENNKN cert-manager NINRKKNENAKNNNN Webhook NNEN cert-managert!
NUNHKRNKKENNN cert-manager:

kubectl apply -f https://github.com/cert-manager/cert-manager/releases/download/v1.8.6/cert-manager .yaml

Wl cert-manager HHEEN cert-manager KK

3.9.2 il Webhook
il Webhook NAK yaml KAKA:

# kubectl apply -f https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/yamls/webhook.yaml
deployment.apps/kube-ovn-webhook created

service/kube-ovn-webhook created
validatingwebhookconfiguration.admissionregistration.k8s.io/kube-ovn-webhook created
certificate.cert-manager.io/kube-ovn-webhook-serving-cert created
issuer.cert-manager.io/kube-ovn-webhook-selfsigned-issuer created

3.9.3 1l v2 Helm Chart KKK
NRKKNRN validatingWebhook.certificate.create HHEN kube-ovn-v2 Helm Chartll RRENRRRKRARKNAN

0 validatingWebhook.enabled N true NHChart NEEN cert-manager Certificate NHNX IssuerlUREN validatingWebhook.certificate.create NHKNN
true l NENEN false HNEN Chart HRNE Certificatelilil Webhook il DeploymentiiService [l ValidatingWebhookConfigurationll

validatingWebhook :
enabled: true
certificate:
create: false

N validatingWebhook.enabled N false NHEN validatingWebhook.certificate.create HNNHHNNNKNNAN Webhook REE

WREY Certificate

Wi Webhook HRREN cert-manager Nl CA RNENAXNANNAKNEN NNENRENAN cert-manager BREN KN Certificate NNENAKNENN IssuerlXENARN Clusterlssuerl!

NEN Chart i GitOps HNRENANNAN Certificatell Certificate N Secret NHRKEN Chart RENNENAKN

il NXKE il
Certificate kube-ovn-webhook-serving-cert W Webhook I cert-manager.io/inject-ca-from HNHKE
Secret kube-ovn-webhook-secret I Webhook Deployment BRRENANNERANNE

NHKNKNREN Chart B namespace NHNRENNENANN KRENAKNEN kube-system Bl clusterDomain NHNK cluster.local WX NHMNHWKK webhook-certificate.yaml il

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: kube-ovn-webhook-serving-cert
namespace: kube-system
spec:
secretName: kube-ovn-webhook-secret
dnsNames :
- kube-ovn-webhook .kube-system
- kube-ovn-webhook .kube-system.svc
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- kube-ovn-webhook .kube-system.svc.cluster.local
issuerRef:

group: cert-manager.io

kind: Issuer

name: existing-webhook-issuer

0 existing-webhook-issuer NHXNANNANNEN BNEN Clusterlssuerfliill issuerRef.kind B ClusterIssuer l [ Chart NENRAKKNEN DNS HRHNANNANNANRERAEN §
NRKRRNRERRE

NHMNKNRE <chart-namespace> NAE Chart HRE namespace KN KNHNN webhook-certificate.yaml Nl metadata.namespace NN

NENNKNRENY Certificate NENNENAENAN validatingWebhook.certificate.create: false KN Webhook!

kubectl apply -f webhook-certificate.yaml
kubectl wait --for=condition=Ready certificate/kube-ovn-webhook-serving-cert \
-n "<chart-namespace>" --timeout=120s

Webhook Hl kube-ovn-webhook-secret Rl tls.crt [ tls.key NRAE HTTPS NRHENNRKNNN ca.crt i

cert-manager § CA UREENE Webhook ! cert-manager.io/inject-ca-from NHENAN kube-ovn-webhook-serving-cert { Certificatell iR Certificate HEN
Secret Il ca.crt HEN Webhook ' caBundle [l API server [lE CA RHERN Webhook RNERERK

il Webhook Deployment HEKAN CA RARARNK

kubectl rollout status deployment/kube-ovn-webhook -n "<chart-namespace>"
kubectl get validatingwebhookconfiguration kube-ovn-webhook \
-0 jsonpath='{.webhooks[®].clientConfig.caBundle}

NXKHEN

{E Chart BRARNENNENRENAR Certificate HNRKEAE Helm BRRNNANREENEN Certificate BRRK Issuerll BNRENA Certificate RENNENAKN Secret HENANNAKN cert-manager i
Certificate NERERENE BN Helm NARARRRRENENENENANANG RNANAN Certificate NENANA

3.9.4 I Webhook X
EENE Podiil Pod IP 10.16.0.15

# kubectl get pod -o wide
NAME READY STATUS RESTARTS AGE IpP NODE NOMINATED NODE READINESS GATES
static-7584848b74-fw9dm 1/1 Running 0 2d13h 10.16.0.15 kube-ovn-worker <none>

Wi yam! BRER 1P § Podil

apiVersion: v1
kind: Pod
metadata:
annotations:
ovn.kubernetes.io/ip_address: 10.16.0.15
ovn.kubernetes.io/mac_address: 00:00:00:53:6B:B6
labels:
app: static
managedFields:
name: staticip-pod
namespace: default
spec:
containers:
- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: qatest

NERE yam BRENEN Pod HHRKAR IP BNENK

# kubectl apply -f pod-static.yaml

Error from server (annotation static-ip 10.16.0.15 is conflict with ip crd static-7584848b74-fw9dm.default, ip 10.16.8.15): error when creating "pod-
static.yaml": admission webhook "pod-ip-validating.kube-ovn.io" denied the request: annotation static-ip 10.16.8.15 is conflict with ip crd static-7584848b74-
fw9dm.default, ip 10.16.0.15
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3.10 HHKK

3.70 HXNK

NRMXHNRENRE N R NEE RN RN R IR N R R R RE NN RERENRE N RN REN RN R IR R RE N N RN RN NEY BRENRE NPM MRERRENRE KRN

NEMXMNRENRENRERRERE CPU MRENRKNRENEN 5%~10% K E CPU KXK

Node0

Pod 1 Pod 2 Pod 3

| |

3.10.7 NHNNENNE
EXRREERNEERREENNREERREN kube-ovn-cni DaemonSet HNNKAR

* --enable-mirror=true NNXKHNHXENNN

« --mirror-iface=mirrore : BNERNANERERNENERRANEREANENERRANE BRNEREAREN br-int RERNEREARERENEENEREARERENEKube-OVN RER ANERERNANEREANERERNENERE
HERHNRNRE NN NENENENE mirrore B

ANEREE tcpdump BREANEENNEN mirrore HEENN

tcpdump -ni mirror@

3.10.2 Pod BNHXENEK
HURENRE Pod NRHNNANRANNEENRINNANREENREY Pod BEN ovn.kubernetes.io/mirror annotation WEE Pod HANKEEY

apiVersion: v1
kind: Pod
metadata:
name: mirror-pod
namespace: 1s1
annotations:
ovn.kubernetes.io/mirror: "true"
spec:
containers:
- name: mirror-pod
image: docker.io/library/nginx:alpine
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3.10.3 Wi

3.10.3 HXKK

NHENHERENRENNE NN N R KRN

1. Pod to Pod in the same Nodes

Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 12.7 us 289 Mbits/sec 12.6 us (1.8%) 77.9 Mbits/sec
128 15.5us 517 Mbits/sec 12.7 us (0%) 155 Mbits/sec
512 12.2us 1.64 Gbits/sec 12.4us (0%) 624 Mbits/sec
1k 13 us 2.96 Gbits/sec 11.4 us (0.53%) 1.22 Gbits/sec
4k 18 us 7.67 Gbits/sec 25.7 us (0.41%) 1.50 Gbits/sec
Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 11.9us 324 Mbits/sec 12.2 us (0.22%) 102 Mbits/sec
128 10.5us 582 Mbits/sec 9.5us (0.21%) 198 Mbits/sec
512 11.6 us 1.84 Gbits/sec 9.32us (0.091%) 827 Mbits/sec
1k 10.5us 3.44 Gbits/sec 10us (1.2%) 1.52 Gbits/sec
4k 16.7 us 8.52 Gbits/sec 18.2 us (1.3%) 2.42 Gbits/sec
2. Pod to Pod in the different Nodes
Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 258 us 143 Mbits/sec 237 us (61%) 28.5 Mbits/sec
128 240 us 252 Mbits/sec 231 us (64%) 54.9 Mbits/sec
512 236 us 763 Mbits/sec 256 us (68%) 194 Mbits/sec
1k 242 us 969 Mbits/sec 225 us (62%) 449 Mbits/sec
4k 352 us 1.12 Gbits/sec 382 us (0.71%) 21.4 Mbits/sec
Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 278 us 140 Mbits/sec 227 us (24%) 59.6 Mbits/sec
128 249 us 265 Mbits/sec 265 us (23%) 114 Mbits/sec
512 233 us 914 Mbits/sec 235us (21%) 468 Mbits/sec
1k 238 us 1.14 Gbits/sec 240 us (15%) 891 Mbits/sec
4k 370 us 1.25 Gbits/sec 361 us (0.43%) 7.54 Mbits/sec
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3. Node to Node

Size

64

128

512

1k

4k

Size

64

128

512

1k

4k

4. Pod to the Node where the Pod is located

Size

64

128

512

1k

4k

Size

64

128

512

1k

4k

TCP Latency
205us
222 us
220 us
213 us

280 us

TCP Latency
204 us
213 us
220 us
217 us

275 us

TCP Latency
12.2 us

14.1 us
13.5us

12 us

189 us

TCP Latency
10.4 us
12.1us
11.6 us
12.7 us

16.5us

TCP Bandwidth

162 Mbits/sec

280 Mbits/sec

1.04 Gbits/sec

2.06 Gbits/sec

5.01 Gbits/sec

TCP Bandwidth

157 Mbits/sec

262 Mbits/sec

1.02 Gbits/sec

1.79 Gbits/sec

5.27 Gbits/sec

TCP Bandwidth

295 Mbits/sec

549 Mbits/sec

1.83 Gbits/sec

2.69 Gbits/sec

4.57 Gbits/sec

TCP Bandwidth

335 Mbits/sec

561 Mbits/sec

1.87 Gbits/sec

3.12 Gbits/sec

8.23 Gbits/sec

-56/363 -

UDP Latency
183 us
206 us
177 us
201 us

315us

UDP Latency
204 us
225us
227 us
218 us

336 us

UDP Latency
12.7 us

10.6 us

12.7 us

13 us

21.8us

UDP Latency
12.2us
11.3 us
10.7 us
109 us

17.9 us

UDP Lost Rate
(11%)
(6.3%)
(20%)
(8.6%)

(37%)

UDP Lost Rate
(8.8%)
(19%)
(21%)
(29%)

(34%)

UDP Lost Rate
(0.27%)
(0.41%)
(0.23%)

(1%)

(0.42%)

UDP Lost Rate
(0.75%)
(0.25%)
(0.66%)

(1.2%)

(1.5%)

3.10.3 Wi

UDP Bandwidth

74.2 Mbits/sec

155 Mbits/sec

503 Mbits/sec

1.14 Gbits/sec

1.20 Gbits/sec

UDP Bandwidth

81.9 Mbits/sec

136 Mbits/sec

486 Mbits/sec

845 Mbits/sec

1.21 Gbits/sec

UDP Bandwidth

74.1 Mbits/sec

153 Mbits/sec

586 Mbits/sec

1.16 Gbits/sec

1.81 Gbits/sec

UDP Bandwidth

95.4 Mbits/sec

194 Mbits/sec

745 Mbits/sec

1.46 Gbits/sec

2.51 Gbits/sec
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3.10.3 [

5. Pod to the Node where the Pod is not located

Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 234 us 153 Mbits/sec 232 us (63%) 29.4 Mbits/sec
128 237 us 261 Mbits/sec 238 us (49%) 76.1 Mbits/sec
512 231 us 701 Mbits/sec 238 us (57%) 279 Mbits/sec
1k 256 us 1.05 Gbits/sec 228 us (56%) 524 Mbits/sec
4k 330 us 1.08 Gbits/sec 359 us (1.5%) 35.7 Mbits/sec
Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 283 us 141 Mbits/sec 230 us (26%) 55.8 Mbits/sec
128 234 us 255 Mbits/sec 234 us (25%) 113 Mbits/sec
512 246 us 760 Mbits/sec 234 us (22%) 458 Mbits/sec
1k 268 us 1.23 Gbits/sec 242 us (20%) 879 Mbits/sec
4k 326 us 1.20 Gbits/sec 369 us (0.5%) 7.87 Mbits/sec

6. Pod to the cluster ip service

Size TCP Latency TCP Bandwidth UDP Latency UDP Lost Rate UDP Bandwidth
64 237 us 133 Mbits/sec 213 us (65%) 25.5 Mbits/sec
128 232 us 271 Mbits/sec 222 us (62%) 54.8 Mbits/sec
512 266 us 800 Mbits/sec 234 us (60%) 232 Mbits/sec
1k 248 us 986 Mbits/sec 239 us (50%) 511 Mbits/sec
4k 314 us 1.03 Gbits/sec 367 us (0.6%) 13.2 Mbits/sec
TCP-Conn-Number QPS Avg-Resp-Time Stdev-Resp-Time Max-Resp-Time

10 14305.17 0.87ms 1.48ms 24.46ms

100 29082.07 3.87ms 4.35ms 102.85ms
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Size

64

128

512

1k

4k

TCP-Conn-Number

10

100

7. Host to the Node port service where the Pod is not located on the target Node

TCP-Conn-Number

10

100

TCP-Conn-Number

10

100

TCP Latency
241 us
245 us
252 us
253 us

320 us

QPsS
13634.07

30215.23

QPs
14802.73

29809.58

QPsS
14273.33

30757.81

TCP Bandwidth
145 Mbits/sec
261 Mbits/sec
821 Mbits/sec
1.08 Gbits/sec

1.32 Gbits/sec

Avg-Resp-Time
0.96ms

3.59ms

Avg-Resp-Time
0.88ms

3.78ms

Avg-Resp-Time
0.90ms

3.62ms

8. Host to the Node port service where the Pod is located on the target Node

TCP-Conn-Number QPS Avg-Resp-Time
10 15402.39 802.50us
100 29424.66 4.05ms
TCP-Conn-Number QPS Avg-Resp-Time
10 14649.21 0.9Tms
100 32143.61 3.66ms
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-58/363 -

UDP Latency
225us
212 us
219us
242 us

360 us

Stdev-Resp-Time
1.72ms

3.20ms

Stdev-Resp-Time
1.66ms

4.12ms

Stdev-Resp-Time
1.60ms

3.41ms

Stdev-Resp-Time
1.42ms

4.31ms

Stdev-Resp-Time
1.72ms

3.76éms

UDP Lost Rate
(19%)
(15%)
(14%)
(16%)

(0.47%)

Max-Resp-Time

30.07ms

77.56ms

Max-Resp-Time

31.49ms

105.34ms

Max-Resp-Time

37.16ms

59.78ms

Max-Resp-Time

30.91ms

90.60ms

Max-Resp-Time

43.92ms

67.02ms

3.10.3 Wi

UDP Bandwidth

60.2 Mbits/sec

123 Mbits/sec

499 Mbits/sec

852 Mbits/sec

6.70 Mbits/sec
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3.11 LoadBalancer i Service

Kube-OVN HEEEE VPC § VPC BREREREREREREN VPC HUE

i VPC ENENENENENEN VPC HENENANANNENENE VPC BRE LoadBalancer [NE ServicelENEN LoadBalancerlP BRERE VPC EX Servicell

HRMNHNRENRH KRN

1. 00N multus-cni N macvlan cnill
2. LoadBalancer Service RENARN VPC RENRNNENRENANNEN vpc-nat-gw HNAKNE macvian HERENHENAN
3. NENENN  vPC RENREN VPC HX LoadBalancer HEREEN VPC BN VPC HNK

3.11.1 Bl VPC LoadBalancer Service KHHK

NXHHEN

3.11 LoadBalancer [l Service

Hll kube-system namespace [l deployment kube-ovn-controller [l args NENEN --enable-1b-svc=true RNANANNENENENE falsel

containers:
- args:
- /kube-ovn/start-controller.sh
- --default-cidr=10.16.0.0/16
- --default-gateway=10.16.0.1
--default-gateway-check=true
--enable-1b-svc=true # true

WX NetworkAttachmentDefinition CRD [l
RERE yamlINEN net-attach-def ENE

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: lb-svc-attachment
namespace: kube-system
spec:

# master ethe / ens192 / bond@
config: '{

"cniVersion": "0.3.0",

"type": "macvlan”

"master": "ethe",

"mode" : "bridge"

NURNENERNENE ethe HRXENENMENENMRNENENNENEREENE master NENMHNERMNNENEN

WX Subnet

NN Subnetlllilill LoadBalancer Service [l LoadBalancer|PRRARAKNENENENENENENENENAN Underlay Subnet RERERIK

ANEE yamINBEREEN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: attach-subnet
spec:
protocol: IPv4
provider: lb-svc-attachment.kube-system # provider net-attach-def Name .Namespace
cidrBlock: 172.18.0.0/16
gateway: 172.18.0.1
excludelIps:
- 172.18.0.0..172.18.0.10

Subnetl provider HAH ovn NEE .ovn HNRHNNNENNEEN Kube-OVN RENNRANNNAN logical switch NHE

provider ¥ ovn EEN .ovn HERERNE Kube-OVN RRE IPAM REREA IP BANERERNANEREANENER
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¥ LoadBalancer Service
NERE yamINEN LoadBalancer Servicell

apiVersion: v1
kind: Service

metadata:
annotations:
1b-svc-attachment.kube-system.kubernetes.io/logical_switch: attach-subnet #
ovn.kubernetes.io/attachmentprovider: lb-svc-attachment.kube-system #
labels:

app: dynamic
name: test-service
namespace: default
spec:
loadBalancerIP: 172.18.0.18 #
ports:

- name: test
protocol: TCP
port: 80
targetPort: 80

selector:

app: dynamic

sessionAffinity: None
type: LoadBalancer

3.11.1 Il VPC LoadBalancer Service HRIH

{ yaml llannotation ovn.kubernetes.io/attachmentprovider NANRENNENRENAN net-attach-def HEN Name.Namespace RENH annotation HEXAN Pod KX

Wl net-attach-def NN

HERE annotation BARAKNENENENENEannotation key RN net-attach-def Rl Name .Namespace.kubernetes.io/logical_switch BNENE — WRHRENEN

LoadBalancerlP REXNENAKNANNANNENNENAY LoadBalancerlP XN
NERENEND LoadBalancerlP NENENEN spec.loadBalancerIP NENHNRNANANRNRHREREN
NEK yaml HE Service ENE Service il Namespace RNENRE Pod HRREN

# kubectl get pod

NAME READY STATUS RESTARTS AGE
1b-svc-test-service-6869d98dd8-cjvll 1/1 Running @ 107m

# kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
test-service LoadBalancer 10.109.201.193 172.18.0.18 80:30056/TCP 107m

0l service.spec.loadBalancerIP NENENANANANNE service external-ip RERERERENANANAKNAKNENE

NEKE Pod N yam| NENENENENENRNRNE

# kubectl get pod -o yaml lb-svc-test-service-6869d98dd8-cjvll
apiVersion: vi

kind: Pod
metadata:
annotations:
k8s.v1.cni.cncf.io/network-status: |-
[{
"name": "kube-ovn",
"ips": [
"10.16.0.2"
1.
"default": true,
"dns": {}
hA
"name": "default/test-service"
"interface": "net1",
"mac": "ba:85:f7:02:9f:42"
"dns": {}
}H

k8s.v1.cni.cncf.io/networks: default/test-service
k8s.v1.cni.cncf.io/networks-status: |-
[{
"name": "kube-ovn",
"ips": [
"10.16.0.2"
1.
"default": true,
"dns": {}
HA
"name": "default/test-service"
"interface": "net1",
"mac": "ba:85:f7:02:9f:42"
"dns": {}
}
ovn.kubernetes.io/allocated: "true"
ovn.kubernetes.io/cidr: 10.16.0.0/16
ovn.kubernetes.io/gateway: 10.16.0.1

-61/363 -

2025 Kube-OVN Team



3.11.2 Il LoadBalancerlP il

ovn.kubernetes.io/ip_address: 10.16.0.2
ovn.kubernetes.io/logical_router: ovn-cluster
ovn.kubernetes.io/logical_switch: ovn-default
ovn.kubernetes.io/mac_address: 00:00:00:45:F4:29
ovn.kubernetes.io/pod_nic_type: veth-pair
ovn.kubernetes.io/routed: "true"
test-service.default.kubernetes.io/allocated: "true"
test-service.default.kubernetes.io/cidr: 172.18.0.0/16
test-service.default.kubernetes.io/gateway: 172.18.0.1
test-service.default.kubernetes.io/ip_address: 172.18.0.18
test-service.default.kubernetes.io/logical_switch: attach-subnet
test-service.default.kubernetes.io/mac_address: 00:00:00:AF:AA:BF
test-service.default.kubernetes.io/pod_nic_type: veth-pair

Wl Service NNNK

# kubectl get svc -o yaml test-service
apiVersion: vi
kind: Service
metadata:
annotations:
ovn.kubernetes.io/vpc: ovn-cluster
test-service.default.kubernetes.io/logical_switch: attach-subnet
creationTimestamp: "2022-086-15T09:01:58Z"
labels:
app: dynamic
name: test-service
namespace: default
resourceVersion: "38485"
uid: 167edeel-7f6e-40f5-9e89-5a52c44267d0
spec:
allocateloadBalancerNodePorts: true
clusterIP: 10.109.201.193
clusterIPs:
- 10.109.201.193
externalTrafficPolicy: Cluster
internalTrafficPolicy: Cluster

ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: test
nodePort: 30056
port: 80

protocol: TCP

targetPort: 80
selector:

app: dynamic
sessionAffinity: None
type: LoadBalancer

status:

loadBalancer:

ingress:

- ip: 172.18.0.18

3.11.2 [l LoadBalancerlP X
RN yaml, BRER PodiiEK Service il Endpoints RARNK

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: dynamic
name: dynamic
namespace: default
spec:
replicas: 2
selector:
matchlLabels:
app: dynamic
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: dynamic
spec:

containers:

- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: nginx

dnsPolicy: ClusterFirst

restartPolicy: Always
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3.11.2 Il LoadBalancerlP il

HEMNMNREENE N RN RN R R R IR NN RENNENRE Service B LoadBalancerIP:Port MXKNXENHEKKY

# curl 172.18.0.18:80
<html>
<head>
<title>Hello World!</title>
<link href="//fonts.googleapis.com/css?family=0pen+Sans:4080,700"' rel='stylesheet' type='text/css'>
<style>
body {
background-color: white;
text-align: center;
padding: 50px;
font-family: "Open Sans", "Helvetica Neue",6Helvetica,Arial,sans-serif;
i
#logo {
margin-bottom: 46px;
}
</style>
</head>
<body>
<h1>Hello World!</h1>
<h3>Links found</h3>
<h3>I am on dynamic-7d8d7874f5-hsgc4</h3>
<h3>Cookie =</h3>
<b>KUBERNETES</b> listening in 443 available at tcp://10.96.0.1:443<br />
<h3>my name is hanhouchao!</h3>
<h3> RequestURI='/'</h3>
</body>
</html>

Al Service HEE PodBRNEHNNY

# ip a
4: net1@if62: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default
link/ether ba:85:f7:02:9f:42 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 172.18.0.18/16 scope global net1
valid_1ft forever preferred_1ft forever
inet6 fe80::b885:f7ff:fe02:9f42/64 scope link
valid_1ft forever preferred_1ft forever
36: ethB@if37: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1400 qdisc noqueue state UP group default
link/ether 00:00:00:45:f4:29 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 10.16.0.2/16 brd 10.16.255.255 scope global eth®
valid_1ft forever preferred_1ft forever
inet6 fe80::200:ff:fe45:f429/64 scope link
valid_1ft forever preferred_1ft forever

# ip rule

0: from all lookup local

32764: from all iif eth® lookup 1060
32765: from all iif net1 lookup 108
32766: from all lookup main

32767: from all lookup default

# ip route show table 100

default via 172.18.0.1 dev netl
10.109.2081.193 via 10.16.0.1 dev eth@
172.18.0.0/16 dev netl1 scope link

# iptables -t nat -L -n -v
Chain PREROUTING (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
] 0 DNAT tep -- * * 0.0.0.0/0 172.18.0.18 tcp dpt:80 t0:10.109.201.193:80

Chain INPUT (policy ACCEPT @ packets, © bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT © packets, 0 bytes)
pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
] 0 MASQUERADE all -- * * 0.0.0.0/0 10.109.2061.193

WX Ib service Pod { nodeSelector
NUREKEE ovn-vpc-nat-config ConfigMap il nodeSelector NHN LoadBalancer service Hil Pod RENENE

apiVersion: vi
data:
image: docker.io/kubeovn/vpc-nat-gateway:v1.17.0
nodeSelector: |
kubernetes.io/hostname: kube-ovn-control-plane
kubernetes.io/os: linux
kind: ConfigMap
metadata:
name: ovn-vpc-nat-config
namespace: kube-system
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3.12 NRKHNEN

3.12 HXNKNHN

Kube-OVN HRNRERENERENENENRNRERERERE Prometheus NENAKRENENE

RREN kube-prometheus RENE CRD HREKAE Prometheus RENAK BNRENARKN kube-prometheus RERREN CRDEKube-OVN RENANKKEARNAK Kube-OVN RENAR

3.12.1 KX ServiceMonitor
Kube-OVN [l ServiceMonitor CRD KNNNHNRN

#

kubectl apply -f https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/pinger-monitor.yaml

# kube-ovn-controller

kubectl apply -f https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/controller-monitor.yaml
# kube-ovn-cni

kubectl apply -f https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/cni-monitor.yaml

# ovn

kubectl apply -f https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/ovn-monitor.yaml

Prometheus ERENENENANY 15sHNANENRNEEN yaml Y interval KN

3.12.2 I kube-ovn-v2 Helm Chart RHHHHE
kube-ovn-v2 Helm Chart NHNNANN PrometheusRule [ Grafana Dashboard ConfigMapsRNENAKNNANREKKE Prometheus Operator CRDsH

NHMNHNRENNENNENEENE monitoring HUKKY

prometheusRule:

enabled: true

namespace: monitoring

labels:

release: kube-prometheus-stack

grafanaDashboards:

enabled: true

namespace: monitoring

datasource: Prometheus

prometheusRule.namespace N grafanaDashboards.namespace NRHHHNNN .Values.namespace HENNN monitoring NHNHMMNNNNN helm --namespace
kube-system [H Helm release NRRNRKNANNAN override KNNENAKNAN ServiceMonitor HENENK Chart HENEN .Values.namespace HENAN

HRNNRNNENREN

helm upgrade --install kube-ovn oci://ghcr.io/kubeovn/charts/kube-ovn-v2 \
--namespace kube-system \
--values monitoring-values.yaml

prometheusRule [l controlleripingeriisubnet I OVSDB RRENNENANNANNENNENE controllerMOVN monitorilpinger [l agent NENNENAENANNEN ServiceMonitor [
Wl controller.serviceMonitor.enabled ll monitor.serviceMonitor.enabled [l pinger.serviceMonitor.enabled [
agent.serviceMonitor.enabled BNRENARNRNNENRENARN job B metric labelsENRNRKNAENAKNANNARREN

KubeOvnControllerAbsent Ul absent(up{job="kube-ovn-controller"}) HNNENAK targetfNNENAN 15m NENAKNANRAKNENR Alertmanager B silence/inhibit
NUNKMNN prometheusRule.enabled NNNKNN prometheusRule.additionalGroups NENN PrometheusRule.spec.groups|[] KKXKKKNKXN

grafanaDashboards.datasource NHNNRAENRANNNNNEINAKRENNN Prometheus HENNRENNAN Prometheus HChart NN Dashboard NNRE ${DS_PROMETHEUS} HNNHN
PR

Wl grafanaDashboards.enabled HiHelm HAENR grafana_dashboard: "1" HEN Dashboard ConfigMapslilill Grafana sidecar HUREKNENN sidecar HENAKKEN
NENEE Dashboard HAK

3.12.3 lll Grafana X
Kube-OVN RERRRRRNNN Grafana Dashboard HEEEEEEEERRARAAN

NEKN Dashboard KRN
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3.12.3 [ill Grafana

#
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/ ger-grafana.json
# kube-ovn-controller
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/controller-grafana.json
# kube-ovn-cni
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/cni-grafana.json
# ovn
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/ grafana.json
ovs
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/master/dist/monitoring/ovs-grafana.

 Grafana HNNENREKAENANNENYN Prometheus NRENAN Dashboardy

kube-ovn-controller EXXNNNKEEN

8 Kube-OVN / Controller Manager ~

datasource  prometheus ¥ instance  10.0.129.96:10660 ~

Up Work Queue Add Rate

current~
— 10.0.129.96:10660 UpdateSubnetStatus 0ops
— 10.0.129.96:10660 UpdateSubnet 0ops
— 10.0.129.96:10660 UpdateService 0ops
10.0.129.96:10660 UpdatePod 0ops
10.0.129.96:10660 UpdateNp 0ops
10.0.129.96:10660 UpdateNode 0ops

10.0.129.96:10660 UpdateEndpoint 00ps
14:45 14:50 14:55 15:00 15:05 15:10 15:15 15:25 15:30 10.0.129.96:10660 DeleteUdoService e

Work Queue Latency

10.0.129.96:10660 DeletePod
10.0.129.96:10660 DeleteNp
10.0.129.96:10660 DeleteNode
10.0.129.96:10660 AddSubnet

— 10.0.129.96:10660 AddPod

— 10.0.129.96:10660 AddNode

— 10.0.129.96:10660 AddNamespace

15:05 1510 — 10.0.129.96:10660 AddlpPoolPod

Work Queue Retry Count

— 10.0.129.96:10660 DeleteSubnet
10.0.129.96:10660 DeleteTcpService
10.0.129.96:10660 DeleteUdpService
10.0.129.96:10660 UpdateEndpoint

10.0.129.96:10660 UpdateNode
10.0.129.96:10660 UpdateNp
10.0.129.96:10660 UpdatePod

— 10.0.129.96:10660 UpdateService

— 10.0.129.96:10660 UpdateSubnet

1510 = 10.0.129.96:10660 UpdateSubnetStatus

Work Queue Depth

10.0.129.96:10660 DeleteUdpService
10.0.129.96:10660 UpdateEndpoint
10.0.129.96:10660 UpdateNode
10.0.129.96:10660 UpdateNp
10.0.129.96:10660 UpdatePod
= 10.0.129.96:10660 UpdateService
== 10.0.129.96:10660 UpdateSubnet

14:40 14:45 1520 1525 — 10.0.129.96:10660 UpdateSubnetStatus

Kube API Request Rate Request Latency 99th Quantile
o 300 ms
- 250 ms
200 ms
150 ms
100 ms
50ms

Ons
15:10 15:20 14:35 14:40 : l b i 3 ¥ 1515 15:20

— GET — PATCH — PUT
Goroutines
38 MiB
33 MiB
29 MiB
24 MiB
19 MiB

14 MiB

5
14:40 15:00 15:10 15:20 14:40 14:40 14:50 15:00 1510 15:20

== 10.0.129.96:10660 == 10.0.129.96:10660 == 10.0.129.96:10660
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kube-ovn-pinger NXNXKHHHN
B8 kube-ovn -

‘OVS Down OVN-Controller Up

ApiServer Latency Avg.

OVN-Controller Down

—— _ M

s
12:20 12:30 12:40 12:50 13:00

== nodel ==node2 == node3

Ping Pod Failure

0
12:20 12:30

== src-nodel == src-node2 == src-node3 ==

88 Kube-OVN / Kube-OVN-CNI ¢ ¢

prometheus v

up

3.12.3 [ill Grafana

thi+

DNS Accessible DNS Unaccessible APIServer Accessible APIServer Unaccessible

DNS Latency Avg.

17 L
2019-10-31 12:18:00

11.20ms
4.67ms
11.92ms

= nodt _ fodet

= node2:

= node3: Ping Node Failure

0
12:20 12:30

== src-nodel == src-node2 == src-node3 ==
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192.168.16.44:10665 /api/v1/add
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50 Mil
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11:00

11:00

192.168.16.45:10665 /api/v1/del
192.168.16.46:10665 /api/v1/add
192.168.16.46:10665 /api/v1/del

11:05

Goroutine

10:25 10:30 10:35 10:40 10:45 10:50 : 11:00 11:05
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192.168.16.46:10665 GET
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3.13 Bl

3.13 K

3.13.1 NetworkPolicy [l

NetworkPolicy ! Kubernetes ERNANEREANENERNR Pod BAKE Pod BANENENNANENEAN Kube-OVN EX OVN § ACL HNHARE Kubernetes NetworkPolicy BRHARERENGANE
RERENENRRRRARAENENER NetworkPolicy BRERENHNHNAN

Kube-OVN HRENNE

Kube-OVN [l OVNEOpen Virtual NetworkHURNENREN NetworkPolicyRERENAND OVN HHX
PORT GROUPRIIIN

NERNE NetworkPolicy NiKube-OVN ERERNANER Port GrouplARERERN podSelector N Pod RRENNANENEA Port Group BRERNE <  >.< > RNR - NERER . N
ADDRESS SETRINT

Address Set NiEN NetworkPolicy BNENNENRENANNG 1P NREKRENAN NetworkPolicy HiN Kube-OVN RiN podSelector il namespaceSelector N ipBlock NHKKEN
IP NAKKANN Address Set Hi

iR NetworkPolicy [l Ingress [l Egress NENENE Allow ¥ Except Uil Address Setll

t < >.< >.ingress.allow NRKXRY IP XY
t < >.< >.ingress.except HUNKAN 1P HNH
t < >.< >.egress.allow NNRENN IP WK

c < >.< >.egress.except HHEXNN 1P KE
ACLENRENERR
ACL [{ OVN HRERENANANANAKube-OVN K NetworkPolicy BXHNE OVN ACL ENE BNANAKA Port Group HHACL KEKAKAKAKNENENENENENENE
Kube-OVN il NetworkPolicy 0l ACL NENKNE

* Ingress Allow HNENEN 2001
+ Egress Allow RERAEN 2001
« Default Deny REANER 2000

NERENEINKube-OVN HHKNKNE Kubernetes NetworkPolicy BNENENENE OVN HHEN ACL KHE

NENE
ENEANENEANTR
Kube-OVN NUEHHEANEENEENN

* NetworkPolicyllKubernetes NHHRHKN
+ Network Policy APIIAdminNetworkPolicy il BaselineAdminNetworkPolicy
+ Subnet ACLIEREANERER
+ Security Group[iiQ
NERNENEAKEN OVN ACL REAREN NetworkPolicy B Network Policy API RERNERERNANEREANENER BXHARRNENEARERE AR RRENE AR ERE AR BN E R AN A AR R ER

NAMED PORT

NetworkPolicy NENHKN Named Port REKNENHKN

ports:
- protocol: TCP
port: http
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3.13.1 NetworkPolicy R

Kube-OVN HEXHAN Pod KURNENENNY Named Portll HERNENEEK Pod NHAKE http WHK TCP 8080 & TCP 8081E KHMHNNEXKANENKHNNNENMHNENERKEY Ingress HEKMANEN
N PodREgress BNNANERER Podl REANERERKR PodiEREANENERNENEARRNEN Named Port ARERUANERERN ipBlock B Egress REANEREENEN Named Port BAE PodR

AdminNetworkPolicy § BaselineAdminNetworkPolicy ¥ Ingress Il Egress [llll ports[].namedPort [l ClusterNetworkPolicy [}
protocols|[].destinationNamedPort HHNNRANNNAENNEN Pod NN Named Portl CNP RRRENRANKNAENN destinationNamedPort NN TCPXUDP X SCTP RANNNAN
NodellNetwork HRRARN Peer RENNN PodiNHNNNKN Named Porti

IPBLOCK EXCEPT (i1

NetworkPolicy { ipBlock HERH except HERENNAN IP ANEN

egress:
= w3
- ipBlock:
cidr: 10.0.0.0/8
except:
- 10.0.1.0/24
- 10.0.2.0/24

¥ OVN RENENKE except KEMNMNRENRENENN except HENHNNEN ACL NREKEE KXHE OVN HEENHNXENNENRENRNRENRENRENEY
NEHENREEY except MNE NEMXMENE IP NRMXEMNENRENN

+ [ CIDR HEMNENRENRENEENEENENREN

* NNEREY podSelector W namespaceSelector HEN IP KKK

NetworkPolicy 1

Kube-OVN H&E NetworkPolicy HEXERENENANARAKNENENENENENENRN RN R NEN

A Warning

NetworkPolicy RERNERNERKENERNERNEREENERNEARERERNERNEN BNNRREANENE AN RRERREN CPU RER
O D e el el D

MMM ovn.kubernetes.io/acl_log_meter_rate annotation HNH ACL HNANNENANNENANNENANNE

NENENENEND NetworkPolicy HEN annotation ovn.kubernetes.io/enable_log !

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny-ingress
namespace: default
annotations:
ovn.kubernetes.io/enable_log: "true"
spec:
podSelector: {}
policyTypes:
- Ingress

NRENRNRENRENRERRD ropBNRKKEN
ulif
NRKNEN Pod BNENKR /var/log/ovn/ovn-controller.log HNAN

# tail -f /var/log/ovn/ovn-controller.log
2022-07-20T05:55:03.229Z7|00394 |acl_log(ovn_pinctrl@) | INFO|name="np/default-deny-ingress.default/IPv4/8", verdict=drop, severity=warning, direction=to-lport:
udp, vlan_tci=0x0000,d1l_src=00:00:00:21:b7:d1,d1_dst=00:00:00:8d:0b:86,nw_src=10.16.0.10,nw_dst=10.16.0.7,nw_tos=0,nw_ecn=0, nw_tt1=63, tp_src=54343, tp_dst=53

NEMNMERENNENEENE 1PREN |PYREREERENNENREREENEEREY
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3.13.1 NetworkPolicy R

HRENREN
N Kube-OVN v1.13.0 ENENENE ovn.kubernetes.io/log_acl_actions annotation HNANANAIloWRNANA

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-client
namespace: default
annotations:
ovn.kubernetes.io/enable_log: "true"
ovn.kubernetes.io/log_acl_actions: "allow"
spec:
podSelector:
matchlLabels:
app: web
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
app: client

ovn.kubernetes.io/log_acl_actions HHHNNN

* drop NHBNRENRNKENNE
* allow NXENNHKENN

* allow, drop HHENNNNKRHHHN

i

# tail -f /var/log/ovn/ovn-controller.log

2024-08-14T09:27:49.590Z| 00004 |acl_log(ovn_pinctrl®) | INFO|name="np/allow-from-client.default/ingress/IPv4/0", verdict=allow, severity=info, direction=to-

lport:
icmp,vlan_tci=0x0000,d1_src=96:7b:b0:2f:a0:1a,dl_dst=a6:e5:1b:c2:1b:f8,nw_src=10.16.0.7,nw_dst=10.16.08.12, nw_tos=0, nw_ecn=0, nw_tt1=64, nw_frag=no, icmp_type=8, icm

HNENRE
NRRENNRNRRARENREENNRE ovn.kubernetes.io/acl_log_meter_rate annotation NRHKNNHENN

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-client
namespace: default
annotations:
ovn.kubernetes.io/enable_log: "true"
ovn.kubernetes.io/log_acl_actions: "allow"
ovn.kubernetes.io/acl_log_meter_rate: "100"
spec:
podSelector:
matchLabels:
app: web
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchlLabels:
app: client

ovn.kubernetes.io/acl_log_meter_rate HNNRHNNRHNNNHENRANNR/NENNNRE 100 RHNNKHEN 100 NRAH

W annotation ovn.kubernetes.io/enable_log KM false HUNKHEN

kubectl annotate networkpolicy -n default allow-from-client ovn.kubernetes.io/enable_log=false --overwrite

NENENE
Kube-OVN NUHHHEANERNERNEE

+ standardERNENEANEN NetworkPolicy HUHNERKENHNERNEN 1P BRHANENE
+ laxERERENERENENRNRNANANNENENENE TCP/UDP/SCTP BRENRNANARRNRER ICMP RER L4 AKX 1P NENENENENRNE DHCP i UDP RERERERENENRRAR
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3.13.1 NetworkPolicy [}

NENEN NetworkPolicy KN annotation NENHNANN

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: example-policy
namespace: default
annotations:
ovn.kubernetes.io/network_policy_enforcement: "lax"
spec:
podSelector: {}
policyTypes:
- Ingress

ANEE Kube-OVN HNUEREENNE --np-enforcement HENNENNEENNN

NENE

« ACL I}l
« [N NetworkPolicy
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3.13.2 Network Policy API

3.13.2 Network Policy API

Kube-OVN [l network-policy-api v@.3.0 [N vibetal HEN ClusterNetworkPolicy HCNPHAPINNK ANP/CNP HENN DNS RRKNRANK HRREKKRANNNANRRAEN
DNS resolver Rl

M protocols HHKK
CNP NRHNNRHENN protocols HNNKHNNNHKNNHHNN

protocols:
- tep:
destinationPort:
number: 443
- udp:
destinationPort:
range:
start: 8000
end: 9000

HE TCPRUDP [ SCTP HERNANENENY destinationNamedPort NEREANENEN Pod HXERKENHARRNENE Pod NEXNANENENNENERNANEN Pod il Namespace BAKENNodel
Network RARAEN peer NAKAK PodXAKNENENE

B protocols NENANANANNENERERENEN peer BX DNS resolverlXHNANANAN Accept B

NNNR Tier

spec.priority HMKNKN o W 399 NHNENENANAWAKN Tier HEKY CNP RENHNAK prioritylcontroller NUNHNENNN NENK ACLEANP/BANP [ priority KNENENE Network
Policy API Bl REREREN CNP BENE priority BNANREREREREN

NRREEN

Wl network-policy-api v@.3.0 N controller ¥ CRD NRAENNK CNP RAE ports WEE protocols NNHXNNANKRANNNAENN ports RHENRAENNHEN
v0.3.0 CRD NNEX vialpha2 K vibetal BNH vibetal HUNNNNANHEN v0.3.0 B protocols schema HHENNNN conversion webhookHEINNN schema ll vialpha2

NUNNER vibetatl MNNNNANENN CRD HHNNNNNANHMONNNNN ports WHNNN protocols Hv1.16 NHHHHUNNN ports N CNP RNANHNNMNNXRNNN apiVersion: vialpha2 WY
NRHENREN

ANP [l BANP HERENNY vialphal CRDE network-policy-api v@.3.8 Wil CNP conformance profilelllill ANP/BANP HRHAKE
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3.13.3 [l NetworkPolicy ACL [l

3.13.3 Bl NetworkPolicy ACL il
Kube-OVN EREAR networking.k8s.io/v1 NetworkPolicy HER OVN ACL HEERRENNEANEENEENRENNAANEENEENRENNNNE ERE BN AR NAREE
BRARR AN ARR

+ allow NENERENENE NetworkPolicy NENENENE allow-related ACLH
* default-deny BNREXRNNENRENNENEY ACLE

default-deny BRERNENERNEN ACL B NetworkPolicyRNAREREANERERNANEREANERE Pod NEREAR default-deny ACL RERRRNENEAREREARRN default-deny HERERNANER

NRKEN
NEKE ACL BERE OVN 24.09 NENENENENRNRERENERERENEN

+ OVS 3.4 RUANER

« [N Linux N datapathiNil userspace il DPDK datapathli

« [l OVS datapath HUKEN psample=true }l

+ OVS schema [l Flow_Sample_Collector_Set.local_group_id[l

« Linux REAN psample generic-netlink familyll

NEN Kubernetes NetworkPolicy HRENN NetworkPolicy NHEXANN Kube-OVN ACL RUREKNEN DHCP RRXNENNEN ACLESecurityGroupdAdminNetworkPolicyll
BaselineAdminNetworkPolicylClusterNetworkPolicy RN ACL RERE

AERNEN conntrackBNEANERNANERERN OVN BRE conntrack RERERNANEREANERE

b

A8 Helm chart RERNE aclsampling BREANE v2 chart ANERUANER

aclSampling:
enabled: true
setID: 142
localGroupID: 142
appIDNew: 102
appIDEstablished: 103
collectorIDAllow: 1
collectorIDDefaultDeny: 2
allowProbabilityPercent: 1
defaultDenyProbabilityPercent: 100

helm upgrade --install kube-ovn ./charts/kube-ovn-v2 \
--set aclSampling.enabled=true

NERN classic chartll{¥f . /charts/kube-ovn NERKUANENERNENENEANEN CNI agent HNERKANENE

JNER manifest MNERNEAN ACL NUERNEANERNEENNENKEDNEEN Helm BREEN

ENABLE_ACL_SAMPLING=true \

ACL_SAMPLING_SET_ID=142 \
ACL_SAMPLING_LOCAL_GROUP_ID=142 \
ACL_SAMPLING_APP_ID_NEW=102 \
ACL_SAMPLING_APP_ID_ESTABLISHED=103 \
ACL_SAMPLING_COLLECTOR_ID_ALLOW=1 \
ACL_SAMPLING_COLLECTOR_ID_DEFAULT_DENY=2 \
ACL_SAMPLING_ALLOW_PROBABILITY_PERCENT=1 \
ACL_SAMPLING_DEFAULT_DENY_PROBABILITY_PERCENT=100 \
bash dist/images/install.sh

NEMNE ENABLE_ACL_SAMPLING I ACL_SAMPLING_SET_ID ¥ ACL_SAMPLING_LOCAL_GROUP_ID { ACL_SAMPLING_APP_ID_NEW
ACL_SAMPLING_APP_ID_ESTABLISHED K ACL_SAMPLING_COLLECTOR_ID_ALLOW ¥ ACL_SAMPLING_COLLECTOR_ID_DEFAULT_DENY [
ACL _SAMPLING_ALLOW_PROBABILITY_PERCENT [l ACL_SAMPLING_DEFAULT_DENY_PROBABILITY_PERCENT HRAKAKN collector set NRNRNRNRNRENAN

-74/363 - 2025 Kube-OVN Team



3.13.3 [l NetworkPolicy ACL [l

NNHHNNEHNN
b N b
enabled il NENENENEACL RENERENERE
setID NENEN 32 KEN 1l OVN collector set [i OVS collector-set IDl
localGroupID NAN 32 RENREREN OVS collector set [lNA Linux psample groupll
appIDNew 10255 QENEN acl-new NEN application HRE
appIDEstablished 1 255 KRKHK acl-est NEN application NRN
collectorIDAllow 10255 QENEN allow HEAEN collectorl
collectorIDDefaultDeny 1 R 255 RENAN default-deny REREN collectorl
allowProbabilityPercent 0 100 NRA allow NRRKNRAR
defaultDenyProbabilityPercent 0 100 NAK default-deny RENREREN

Kube-OVN B round(percent * 65535 / 100) WANEREN OVN N 16 KNANEREANERERNANEREANdefault-deny REANE 100%NANEREANERERNANEREANERERNERERE

HEK 1D BRENENENENENENEKube-OVN HENENENENE Sampling_App BRENENENENANANN applicationlicollector BUH collector set HRNNKNENENENENENENENENA

Ui

NERNENE /kube-ovn/kube-ovn-acl-sample binaryBRENNANENYE binary B kube-ovn CNI plugin BRNEN kubectl ko acl NERKNE Pod NAKE binarylld decode KN
wrapper HINEE OVN northbound socket N

NERENEN ox MANAKAKNK metadata il OVS user cookiell
kubectl ko acl decode Bx640abcde@08080cs

NERENENENANR OVN northbound leader NENRNANANN
kubectl ko acl listen --node worker-1

NRMKNNRKEE CNI DaemonSet Bl localGroupID NNRAENNHKNNNAKNN kube-ovn-cni PodHNNHENNRHNNNEN YAML BRAENNAENNRENGN NBDB RENNRANNNARN standard
errorlNXKKKK

OVN MK cookie HREREN

63 32 31 0
R e e E LR S e B e L e e +
| observation domain | Sample.metadata |
o oo +

observation domain = application ID (8 bits) | datapath key (24 bits)

i metadata NENANAN ACL HRERERENENANS acl-new N acl-est NENANAN datapath keyl
NEKE YAML K allow ERENEN UIDEnamespacellNENENENENENNN OVN ACL UUIDRactiondiNENANEtierdimatch hash NENK application [l metadatalldefault-deny
NN policyOwner MUN reason: network-policy-default-deny M attribution: non-exclusive NXNHNHMNK

I
Linux psample BRARRERNENRENE debug RENEE cookie MRXNNENANNANNNRNENRNNAENANREENENRY kubectl ko acl listen NENRHXXENARNRENANREHKNENANNANNERREN
NXXHRRHHE NN KRR NN KR RHEE

HEHHHHN

NERNENEAKENKube-OVN REEN NetworkPolicy REANERERNANEREANENERNE schemaliD Bi¥metadata BENHNEAKENHARRNENERNENEAN NetworkPolicy REX
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NENENENE controller/daemon warning HiX

il
acl_sampling_controller_available
acl_sampling_controller_failures_total{operation}
acl_sampling_node_available{node_name}

acl_sampling_node_failures_total{node_name}

NENEN

B8

NERNERNENEERER reconcile B 1 ERERNERNE @ B
reconcile [l prepare N attach KXREHNNNRRHNNEN
NERNERNENEENE 1 REEN o N

Nl collector-set reconcile NERNA

3.13.3 [l NetworkPolicy ACL [l

ll controller [l agent il aclSampling.enabled {N false [UN Kube-OVN RERXENAE NetworkPolicy B ACL K sample BREK OVN RERXENAEN Sample HHNARKEKN
NEEN collector B applicationAHRAKKENRE collector setlANNNNNENRKNANNAKREN
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3.13.4 [I¥l NetworkPolicy

3.13.4 B8 NetworkPolicy

i
EREEEEKube-OVN 18 NetworkPolicy Bil podSelector Wil Pod BAAA OVN TR
BEEEN PodBERRARAANAEAREENR Providerd

* ovn.kubernetes.io/network_policy_for

RENENENRR R RENENENENE Pod RERENE

NKKE

HRMNHNREN

metadata:
annotations:
ovn.kubernetes.io/network_policy_for: "ovn,default/net-a,default/net-b"

NHRNENER

+ ovn NN OVN Provider#l

* <namespace>/<net-attach-def>
NRE

* ovn

* default/net-a

* ovn,default/net-a

Provider URAN

« NERERNENERRRNENERNEY OVN Providerl
* HNENENEN RN AR Y

* NERERNANERERNENER Providerd RRERERREN
* HUNHNRHNRE

<namespace>/<net-attach-def> [l Kube-OVN ENHENE Provider RENAN

* <nad-name>.<nad-namespace>.ovn

il
H¥ Pod KHNKEK

« [l OVN Providerl ovn ll
* default/net-a

* default/net-b
il

* NN network_policy_for [

* HUNEN ovn ll net-a ll net-b

* network_policy_for: default/net-all
* HAMNEN net-a

* network_policy_for: ovn,default/net-b i
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il

* NNERE ovn K net-b

* MNENENENENENE Provider/NENANNEN Kubernetes NetworkPolicy HUHNN

* HYNEXRENRENRE NN NN REY
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3.13.5 HHHNEXENE

3.13.5 HNNNHKENN

Kubernetes [l NetworkPolicy BNRNA L3 1 L4 ANANANRERERENE AdminNetworkPolicy (ANP) ERERERERENENENANANARNERENENENENE Pod NENENENANANARRER
DNSNameResolver CoreDNS RNRHNN

b

NEREN NetworkPolicy BNENEN OVN il AddressSet BRENANANALN 1P NENENENENENANANANRENEN 1P HEHEE OVN B AddressSet NENENE DNS NENENA
NNHEN
1. kube-ovn-controller I AdminNetworkPolicy NHRHIEIREN DNSNameResolver CR RN

2. CoreDNS HNANNENNENG DNSNameResolver CR KXANNAKNNENNENANNANNENNE 1P NANNEKNY DNSNameResolver status Kl
3. kube-ovn-controller Xl DNSNameResolver CR il status RENAENN AddressSet!

NENE

REREN 1P HRRARARRENERERERENENENRNANAERE Deny NERARARARNER Allow RENENANANARNENENENENENEN RN RN ANRNREREREREN Allow RRERENER Deny RNRNRNRNREREREREN

NHUR
Il ANP & BANP CRD

NERE AdminNetworkPolicy REN CRDE

kubectl apply -f https://raw.githubusercontent.com/kubernetes-sigs/network-policy-api/refs/heads/main/config/crd/experimental/
policy.networking.k8s.io_adminnetworkpolicies.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-sigs/network-policy-api/refs/heads/main/config/crd/experimental/
policy.networking.k8s.io_baselineadminnetworkpolicies.yaml

[ DNSNAMERESOLVER [}l

Nl DNSNameResolver NHKKN

kubectl apply -f https://raw.githubusercontent.com/kubeovn/dnsnameresolver/refs/heads/main/manifest/crd.yaml
kubectl apply -f https://raw.githubusercontent.com/kubeovn/dnsnameresolver/refs/heads/main/manifest/rbac.yaml
kubectl apply -f https://raw.githubusercontent.com/kubeovn/dnsnameresolver/refs/heads/main/manifest/cm.yaml

il COREDNS
RUKENEN DNSNameResolver BN CoreDNSENENENENENENY taghNENE dev REKMKAKAN kubeovn/dnsnameresolver releasesiii
kubectl set image deployment/coredns coredns=kubeovn/dnsnameresolver:<release-tag> -n kube-system
0K CoreDNS BRRKKEN
kubectl get pod -n kube-system -1 k8s-app=kube-dns
i ANP Bl
¥ kube-ovn-controller HHERUANENE

apiVersion: apps/v1
kind: Deployment
metadata:
name: kube-ovn-controller
spec:
template:
spec:
containers:
- name: kube-ovn-controller
args:
- --enable-anp=true
- --enable-dns-name-resolver=true
# ...
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NXE

NEAR

to:
- domainNames:
- '*.baidu.com.
- '*.google.com.
NNHEN
il i
priority NENNENENNE N RN
subject NERENERENEARRNAN Pod NEREN
egress NHNKRER
action NKMMNAR Allow H Deny M Pass
domainNames NENNHNENNENRENEE . HY
NHMK
Wi kube-ovn-pinger HENAKN
#
kubectl exec -it -n kube-system kube-ovn-pinger-xxxxx -- ping baidu.com
I NXHHNNHEN DNS H{K ACL EXXRANKKER

R

apiVersion: policy.networking.k8s.io/v1alpha1l
kind: AdminNetworkPolicy
metadata:

name: deny-external-domains
spec:

priority: 55

subject:

namespaces :
matchLabels:

kubernetes.io/metadata.name: kube-system

egress:
- action: Deny
name: deny-baidu-google

Il DNSNameResolver Rl

# kubectl get dnsnameresolver
NAME DNS NAME
anp-deny-external-domains-88dc32ab *_.google.

anp-deny-external-domains-fb3629ce  *.baidu.com.

RESOLVED IPS

com.

220.181.7.203
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3.13.6 KKK

RERENENENR Pod NENENRNRNANRNREREREPod BRENE Kube-OVN IPAM EXE MAC RER 1P R KKK R R G R G R K K K D R S M R R R R R

HRMNHNREN

* HNEN Pod HRN IP MRHXEN
* [l Pod {ll MAC NAKHN ARP K
* BYNENRENRERENN

b
NERNEN OVN B Port Security BANEREN Pod ERERNANEKUbe-OVN B OVN NENERNHNEAKENHAE RN

* NENKRNENEREENE MAC HRNER 1P BNEE

* OVN BNERERNENENNRNER MAC BNEN IP EX
* NERKRN IPAM EXENNENENERNER

* NENKRNEN OVN HRNEK

HEMKN OVN MXHNHHXHENENKENNEN RN RN RN N RREY

NRREA
NRKRENRENAENR Pod AEN ovn.kubernetes.io/port_security annotation HERENRENAN
HRRENE

apiVersion: vi
kind: Pod
metadata:
name: secure-pod
annotations:
ovn.kubernetes.io/port_security: "true"
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine
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4. KubeVirt

4. KubeVirt

471 VMl 1P

NHMNHERENY 1P BXEENENRENNE R NRERE RN RENEE VM EEEREEREN VM B 1P MRENRENRE KRN NENRENE

NERENEN CNI ERERENENE

* NEN 1P BXE VM BRENHAENVM BRRENE 1P RORREN
* |P B8 Node REEVM HERNEEREENNERNE |PY
* NERKRNE 1P MRNEREENENE VM B 1P BRE

ANERNEY KubeVirt i masquerade HENEENY iptables § VM ERHEANHENEENNENEE VM 0 1P BANE masquerade W bridge HHEHNHN

* Pod IP & VM IP RENENANANANNENENENENEN Pod 1P KNRNRNRNKEREREREREN

+ masquerade [l iptables RENNENRENAN bridge WRENA
* masquerade NENENRNAKARARARNENENENE
+ masquerade KENE conntrack MXANANENRNRNRENANAKAN

Kube-OVN RER KubeVirt i bridge ¥ managedTap NERNEN IP B VM REAREREN 1P BRE VM AREREANEREREANERERNEREREAN annotation BRKE VM REAK 1P ARRNENEAKE

Kube-OVN XNER Multus REERRENNERREENEEREENNEE R0 ENN

4.1.1 1P X VM KENRKEN

REREN VM RENEN 1P BAKARNENERE [P ERERENENENANRENEN VM HENKube-OVN REN IPAM BRERE VM ERERERE VM BRERENENERAN IP BNE

BEY bridge MNENRENRNKE VMORERRXXNMRENNENRN P NEKREN

1. 80 VM

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: testvm
spec:
runStrategy: Always
template:
metadata:
labels:
kubevirt.io/size: small
kubevirt.io/domain: testvm
annotations:

kubevirt.io/allow-pod-bridge-network-live-migration:

spec:
domain:
devices:
disks:
- name: containerdisk
disk:
bus: virtio
- name: cloudinitdisk
disk:
bus: virtio
interfaces:
- name: default
bridge: {}
resources:
requests:
memory: 64M
networks:
- name: default
pod: {}
volumes:
- name: containerdisk
containerDisk:

"true"

image: quay.io/kubevirt/cirros-container-disk-demo

- name: cloudinitdisk
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4.1.2 10 IP/Mac i

cloudInitNoCloud:
userDataBase64: SGkuXG4=

1. B0 VM BN

kubectl get vmi testvm
1. 80 VM

virtctl restart testvm
1. BUE VM

virtctl migrate testvm

NERNE bridge BER VM BRREREREIP BXHAREN

4.1.2 i IP/Mac Qi

NEKREN VM [ 1P/Mac RENRRRENNENEEN VM BER annotation NEXN VM BN [P RENARKENNENE KubeVirt BEEN VM REMREKNENANNANRERRENNENEENE 1P/MACKKN
<nadName>.<nadNamespace>.kubernetes.io/ip_address.<interfaceName> N <nadName>.<nadNamespace>.kubernetes.io/
mac_address.<interfaceName> NRRAENNA - KNNANKRARKNAR 1P/MACH

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: testvm
spec:
runStrategy: Always
template:
metadata:
labels:
kubevirt.io/size: small
kubevirt.io/domain: testvm
annotations:
ovn.kubernetes.io/ip_address: 10.16.8.15 #(1)
ovn.kubernetes.io/mac_address: 00:00:00:53:6B:B6 #(2)
kubevirt.io/allow-pod-bridge-network-live-migration: "true"
spec:
domain:
devices:
disks:
- name: containerdisk
disk:
bus: virtio
- name: cloudinitdisk
disk:
bus: virtio
interfaces:
- name: default
bridge: {}
resources:
requests:
memory: 64M
networks:
- name: default
pod: {}
volumes:
- name: containerdisk
containerDisk:
image: quay.io/kubevirt/cirros-container-disk-demo
name: cloudinitdisk
cloudInitNoCloud:
userDataBase64: SGkuXG4=

1. & ENENE 1P HNRMNERERENE
2. RUREE Mac NENENENRNENE

A Warning

KubeVirt VM API Bl spec.template.spec.domain.devices.interfaces.macAddress NNRHNNRKNNE Mac RRENNRHNNARNRENE Mac BN Kube-OVN RREXRNEKRHNNREKN
NRXNENRNNENE annotation BNENAKNNENANN Mac ENRE Mac NRXNENRKNENRENENRE
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4.1.3 VM Il IP

41.3VMEE IP
Kube-OVN NUERNEANE VM IPENNER IP REERE VM HEENNE
NURNENERN VM 1PY

1. I VM AnnotationKNENAKNN 1P KKK
2.0 virtctl restart <vm name> KH VMUERKE IP HHKKA

4.1.4 NNNKE
BHEEN VM BERRENY IPEERRENNE VM HREINAENEEN ovn.kubernetes.io/logical_switch HHKE

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: testvm
spec:
runStrategy: Always
template:
metadata:
labels:
kubevirt.io/size: small
kubevirt.io/domain: testvm
annotations:
ovn.kubernetes.io/logical_switch: subnet1 #(1)
kubevirt.io/allow-pod-bridge-network-live-migration: "true"
spec:
domain:
devices:
disks:
- name: containerdisk
disk:
bus: virtio
- name: cloudinitdisk
disk:
bus: virtio
interfaces:
- name: default
bridge: {}
resources:
requests:
memory: 64M
networks:
- name: default
pod: {}
volumes:
- name: containerdisk
containerDisk:
image: quay.io/kubevirt/cirros-container-disk-demo
- name: cloudinitdisk
cloudInitNoCloud:
userDataBase64: SGkuXG4=

1. & ENENE VM EXENE
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4.2 WHNNK

4.2 NNRNE

KubeVirt §l Clone NENANANANNENERENENEND Label # AnnotationfEAEREEEN Kube-OVN E Annotation HEE IPEMAC X NN K [H RE RE RN RERERERERERERERRE

4.2.1 KX Annotation

0 VvirtualMachineClone HENHN Kube-OVN ERE AnnotationNRENAN

kind: VirtualMachineClon

apiVersion: "clone.kubevirt.io/vibetal"”

metadata:
name: testclone
spec:
source:
apiGroup: kubevirt.i
kind: VirtualMachine
name: vm-source
target:
apiGroup: kubevirt.i
kind: VirtualMachine
name: vm-target
template:
annotationFilters:
- "ovn.kubernetes.

4.2.2 NUNENHHNEN

e

o]

0

io/*"

f Note

patches WU KubeVirt 1.6 BREENEY

NRNNMNNRENNENREREY [P REN

kind: VirtualMachineClon

apiVersion: "clone.kubevirt.io/vibetal"

metadata:
name: testclone
spec:
source:
apiGroup: kubevirt.i
kind: VirtualMachine
name: vm-source
target:
apiGroup: kubevirt.i
kind: VirtualMachine
name: vm-target
patches:
- '"{"op": "replace",

e

o}

o}

path": "/spec/template/metadata/annotations/ovn.kubernetes.io~1ip_address"

N RN K R M R M

kind: VirtualMachineClon

apiVersion: "clone.kubevirt.io/vibetal"

metadata:
name: testclone
spec:
source:
apiGroup: kubevirt.i
kind: VirtualMachine
name: vm-source
target:
apiGroup: kubevirt.i
kind: VirtualMachine
name: vm-target
patches:

- '"{"op": "remove", "path": "/spec/template/metadata/annotations/ovn.kubernetes.io~1ip_address"}

NERENENENAEE Annotation ERENENENANAN KubeVirt Clone APIX

e

o]

o]
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4.3 NHHK

4.3 NHNN

¥ KubeVirt [ Bridge ENENENDHCP B0 virt-launcher BNENANAN KubeVirt BUEE [Pv4 BNE DHCPENE Bridge ENE KubeVirt VM NENE RA BRENEN IPv6 NANAK Kube-
OVN [HK DHCP [ RA ERNINE KubeVirt ANEKE DHCP/RA WANENENNANEN

N KubeVirt 1.4.0 ENNANENE Network Binding Plugin BEKEN Bridge NINEN managedTap BHNEN KubeVirt BB DHCP BRNHINERNE managedTap HNE Kube-OVN [
DHCP/RA KRENRKN VM RERENRENHKNE

4.3.1 RUNE DHCP
! Kube-OVN K Subnet H{8 DHCP [l IPv6 RA HXNINN YAML HHEKE

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: dual-stack-subnet
spec:
cidrBlock: "10.244.0.0/16,fd00:10:244::/64"
enableDHCP: true
enableIPVv6RA: true

4.3.2 Kl managedTap NMHK
0 KubeVirt I8 managedTap N Network Binding Plugin:

# kubectl patch kubevirts -n kubevirt kubevirt --type=json -p=\
‘[{"op": "add", "path": "/spec/configuration/network", "value": {
"binding": {
“managedtap”: {
"domainAttachmentType": "managedTap"

}
!

4.3.3 NNNNNNNKKK managedTap NNNN

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: dual-stack-vm
namespace: default
spec:
running: false
template:
spec:
domain:
devices:
interfaces:
- name: default
binding:
name: managedtap
networks:
- name: default
pod: {}

NERMNANENANE VM B DHCP [ IPv6 RA HENENENE 1Pv4/1Pv6 RIK

¥ PDF ﬁ!_- Slack Support

G 2025191100

@ 202513130

o &
) GitHub
)

-87/363 - 2025 Kube-OVN Team


/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/web-flow
https://github.com/web-flow

4.3.410

4.3.4 1K

-88/363 - 2025 Kube-OVN Team



4.4 100

4.4 [N

NN AN RENRE KRR KRN NN RE N RE KRR NN RN E RN RE N RN RN N KRR
KubeVirt NENRNRNRNRNREREN

+ KubeVirt BEXEN Bridge NENENENENENE

« KubeVirt RREREANENERERNERENERERERRERE
* HNENENRNE 1P HENENENEN RN RN RN REE

* [N RN RN RE R R RE KRR R AR RE R

Kube-OVN NI bR R K 0 R e M R S R M S RN B M 0.5 MRERNMINE TCP BN

4.4.1 NKXN
NRKNE VM Spec B0 kubevirt.io/allow-pod-bridge-network-live-migration: "true" K annotationliKube-OVN HRRENARNAENANREKN

1. 80 VM

kubectl apply -f - <<EOF
apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: testvm
spec:
runStrategy: Always
template:
metadata:
labels:
kubevirt.io/size: small
kubevirt.io/domain: testvm
annotations:
kubevirt.io/allow-pod-bridge-network-live-migration: "true"
spec:
domain:
devices:
disks:
- name: containerdisk
disk:
bus: virtio
- name: cloudinitdisk
disk:
bus: virtio
interfaces:
- name: default
bridge: {}
resources:
requests:
memory: 64M
networks:
- name: default
pod: {}
volumes:
- name: containerdisk
containerDisk:
image: quay.io/kubevirt/cirros-container-disk-demo
- name: cloudinitdisk
cloudInitNoCloud:
userDataBase64: SGkuXG4=
EOF

1. SSH NHXXENRENRKKEN

# password: gocubsgo
virtctl ssh cirros@testvm
ping 8.8.8.8

1. NENRE RN RN RERERERERRE R
virtctl migrate testvm

NURNH VM RERKEN SSH NENURKEN ping HRNENKRNENERG
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4.4.2 NUNEN

Kube-OVN HRRENANNRENNENRERRNLIve migration - Reducing downtime with multchassis port bindingsi

X RNERNE RKENERE RRERERRERE RN RN RN ERE RN ERERERRE [P NERERERENERERNENE RN ENE R RN NE R

1. KubeVirt HEANEENEENNEREEYN Podl

Src Pod

10.100.0.100

—Network:

1. Kube-OVN HZHE Pod NENENEE PodiiNE Pod HENMANEN

Src Md@

10.100.0.100

[eto )

—Network:

4.4.2 DNHRN

Dst Pod
VM
[etho ]
Dst Pod

10.100.0.100

[etho )

1. Kube-OVN BRNEREANERENNANEREAN Pod RER PodNBRERNENEARRNENERNENEARERENE Pod RERNENEREANENE Pod NENEAKENEANENENERNER
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4.4.2 DNHRN

Src Pod Dst Pod @

10.100.0.100 10.100.0.100

[eto) (o)
]

—Network Clone

1. KubeVirt B8 VM WARER

Src Pod Dst Pod
( ™ | Memory Cop
10.100.0.100 10.100.0.100
| eth0 | | h0 |

&y

|

—Network: Clone

1. KubeVirt HEANEEREENG PodREEN Pod HEHNKENNHEN
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10.100.0.100

(oo )

4.4.2 MWK

Src md@ ) POd@
10.100.0.100
| eth0 |

—Network Clone

1. KubeVirt BANE Podiid libvirt KN RARP NERNEN Pod RHERNANE Pod BANENEN

Src Pod @ Dst Pod

10.100.0.100

P

—Network Clone

1. KubeVirt [} PodEREENNEKube-OVN [l Watch Migration CR MM KR ENNERKENKEREENG
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4.4.3 1K

Dst Pod

10.100.0.100

[etho )

—Network

NERNENERRENEARRN 5 BXY 6 ANENENNANEREAN libvirt © RARP BRRRNENEARENEARENEN 0.5 NENER TCP BRERNENEREANERER
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4.5 NENEN

4.5 MUNHK

Kube-OVN ¥ Multus Dynamic Networks Controller ERERENE KubeVirt B v1.4.0 BRENENENENENANAN VM BRERENENENENERENE

4.5.7 NRKK

0 Thick ENRE Multusl

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/multus-cni/refs/heads/master/deployments/multus-daemonset-thick.yml

R Multus Dynamic Networks Controllerll

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/multus-dynamic-networks-controller/refs/heads/main/manifests/dynamic-networks-
controller.yaml

4.5.2 RXNKKN
U NetworkAttachmentDefinition

N provider NEKKEE ovn H

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: attachnet

namespace: default
spec:

config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "attachnet.default.ovn"

}

+ spec.config.type : NRH kube-ovn HRH CNI KRAE Kube-OVN REN
+ server_socket : Kube-OVN HRIRE socket AWK NAKKE /run/openvswitch/kube-ovn-daemon.sock Il

* provider : 0l NetworkAttachmentDefinition § <name>.<namespace>.ovn , Kube-OVN HRENNENAKNANN Subnet BNARNANNENNN ovnll

NREE Kube-OVN Subnet

N0K Kube-OVN NHENNARK provider RAENNAENY NetworkAttachmentDefinition N <name>.<namespace>.ovn HHEN ovn HENNNKN B Kube-OVN NRENNNKKN Subnet
RUREN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: attachnet
spec:
protocol: IPv4
provider: attachnet.default.ovn
cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
excludelIps:
- 172.17.0.0..172.17.0.10

4.5.3 MK VM [N
ANERE yaml B0 VME

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:

name: vm-fedora
spec:

runStrategy: Always

template:

spec:
domain:
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4.5.3 0 VM I

devices:
disks:
- disk:
bus: virtio
name: containerdisk
interfaces:
- masquerade: {}
name: defaultnetwork
rng: {}
resources:
requests:
memory: 1024M
networks:
- name: defaultnetwork
pod: {}
terminationGracePeriodSeconds: @
volumes:
- containerDisk:
image: quay.io/kubevirt/fedora-with-test-tooling-container-disk:devel
name: containerdisk

NENE

H¥ VM [l Spec HNERUANEN

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: vm-fedora
template:
spec:
domain:
devices:
interfaces:
- name: defaultnetwork
masquerade: {}
# new interface
- name: dynifacel

bridge: {}
networks:
- name: defaultnetwork
pod: {}

# new network
- name: dynifacel
multus:
networkName: attachnet

NRERE

NUN interface N state WNN absent HMMNNNKKE

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: vm-fedora
template:
spec:
domain:
devices:
interfaces:
- name: defaultnetwork
masquerade: {}
# set the interface state to absent
- name: dynifacel
state: absent
bridge: {}
networks:
- name: defaultnetwork
pod: {}
name: dynifacel
multus:
networkName: attachnet

&
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4.6 DHCP

4.6 DHCP

BEN managedTap l SR-I0V B DPDK HXENENKubeVirt NZN DHCP NENANAENENENKube-OVN HEEEN OVN B DHCP RNANANAE Pod HENK DHCP BNENENENENENE KubeVirt
NUENEN DHCP NANEA 1P WAKEN Kube-OVN i DHCP EKNHN DHCPv6, IPV6RA, DNSKTFTP { DHCP HAKKNHANENENNANENY DHCP KRMANENE

A Warning

0B bridge BRNANKubeVirt @ DHCP BNE Kube-OVN ENENE DHCP NRKAN Kube-OVN Hil DHCP RERIANANANAN Kube-OVN BRNAN DHCP RER ANRE managedTap NANANA
bridge NENREmanagedTap NREXENRENEN managedTap HUNMH

4.6.1 NEKK DHCP KK
Kl DHCP HREKEN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: sn-dual
spec:
cidrBlock: "10.0.0.0/24,240e::a00/120"
default: false
disableGatewayCheck: true
disableInterConnection: false
excludelps:
- 10.0.0.1
- 240e::a01
gateway: 10.0.0.1,240e::2a01
gatewayNode: "'
gatewayType: distributed
natOutgoing: false
private: false
protocol: Dual
provider: ovn
vpc: vpc-test
enableDHCP: true
dhcpV40Options: "lease_time=3600, router=10.0.0.1,server_id=169.254.0.254, server_mac=00:00:00:2E:2F :B8"
dhcpV60ptions: "server_id=00:00:00:2E:2F:C5"
enableIPV6RA: true
ipv6RAConfigs: "address_mode=dhcpv6_stateful,max_interval=30,min_interval=5, send_periodic=true"

enableDHCP : NHENHKN DHCP KEN

dhcpV40ptions, dhepV60ptions : HAENAKN ovn-nb ¥ DHCP RRENARKN DHCP Optionsl NANKEN "lease_time=3600, router=$ipv4_gateway,

server_id=169.254.0.254, server_mac=$random_mac" l server_id=Srandom_mac [

enableIPv6RA : HHEN DHCPv6 HENHANEN

ipv6RAConfigs NHXNANKE ovn-nb K Logical_Router_Port NRHKKENN Logical Router PortlliiN address_mode=dhcpv6_stateful, max_interval=30,

min_interval=5, send_periodic=truell

4.6.2 Pod Wil DHCP li

NRRNENE DHCP BRERKube-OVN RNERE Pod NEXER Pod BXNANENEN DHCP RiAPod KRN DHCP RRNENERNENEARENENE DHCP BRERNENER enableDHCP WANERE

b

# provider "ovn"

ovn.kubernetes.io/dhcp-v4-options: "lease_time=3600, router=10.0.0.1,dns_server=8.8.8.8"

ovn.kubernetes.io/dhcp-v6-options: "server_id=00:00:00:00:00:01"

# provider "net1.ns1.ovn"

net1.ns1.ovn.kubernetes.io/dhcp-v4-options: "lease_time=7200"
NEK key RUN <provider>.kubernetes.io/dhcp-v4-options 0 <provider>.kubernetes.io/dhcp-v6-options Nl <provider> HXNHNAKKANNAKKEN
provider I ovn NENEN Multus NENENENEprovider BN <net-attach-def-name>.<namespace>.ovn [l
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4.6.3 00

NXKE

NEREN Pod ENENEN DHCPv4 ENE

apiVersion: v1
kind: Pod
metadata:
name: dhcp-pod
annotations:
ovn.kubernetes.io/dhcp-v4-options: "lease_time=3600, router=10.8.08.1,dns_server=8.8.8.8"
ovn.kubernetes.io/dhcp-v6-options: "server_id=00:00:00:00:00:01"
spec:
containers:
- name: test
image: docker.io/library/nginx:alpine

A0 Multus BENNERKER provider HEANKENEENY DHCP BN

apiVersion: vi
kind: Pod
metadata:
name: multi-nic-dhcp-pod
annotations:
k8s.v1.cni.cncf.io/networks: '[{"name": "net1", "namespace": "ns1"}]'
ovn.kubernetes.io/dhcp-v4-options: "lease_time=3600,router=10.0.0.1"
net1.ns1.ovn.kubernetes.io/dhcp-v4-options: "lease_time=7200, router=108.0.1.1"
spec:
containers:
- name: test
image: docker.io/library/nginx:alpine

LB
DHCP RERKNENENENE

1. Pod INNEN <provider>.kubernetes.io/dhcp-v4-options Il <provider>.kubernetes.io/dhcp-v6-options HEN Pod NX DHCP HXX

2. NNRNAEN Subnet CRD B dhcpv4Options B dhcpVeOptions NRHMNNKKN DHCP RAE

¥ Pod REE DHCP REENNERNE Pod ERKE DHCP HEEANKHNEENNE

f Note

HHENERN Pod BN DHCP BEENEENE DHCP HENEENE Pod REENE
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5. VPC Iy

5. VPC i

5.1 VPC KK

Kube-OVN REXNAREREN VPC NENER VPC REARRNENERKEN Subnet BXE NENEANENENNARNEREIP HHER

VPC ERENERNEREARERENERN Kubernetes REANERENNANEREAN NERKE Pod BANNodePort NEXEAKANENERNEN DNS ERENERNEREANENE NENERE Kubernetes NENERAN
Kube-OVN Hi VPC RNARNENE VPC KN Subnet BXEN Kubernetes NRHNENEN VPC NENENENENENANEIP B NAT RENANE RRARAKAENER VPC REREREREN ACL MAKAKNENE
VPC FRENENEN VPC RERERERENENR VPC RNRNR B Underlay RNRNRERERERERERENVPC BRE Underlay RNRNRNE

LB/ EIP / NAT LB/ EIP / NAT
- - -
Tenant A -— m— T Tenant B

VM Pod Pod Pod

Node A

5.1.1 KKK

¥ Kube-OVN KNEN VPC RENE OVN R R KK 1R R 6 65 0 0 ) 0 0 0 M S M M M MM 1P MRMRRE VIPC HRENENENEN OVN RENRKR Datapath ID
NERNENERAKEN Datapath ID BRENERNENEA |P BANERENEANE VPC ARERENER IP BARERENERNEREARENOVN Architecture Design Decisionsl

5.1.2 NNENK VPC
KK VPCH

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: test-vpc-1
spec:
namespaces:
- ns1
kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: test-vpc-2
spec:
namespaces:
- ns2

* namespaces KENNENEE Namespace HHEXEYN VPCEYRENHNKE

-99/363 - 2025 Kube-OVN Team


https://man7.org/linux/man-pages/man5/ovn-nb.5.html#Logical_Router_TABLE
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NRMXMNRENRENEE VPC KRXENE CIDR:

kind: Subnet
apiVersion: kubeovn.io/v1
metadata:
name: netl
spec:
vpc: test-vpc-1
cidrBlock: 10.0.1.0/24
protocol: IPv4
namespaces :
- nsil

kind: Subnet
apiVersion: kubeovn.io/v1
metadata:
name: net2
spec:
vpc: test-vpc-2
cidrBlock: 10.0.1.0/24
protocol: IPv4
namespaces:
- ns2

NEKNE Namespace il Pod:

apiVersion: v1
kind: Pod
metadata:
namespace: nsi
name: vpcl-pod
spec:
containers:
- name: vpcl-pod
image: docker.io/library/nginx:alpine
apiVersion: vi
kind: Pod
metadata:
namespace: ns2
name: vpc2-pod
spec:
containers:
- name: vpc2-pod
image: docker.io/library/nginx:alpine

ANEENEENKE Pod HXKENKEE CIDREENEINKENNEN VPCHER Pod HNEHNNY

5.1.3 BE VPC

VPC RENRKNNRENENKE VPC NREVPC RENENRENRENRENENREY KX IPNSNAT B DNAT EXX

VPC BRENEE Multus-CNI EEREREANERE multus-cnil

5.1.3 Wil VPC I

f Note

HHE VPC BRMENERNE VPC ERNENEENERNENE

HNKERN VPC NHENKMRNKERNNVPC NAT BNEOVN KK Egress Gatewayllill VPC NAT KEN Kube-OVN HENKENNNEENNY VPC NAT KERNNERRYN PodHNUENKENNN VPC BRNNEHRNER
Macvlan BEREENERNER Pod BE iptables HXERNENNENEANERKENERNERNEREENE DR AR ERE RN RN N ERE R

OVN HUREN OVN EREXHRENE NAT BNREENERENERENENENEREREE OVN EXE BFD ERURNRERNANEN OVN REREKERNANE OVN EXHNENER

Egress Gateway NHE VPC NAT Mk KM HE 0NN ENHKENHKENERENEENE AR RN RN E R R R R

NRREEN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: ovn-vpc-external-network
spec:
protocol: IPv4
provider: ovn-vpc-external-network.kube-system
cidrBlock: 192.168.0.0/24

gateway: 192.168.0.1 # IP address of the physical gateway

excludelIps:
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https://github.com/k8snetworkplumbingwg/multus-cni/blob/master/docs/quickstart.md

5.1.3 0 VPC WK

- 192.168.0.1..192.168.0.10
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ovn-vpc-external-network
namespace: kube-system
spec:
config: '{
"cniVersion": "0.3.0",
"type": "macvlan"
"master": "eth1"
"mode": "bridge",
"ipam": {
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "ovn-vpc-external-network.kube-system"
}
}

“ipam® VPC netl Kube-OVN IP
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: ovn-vpc-external-network

namespace: kube-system

spec:

config: '{
"cniVersion": "0.3.0",
"type": "macvlan"
"master": "eth1"
"mode": "bridge"

+ il Subnet NANNENNKNRENANNRNNENRE Macvlan BN VPC KNRNRENRENANNRNRERRE PR
+ VPC NREN Macvlan NEXRENNE NetworkAttachmentDefinition [l master NNHNRHXANNAKNEN
+ name NNNHMNN

% Macvlan BENUEREENNEREENNMRNEENNENEEL 2/ L3 NENKEANERNEENEENEE HERNEENEENEE N ENNERV lan BXHERREEN

1. B0 OpenStack { VM HUEREENNERNEYN PortSecurity HNN

Wl VMware X vSwitch HNRNKNN MAC Address Changes, Forged Transmits [l Promiscuous Mode Operation [HN allow [

2.

3. B Hyper-V RRENANRENNENRENENNE MAC Address Spoofing Hl
4. NENENE AWSEGCERNRNRNRNRERENEN Mac NENE Macvlan ERENE
5.

AE Macvlan REAREIMacvlan BARERENERRERNANERENEE VpcNATGateway Pod BRRERHARERENER Podl
6. NNENENNANEREAN Trunk NERNENERERNENERNENY Macvlan RER

¥E VPC NERE

VPC RENAKNAN kube-system HERENN ovn-vpc-nat-gw-config HENHNNAN ovn-vpc-nat-config ConfigMap HNANN image NNH Pod HMNHKKEN
imagePullSecret NENANKUNENEN nodeSelector KEREN nodeSelector HRE LoadBalancer [ Service [ Ib-svc HENVpcNATGateway Pod HREN
VpcNatGateway .spec.selector NANANNERERERENENENANAND NAT BX workload NENKNENEN Docker registry Secretfllfilil ConfigMap HEE Secret RNENE workload
NNKEN kube-system HHUNRE spec.namespace HHNNNHKNNANKNA

kind: ConfigMap
apiVersion: v1
metadata:
name: ovn-vpc-nat-config
namespace: kube-system
data:
image: 'docker.io/kubeovn/vpc-nat-gateway:v1.17.0"
imagePullSecret: vpc-nat-registry
nodeSelector: |
kubernetes.io/hostname: kube-ovn-control-plane

kind: ConfigMap
apiVersion: vi
metadata:
name: ovn-vpc-nat-gw-config
namespace: kube-system
data:
enable-vpc-nat-gw: 'true’

+ image : B Pod KNHRREN
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+ imagePullSecret NiNE Docker registry Secret NiHSecret BENINE NAT 02 workload BRERNENERN StatefulSet/Deployment NUARKRHANERE

* enable-vpc-nat-gw NEENHNYE VPC HENKN

HRMNHN RN RSN REXEE NN KRN RS KRR NN R RN

kubectl create secret docker-registry vpc-nat-registry \
--namespace kube-system \
--docker-server=registry.example.com \
--docker-username='<username>"' \
--docker-password="'<password>"

ii VPC QK

kind: VpcNatGateway
apiVersion: kubeovn.io/v1
metadata:
name: gwl
spec:
vpc: test-vpc-1
subnet: net1
lanIp: 10.0.1.254
selector:
- "kubernetes.io/hostname: kube-ovn-worker"
- "kubernetes.io/os: linux"
externalSubnets:
- ovn-vpc-external-network
noDefaultEIP: false

vpc il VpcNatGateway Wil VPCH
subnet [l VPC RN Subnet EVPC BN Pod BNENAEN lanIp RENARNEN

namespace [NINVPC NUAKANNDeployment i StatefulSetillll Pod Kl NamespacelERENEN kube-ovn-controller NEN Namespacelllill kube-system N
VpcNatGateway KNENHHUNNKNE VpcNatGateway HHHNNMNNNNANENNN spec HEE metadata.namespace ll

lanIp N subnet ERNARERE IPRVPC BX Pod RKENEA IPHE VPC RNENERKANE VpcNatGateway ll nextHopIP HENHANE lanIp

selector lVpcNatGateway Pod WAKNKNKNKN Kubernetes il NodeSelector NN

externalSubnets NVPC ENNNNNRANHENNNNERARNE ovn-vpc-external-network NNRNRHHNINNNKANEN
* noDefaultEIP {VPC KENENAKNANNEN EIPNENR false HE v1.15 NANRKKNE BGP BRHNNENAEN true HEN Underlay RRE

NRXNREN

* tolerations ¥l VPC RUXENNENHKNHEN NEKKKKEN
+ affinity B¥ VPC §E Pod RENENANAKNNENENE HOKNENENE

NEN VPC B Pod RENEN Namespace HEl spec.namespace HNARNEN Namespacell

kind: VpcNatGateway
apiVersion: kubeovn.io/v1
metadata:
name: gwl
spec:
namespace: tenant-network
vpc: test-vpc-1
subnet: net1
externalSubnets:
- ovn-vpc-external-network

NN VPC-NAT-GW RENENE

1. nat gw pod HiliEnetT arp HENENping KNENENENE eip HENEKE arplil ping WX

i LAN IP HRER
spec.lanIp HENNERNEENN replicas W 1 HEANEENcontroller BREENNEN LAN IPEREENEEN spec.lanIp HEENKENNENNERNEANG StatefulSetld

N spec.replicas WM 1 HUAKNK Deployment HENANANKNKN Pod NANANNN LAN IPKEN spec.lanIp WNENENENcontroller NENHNENENKN OVN KNKNK BFD KKK
status.lanIp KNAENARNENRERAENANNANNENRENNENANNANRERNENR status . replicas HNREN spec.replicas [N status.ready KENNEN workload ENRNRKKN
spec.replicas Ul workload HENR 1 HENAK status.replicas NENX O
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5.1.3 0 VPC WK

NRMNMNRENRE R RN REERENE LAN IPY

spec:
replicas: 2
# lanIp controller

BFD RXRAKNNREN
VPC NAT lHKXNN BFDEBidirectional Forwarding DetectiondNENAKNANNAKNNENNENN VPC i spec.bfd.enabled [ truell

spec:
vpc: test-vpc-1
subnet: net1
replicas: 2
bfd:
enabled: true
minRX: 500
minTX: 500
multiplier: 3

L i RER 0

bfd.enabled boolean false RXRN BFD HERYE

bfd.minRX int32 1000 BFD HRREARImMSE

bfd.minTX int32 1000 BFD EREEAREmMSE

bfd.multiplier int32 3 BFD NERKENEEN = minRX x multiplier
NRERER

B internalSubnets BENHENKE internalCIDRs ECIDR BXEENENEE NAT MENHENRENENRENNENEEN

spec:
vpc: test-vpc-1
subnet: net1l
internalSubnets:
- subnet-a
- subnet-b
internalCIDRs:
- 10.0.2.0/24

un EIP
EIP RENRUNENN 1P KXY VPC BNREKE DNATESNAT KRN IP KEN

NEXXRNMNEN EIPY

kind: IptableskEIP
apiVersion: kubeovn.io/v1
metadata:

name: eip-random
spec:

natGwDp: gwl

¥R EIP RENXE

kind: IptablestIP
apiVersion: kubeovn.io/v1
metadata:

name: eip-static
spec:

natGwDp: gwl

v4ip: 192.168.0.100

N¥ EIP RNHNKREN

kind: IptablesEIP
apiVersion: kubeovn.io/v1
metadata:

name: eip-random
spec:
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natGwDp: gwl
externalSubnet: ovn-vpc-external-network

+ externalSubnet NEIP NXNKARARAKNENENENE ovn-vpc-external-network HlptablesEIP ENENEN VpcNatGateway [l externalSubnets RURHNNKEIP KAKNKNE
OBl ubiepiap

* namespace NAMNEIP HEXN NAT NARKENN Pod K Namespacellililil natGwdDp HEN VpcNatGateway HNNENKN spec.namespace NNENK controller KX
NamespacellRHINRRNNRNENNNN Namespace NEH IptablesEIP NHNNKARNMKAEN spec NEE metadata.namespace [l

NNMKKN EIP 0 NAT BRXNNEN Namespace KEll spec.namespace NXAENNE VpcNatGateway NN Namespacell

kind: IptablesEIP
apiVersion: kubeovn.io/v1
metadata:

name: eip-tenant
spec:

natGwDp: gwl

namespace: tenant-network

i DNAT EX

N{ DNAT EXMRNENENNE EIP RNENKRNEN VPC WRNE IP NENK

kind: IptablesEIP
apiVersion: kubeovn.io/v1
metadata:

name: eipd@1
spec:

natGwDp: gwl

kind: IptablesDnatRule
apiVersion: kubeovn.io/v1
metadata:
name: dnat@1
spec:
eip: eipd@1l
externalPort: '8888
internalIp: 10.0.1.10
internalPort: '80'
protocol: tcp

DNAT J8EIIIESHARE 311
type: share Wil VPC NAT KKl Kubernetes Service NIRARARNKNENENENENE Podi
share [ IptablesDnatRule FRENNENANKAKNERING RNANANANVPC NAT ENEN Kubernetes Servicellii
NNHEN

* type ll exclusive NHNNENRKNAEN EIP:Port BNAKNN DNAT NENRE share HUNEN Service NHKNRNNANRENNENNAKNNANN EIP:Porth
+ sessionAffinity 0N share WNNNNENN ClientIP HMMNNNK IP HNNNNNRANHNNNNNENE 10800 NN3 HUNNNNN sessionAffinityTimeoutSeconds HEHN

i SNAT KK

A0 SNAT NUEVPC Bl Pod HERKENNENKERNN EIP NN SNATH

kind: IptablesEIP
apiVersion: kubeovn.io/v1
metadata:
name: eips@1
spec:
natGwDp: gwl
kind: IptablesSnatRule
apiVersion: kubeovn.io/v1
metadata:
name: snat@1
spec:
eip: eips@1
internalCIDR: 10.0.1.08/24
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NENN 1P KYRVPC RENK 1P KX EIP MXENRKNRENENKEY EIP BY VPC Y IPEVPC RERE IP NENNENNEN SNAT BXE EIPE

kind: IptablestIP
apiVersion: kubeovn.io/v1
metadata:

name: eipf@1
spec:
natGwDp: gwl

kind: IptablesFIPRule
apiVersion: kubeovn.io/v1
metadata:

name: fip@1
spec:

eip: eipf@1

internallp: 10.0.1.5

VPC NAT i} Kubernetes Service

RERENENRR AR AR RE
il i
--enable-1b true
--enable-gw-nftable-1b- false
sve
--enable-gw-nftable- false

svc-cluster-ip

--enable-1b-svc false

il

¥ --enable-1b NKAK

--enable-1b + --enable-gw-nftable-1b-svc

NE
OVN BNARRENA ClusterlP / NodePort / LoadBalancer £l Service HNARN

VPC NAT [NEN LoadBalancer R ServicellENE nftables BRENENERE ovn . kubernetes.io/
eip annotation

Il Service ClusterlP RNANR nftablesHRNANR ClusterIP REAR

Pod [l LoadBalancerflll LoadBalancer Service NENN PodiDNAT EIP [ ClusterlPER --
enable-gw-nftable-1b-svc NKHANK --enable-1b N --enable-gw-nftable-svc-
cluster-ip NI ClusterlP KR

il
OVN RUENENENE Service B

OVN [l Cluster|PRENAN LoadBalancer [ EIP RREN

--enable-gw-nftable-1b-svc + --enable-gw-nftable-svc-cluster-ip NAKNEN EIP § ClusterlPEIOVN LB HRN

W --enable-gw-nftable-svc-cluster-ip

--enable-1lb-svc + --enable-1b

--enable-1b-svc + --enable-gw-nftable-svc-cluster-ip

NRKEN

NUAKE ClusterIPE EIPNERN --enable-1b N

Pod BREE EIPEOVN ENEANEY ClusterlP

Pod UREE EIPRERKE ClusterlP

+ --enable-1lb-svc N --enable-gw-nftable-1b-svc WRHKNE LoadBalancer Service [l EIP HENA

« [l Service HAENAN ovn.kubernetes.io/vpc-nat-gw [l ovn.kubernetes.io/service_external_ip_from_subnet annotationflwebhook ENHXRHNARNAKN

LoadBalancer ingress 1P}

NRKNN N Service WX annotation ovn.kubernetes.io/vpc-nat-gw WREKNENLoadBalancer Nl Service NHEN ovn.kubernetes.io/eip K EIP HENAKKEN

apiVersion: vi
kind: Service
metadata:
name: my-app
annotations:
ovn.kubernetes.io/vpc-nat-gw: gwl
ovn.kubernetes.io/eip: eipd@1
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spec:
type: LoadBalancer
selector:
app: my-app
ports:
- port: 80
targetPort: 8080
protocol: TCP

NNNNARENE Service HINNNNNANKNY IptablesDnatRule [l type:
NRREN

* NEN LoadBalancer E ClusterIP WXN Service

* HNENENCluster| PRERERENEIPREREREREN

« [0l ExternalTrafficPolicy: Cluster NHWK Local KN
+ share DNAT Qi IPv4

« WNNENK EndpointSlice HRAN

5.1.4 QENRN

share WNAKNN Pod RN nftables HXNService NNHNRKNN

ANER VPC BENNEREENNERNE NN EREENNENRERNEEN Kube-OVN REHRKERNENNERREIN

NHUR
kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: test-vpc-1
spec:
staticRoutes:

- cidr: 0.0.0.0/0
nextHopIP: 10.6.1.254
policy: policyDst
cidr: 172.31.0.0/24
nextHopIP: 10.0.1.253
policy: policySrc
routeTable: "rtb1"

* policy : HNKKENNE policyDst WNKHEN policySrc i
* NAMXRAMNKEE C 1D R KRB B XA B 3 X G e X A X X X B A O A R
* routeTable : NRKRHKNANKHNANKAKNENRENADKRERER RN REN

NRKE

NERENENENRE AR AR RENERERERE IR RN RN NN EN RN RN ENE ENENRNRERENEN OVN RERENENENENRN RN AR REREREREN Logical Router Policyl

NRMNHEN

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: test-vpc-1
spec:
policyRoutes:
- action: drop
match: ip4.src==10.0.1.8/24 && ip4.dst==10.0.1.250
priority: 11
- action: reroute
match: ip4.src==10.0.1.0/24
nextHopIP: 10.6.1.252
priority: 10

5.1.5 DRNRHENNEEY

5.1.4 NURNE

Kubernetes BRNEY Service BRHENNERNERNMENEENNEN Kubernetes BEN Service B IP HERNMENEENNENNE VPC MEEREERNENNERNENNEENEEN BRREE VPC BENHENNERRERN

Kubernetes Nl Service HURANKNAR

NERENENKube-OVN BRE SwitchLBRule AXAKNENENENENENENENENE
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https://man7.org/linux/man-pages/man5/ovn-nb.5.html#Logical_Router_Policy_TABLE

5.1.6 A vpe-dns

B SwitchLBRule WHKXE

apiVersion: kubeovn.io/v1
kind: SwitchLBRule
metadata:
name: cjh-slr-nginx
spec:
vip: 1.1.1.1
sessionAffinity: ClientIP
namespace: default
selector:
- app: nginx
ports:
- name: dns
port: 8888
targetPort: 80
protocol: TCP

vip HUENHNERNENERE

namespace HEUNANNAN Pod WK Namespacell

sessionAffinity Wl Service I sessionAffinity NKHUN

selector Nl Service I selector NNNNX

ports Ml Service ll port HHXNK

NRMNMNRENRERENN

# kubectl get slr
NAME VIP PORT(S) SERVICE AGE
vpc-dns-test-cjh2 10.96.0.3 53/UDP, 53/TCP,9153/TCP  kube-system/slr-vpc-dns-test-cjh2 88m

5.1.6 N vpc-dns

NEENE VPC BEE VPC RERNENEVPC B Pod NERKENE coredns HRKENHNKE KNMANENE VPC EXE CoreDNS HHENE Service NRNEREE Kube-OVN XEH vpc-dns HUENER

NRREEN

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: ovn-nad
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn"
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider”: "ovn-nad.default.ovn"

il vpe-dns [l ConfigMap

N kube-system BRERNEN configmaplRll vpe-dns BRRERAARENE vpe-dns BRE

apiVersion: vi
kind: ConfigMap
metadata:
name: vpc-dns-config
namespace: kube-system
data:
coredns-vip: 10.96.0.3
enable-vpc-dns: "true"
nad-name: ovn-nad
nad-provider: ovn-nad.default.ovn

enable-vpc-dns KKKKNN true KNNNN false WHHHHRK true M

coredns-image NNHHNNNdNs NENRAKNNAR coredns NHKNN

coredns-vip il coredns Wi Ib KXA vipl

nad-name NNNN network-attachment-definitions MMNNK

nad-provider BAEN provider HAK

-107/363 - 2025 Kube-OVN Team



5.1.6 il vpc-dns

* k8s-service-host HNENENEN coredns Ul k8s apiserver BN ipll

+ k8s-service-port HENAENAK coredns [ k8s apiserver H{K portll

0K vpe-dns KEKK

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
labels:
kubernetes.io/bootstrapping: rbac-defaults
name: system:vpc-dns
rules:
- apiGroups:
resources:
- endpoints
- services
- pods
- namespaces
verbs:
- list
- watch
apiGroups:
- discovery.k8s.io
resources:
- endpointslices
verbs:
- list
- watch

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
labels:
kubernetes.io/bootstrapping: rbac-defaults
name: vpc-dns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpc-dns
subjects:
- kind: ServiceAccount
name: vpc-dns
namespace: kube-system
apiVersion: vi
kind: ServiceAccount
metadata:
name: vpc-dns
namespace: kube-system
apiVersion: vi
kind: ConfigMap
metadata:
name: vpc-dns-corefile
namespace: kube-system
data:
Corefile: |
.153 {
errors
health {
lameduck 5s
}
ready
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
fallthrough in-addr.arpa ip6.arpa
}
prometheus :9153
forward . /etc/resolv.conf {
prefer_udp
}
cache 30
loop
reload
loadbalance

WK vpe-dns

kind: VpcDns
apiVersion: kubeovn.io/v1
metadata:
name: test-cjhi
spec:
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vpc: cjh-vpc-1
subnet: cjh-subnet-1

* vpc BAREN dns BXE vpe BAR
+ subnet ANENE dns RENNANER

NHMNHEN

[root@hci-dev-mst-1 kubeovn]# kubectl get vpc-dns

NAME ACTIVE VPC SUBNET
test-cjh1 false cjh-vpc-1 cjh-subnet-1
test-cjh2  true cjh-vpe-1 cjh-subnet-2

* ACTIVE: true WNNNHNNN dns NNK false WK

il

* [0 VPC RERERERERE DNS BUX
« NEN VPC NERKK vpe-dns HERNENE VPC HXE subnetlUANEN vpe-dns NUAEE true NANE false N

*W true U vpc-dns KNANNANKNEN false N vpc-dns NAKNEN

5.1.7 NENK

NEXEE VPC MRENRENRENRENENRENRE VPC NRENREY

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: test-vpc-1
spec:
namespaces :
- nsi
defaultSubnet: test

+ defaultSubnet HVPC NNKHNNKAN

NEXNENRENRENAE Namespace Nl ovn.kubernetes.io/logical_switch WRHKRENAENE ovn.kubernetes.io/logical_switch HNI Pod HUNARKENNENKEN

NN VPC Pod [l livenessProbe [l readinessProbe

NENRRNRENE VPC BN Pod NRERAKNRNRERAEN kubelet RENNENANNARNE VPC B PodiKube-OVN R TProxy K kubelet RERRRRENNENAEN VPC AE PodRERNENHKNA
NNNKEREY DaemonSet kube-ovn-cni HHHEN --enable-tproxy=true i

spec:
template:
spec:
containers:
- args:
- --enable-tproxy=true

NRMNHNRE

1. RENNRENNREE VPC AKX Pod NRRAEN IPREENREEN
2. MINNNNN tcpSocket N httpGet NHNHHHN

¥ PDF ﬁ:_- Slack Support
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5.2 VPC Egress Gateway

5.2 VPC Egress Gateway

/7" Note

NEK VPC RNEKENENE VPC HRMRNRNRNENEKE

HUERE VPC BRNERNENNEREAVPC NAT EENOVN BRE Egress Gatewaylllill VPC NAT BEN Kube-OVN BREANEREENERN VPC NAT HERNERKEYN PodRERNENERNE VPC BRNENKENER
Macvlan BEREENERNER Pod BE iptables BXERNENNENEANERRENENERREREENE DR ANERE RN E N EREREE

OVN KUBEN OVN BREXMNENY NAT DNEMENENENENENENENENEREE OVN EXE BFD BXURENERNENEN OVN RUNENNENANE OVN EXMNENEN

Egress Gateway NiN VPC NAT NRERERNRNRNENENENENEHENERENE RN AL RN RN RN RN EREY

VPC Egress Gateway HEXH VPCHENEN VPCHY Pod NERKEHNHAKENENEHHEREANEN

+ [l ECMP [l Active-Active HXXNHHNRARKKAR
« i BFD R <1s RARKNAR

* 0 1Pv6 WK

« [N Namespace BNAN Pod BNANNRENREKALN

« [l Node NNANKN Egress Gateway [RIN

VPC Egress Gateway NiIHKK BGP ¥ EVPN/VXLAN KEMNENHKNANNAKNKNEN Egress Gateway BGP/EVPN KXl
NENNRNRENconntrack NAT ENR JSON ENNENAN VPC Egress Gateway NHKAN
li VPC Egress Gateway HNHKKEN

« N Macvlan BRERRRNENRERRENEN Underlay
* Gateway NNUNRKNANKEN Egress IP

« NERER SNATHERE EIP [ DNAT

« NERENNANEREARE

5.2.7 NHKK

WK Egress Gateway KXUANEN Pod ANENE Pod NHNEAKANENERNENEAK VPC BRERNENERKENE Macvlan HEXEARERENNENEREANERENNENERY Egress Gateway HNERN NAT K
KIARIN

-111/363 - 2025 Kube-OVN Team



VPC Network

)
NAT

& net1 J

v

Pl\ysic Network

5.2.1 BNKK

Nl Egress Gateway MUANARNENENE OVN EXENEN VPC N Pod BRERENENENOVN RERNRNNERERENENE Egress Gateway HUNENENENENENENE Egress Gateway KURERERNEN

NHMNHENENREN
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(V'PC Router

dst: 0.0.0.0/0
dst: 0.0.0.0/0

next-hop: egil-ethO eemp

ne.)(t-kopz egiZ-etl\O ecmp

L] . :
k dst: 0.0.0.0/0 next-b\op: egin-etl«O ecmp
BFZD/ \BFD
EGI) | EGIN l
NAT

RS

NAT

RIS/

[ Physic Network

S

OVN Uil BFD HNENK Egress Gateway KUKEKIKIKNN Egress Gateway HENENEOVN KEKEKEK K HKNKNENENENENENE
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(V'PC Router

dst: 0.0.0.0/0
dst: 0.0.0.0/0

next-l\op:
next-l«opz

egﬂ-e‘tko ecmp
egiZ-etl\O ecmp

\

EGIN
NAT

k v\et1

Physic Network

5.2.2 HHRK
VPC Egress Gateway Il VPC NAT Gateway HRRENAKNNARN X Multus-CNIK

Nl VPC Egress Gateway URHKNE ConfigMapll

5.2.2 BURN

N Kube-OVN REXNA CNI MANERKANENERNANE NetworkAttachmentDefinition NN Kube-OVN HERENEEN provider BEXE <nad-name>.<nad-namespace>.ovn NUENE

Nl NetworkAttachmentDefinition NXENANNENN

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: veg-internal
namespace: default
spec:
config: |
{
"cniVersion": "@6.3.1",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "veg-internal.default.ovn"
¥
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: veg-internal-subnet
spec:
vpc: vpcl
provider: veg-internal.default.ovn
protocol: IPv4
cidrBlock: 192.168.0.0/24
gateway: 192.168.0.1
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https://github.com/k8snetworkplumbingwg/multus-cni/blob/master/docs/quickstart.md

5.2.3 BURN

N VPC Egress Gateway [l internalSubnet HNENHARRNENEANMultus KN NetworkAttachmentDefinition i Pod NEEKEXNANE Pod NANEREANAN ethe K
externalSubnet NERERN NetworkAttachmentDefinition B8 net1 RERNERERNENERN CNI ethe RERNANERE PodANERENNAN policies BRNHNERNENE CNI NHAREN
selectors Wi provider HUNENKEN NetworkAttachmentDefinitionNHENANNENNEN reconcilell

5.2.3 NKKN
N NetworkAttachmentDefinition

VPC Egress Gateway NUERREANER VPC BERNERKENNENN NetworkAttachmentDefinition ERREANEENEY macvlan HNEE Kube-OVN &1 IPAM BREANE

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: eth1
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "macvlan"
"master": "eth1"
"mode": "bridge",
"ipam": {
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "ethl.default"
}
)
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: macvlani
spec:
protocol: IPv4
provider: ethi.default
cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
excludelIps:
- 172.17.0.0..172.17.08.10

I NENNEN CNI HENN NetworkAttachmentDefinition | VPC Egress Gateway i

NRMNHENENRENNENE DOREEN

U VPC Egress Gateway

Ul VPC Egress Gateway ENHUKENY

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gateway1l
namespace: default
spec:
vpc: ovn-cluster
replicas: 1
externalSubnet: macvlani
policies:
- snat: true
subnets:
- ovn-default

RERENE default RENENE VPC ovn-cluster NHHAND gatewayl HHEK VPC Egress Gatewayll ovn-cluster N ovn-default HRE10.16.0.0/16KANAN Pod HNA
macvlant WXE SNAT HERENENENE

NURNENE CNI RERKENENERRERERRENE NN RN R R

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gateway-nonprimary
namespace: default
spec:
vpe: vpcel
replicas: 1
internalSubnet: veg-internal-subnet
externalSubnet: macvlani
policies:
- snat: true
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subnets:
- veg-internal-subnet

NHKNENEE VPC Egress Gatewayll

$ kubectl get veg gatewayl

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE READY AGE
gatewayl ovn-cluster 1 false macvlani Completed true 13s
NHRANEN

kubectl get veg gatewayl -o wide

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE READY INTERNAL IPS EXTERNAL IPS WORKING NODES AGE
gateway1 ovn-cluster 1 false macvlani Completed true ["10.16.08.12"] ["172.17.0.11"] [ "kube-ovn-worker"] 82s
NNHENRE

$ kubectl get deployment -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl
NAME READY UP-TO-DATE AVAILABLE AGE
gateway1 1/1 1 1 4m40s

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl -o wide
NAME READY STATUS RESTARTS  AGE IP NODE NOMINATED NODE READINESS GATES
gateway1-b9f8b4448-761hm  1/1 Running @ 4m48s  10.16.0.12  kube-ovn-worker  <none> <none>

0K Pod K IPRKIEY iptables HHK

$ kubectl exec gatewayl1-b9f8b4448-761lhm -c gateway -- ip address show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 060:00:00:00:00:00 brd 60:00:00:00:00:00
inet 127.08.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: net1@if13: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default gqlen 1000
link/ether 62:d8:71:90:7b:86 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 172.17.0.11/16 brd 172.17.255.255 scope global net1
valid_1ft forever preferred_1ft forever
inet6 fe80::60d8:71ff:fe90:7b86/64 scope link
valid_1ft forever preferred_1ft forever
17: ethe@if18: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1400 qdisc noqueue state UP group default
link/ether 36:7c:6b:c7:82:6b brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 10.16.0.12/16 brd 10.16.255.255 scope global eth®@
valid_1ft forever preferred_1ft forever
inet6 fe80::347c:6bff:fec7:826b/64 scope link
valid_1ft forever preferred_1ft forever

$ kubectl exec gatewayl1-b9f8b4448-761lhm -c gateway -- ip route show
default via 172.17.0.1 dev netl

10.16.0.0/16 dev ethd® proto kernel scope link src 10.16.0.12
172.17.0.08/16 dev netl1 proto kernel scope link src 172.17.0.11

$ kubectl exec gatewayl1-b9f8b4448-761lhm -c gateway -- iptables -t nat -S
-P PREROUTING ACCEPT

-P INPUT ACCEPT

-P OUTPUT ACCEPT

-P POSTROUTING ACCEPT

-A POSTROUTING -s 10.16.0.0/16 -j MASQUERADE --random-fully

N Gateway Pod NENENANANN

$ kubectl exec -ti gateway1-b9f8b4448-761hm -c gateway -- bash
nobody@gateway1-b9f8b4448-761hm:/kube-ovn$ tcpdump -i any -nnve icmp and host 172.17.0.1
tepdump: data link type LINUX_SLL2
tepdump: listening on any, link-type LINUX_SLL2 (Linux cooked v2), snapshot length 262144 bytes
06:50:58.936528 eth® In ifindex 17 92:26:b8:9e:f2:1c ethertype IPv4 (0x080608), length 104: (tos ©6x0, ttl 63, id 30481, offset 8, flags [DF], proto ICMP (1),
length 84)

10.16.0.9 > 172.17.0.1: ICMP echo request, id 37989, seq 0, length 64
06:50:58.936574 net1 Out ifindex 2 62:d8:71:98:7b:86 ethertype IPv4 (0x0808), length 104: (tos 6x@, ttl 62, id 30481, offset @, flags [DF], proto ICMP (1),
length 84)

172.17.0.11 > 172.17.8.1: ICMP echo request, id 39449, seq 0, length 64
06:50:58.936613 net1 In ifindex 2 62:42:39:79:7f:08 ethertype IPv4 (0x0800), length 164: (tos 6x@, ttl 64, id 267081, offset 8, flags [none], proto ICMP
(1), length 84)

172.17.0.1 > 172.17.0.11: ICMP echo reply, id 39449, seq 0, length 64
06:50:58.936621 eth® Out ifindex 17 36:7c:6b:c7:82:6b ethertype IPv4 (0x08008), length 104: (tos @x0, ttl 63, id 26701, offset @, flags [none], proto ICMP
(1), length 84)

172.17.0.1 > 10.16.0.9: ICMP echo reply, id 37989, seq 0, length 64

OVN Logical Router ENENENENENT

$ kubectl ko nbctl lr-policy-list ovn-cluster
Routing Policies
31000 ip4.dst == 10.16.0.0/16 allow
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31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 100.64.0.3
30000 ip4.dst == 172.18.0.3 reroute 100.64.0.2
30000 ip4.dst == 172.18.0.4 reroute 100.64.0.4
29100 ip4.src == 10.16.0.0/16 reroute 10.16.0.12
29008 ip4.src == Sovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.2
29000 ip4.src == Sovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.4
29000 ip4.src == Sovn.default.kube.ovn.worker_ip4 reroute 100.64.0.3

NNNNRRHMINNNRRERE . spec. replicas HHNNNNNE
$ kubectl scale veg gatewayl --replicas=2
vpcegressgateway.kubeovn.io/gateway1 scaled
$ kubectl get veg gatewayl
NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE READY AGE

gateway1 ovn-cluster 2 false macvlan Completed true 39m

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES
gateway1-b9f8b4448-761hm  1/1 Running 0 46m 10.16.0.12 kube-ovn-worker <none> <none>
gateway1-b9f8b4448-zd4dl 1/1 Running 0 64s 10.16.0.13 kube-ovn-worker2 <none> <none>

$ kubectl ko nbctl lr-policy-list ovn-cluster
Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 100.64.0.3

30000 ip4.dst == 172.18.0.3 reroute 100.64.0.2

30000 ip4.dst == 172.18.0.4 reroute 100.64.0.4

29100 ip4.src == 10.16.0.0/16 reroute 10.16.0.12, 10.16.0.13
29000 ip4.src == Sovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.2

29000 ip4.src == Sovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.4

29000 ip4.src == Sovn.default.kube.ovn.worker_ip4 reroute 100.64.0.3

WX PrimaryCNI {)

RER CNI NENANANRNREREREEE UnderlayNRNANRNRNRERE PrimaryCNI BNENEN Kube-OVN v1.17 KNENENANANAN KX CNI HEAvT chart BE
cni_conf .NON_PRIMARY_CNI=true Hv2 chart il cni.nonPrimaryCNI=true NNHEN Pod NiE ethe NNWXNRAKNN Multus attachment Bl VPC [N Kube-OVN [
NEKREN attachment ENAE NetworkAttachmentDefinition RENN Kube-OVN RENR attachment REK VPC RENREKAEND CNI BEN

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gateway-primary-cni
namespace: default
spec:
vpc: ovn-cluster
replicas: 1
externalNetworkMode: PrimaryCNI
internalSubnet: gateway-internal
policies:
- subnets:
- workload-subnet
snat: true

PrimaryCNI RERNAN CNI BNERERNENE NAT B raw BNENOVN RERN attachment [ IP RENEANERUANERE status.internalIPs Ul CNI Pod IP RERENNENER
status.externalIPs 0IPv4 SNAT [l IPv6 NAT66 HRKENEN attachment HERE ethe WANENK

NEREN snat NEN false WHNENKNENENENE VPC ENENANPrimaryCNI BRENE externalSubnet Wl externallIPs il externalIPPool HBGPREVPNHselectorsli
bandwidth [l observability ENENEN externalNetworkMode NENENAN Attachment NENENENENE externalSubnet i

0¥ Egress Gateway IP HHKKN
NERE externalIPs N nodeSelector [NEN Egress Gateway Pods N Egress IP NENENENE

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gatewayl
namespace: default
spec:
vpc: ovn-cluster
replicas: 2
externalSubnet: macvlani
policies:
- snat: true
subnets:
- ovn-default
externallIPs:
= 1727170, 16)
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- 172.17.0.11
nodeSelector:
- matchLabels:
kubernetes.io/hostname: kube-ovn-worker

NEMNEN 1P HEUNAKNENN internalIPPool N externalIPPool HUNHN IPPool KHEIPPool HNHKNANN internalSubnet ¥ externalSubnet NHNHHNANNHNNEN
internalIPs K externalIPs KHHEN

spec:
internalIPPool: veg-internal
externalIPPool: veg-external

i BFD BN

BFD HEKEN VPC K BFD LRP RUINENKENE VPC RUINE BFD PortiNENEN

apiVersion: kubeovn.io/v1
kind: Vpc
metadata:
name: vpcl
spec:
bfdPort:
enabled: true
ip: 10.255.255.255
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: subnet1
spec:
vpc: vpcl
protocol: IPv4
cidrBlock: 192.168.0.0/24

Nl BFD Port NMHKE OVN LR NENKENENKEN BFD K LRPK

$ kubectl ko nbctl show vpcl
router Oc1d1e8f-4c86-4d96-88b2-c4171c7ff824 (vpcl)
port bfd@vpc1
mac: "8e:51:4b:16:3c:90"
networks: ["10.255.255.255"
port vpcl-subneti
mac: "de:c9:5c:38:7a:61"
networks: ["192.168.8.1/24"]

NEKNE VPC Egress Gateway il .spec.bfd.enabled NEN true NEMNENAN

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gateway2
namespace: default
spec:
vpe: vpcel
replicas: 2
internalSubnet: subnetl
externalSubnet: macvlan
bfd:
enabled: true
policies:
- snat: true
ipBlocks:
- 192.168.0.0/24

Wi VPC Egress Gateway i

$ kubectl get veg gateway2 -o wide

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE READY INTERNAL IPS EXTERNAL IPS WORKING
NODES AGE

gateway2  vpcl 2 true macvlan Completed true ["192.168.0.2","192.168.0.3"] ["172.17.0.13","172.17.08.14"] ["kube-ovn-
worker", "kube-ovn-worker2" ] 58s

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gateway2 -o wide

NAME READY STATUS RESTARTS  AGE IP NODE NOMINATED NODE READINESS GATES
gateway2-fcc6b8b87-81gvx 1/1 Running 0 2m18s 192.168.0.3 kube-ovn-worker2 <none> <none>
gateway2-fcc6b8b87-wmwwo 1/1 Running 0 2m18s 192.168.0.2 kube-ovn-worker <none> <none>

$ kubectl ko nbctl lr-policy-list vpcl

Routing Policies
29100 ip4.src == 192.168.0.0/24 reroute 192.168.0.2, 192.168.0.3
29090 ip4.src == 192.168.0.0/24 drop
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$ kubectl ko nbctl list bfd

_uuid : 223ede10-9169-4c7d-9524-a546e24bfab5s

detect_mult : 38

dst_ip : "192.168.0.2"

external_ids : {af="4", vendor=kube-ovn, vpc-egress-gateway="default/gateway2"}
logical_port : "bfd@vpcl”

min_rx : 1000

min_tx : 1000

options : {}

status T up

_uuid : b050c75e-2462-470b-b89c-7bd38889b758

detect_mult 2

dst_ip : "192.168.0.3"

external_ids : {af="4", vendor=kube-ovn, vpc-egress-gateway="default/gateway2"}
logical_port : "bfd@vpc1”

min_rx : 1000

min_tx : 1000

options : {}

status T up

Al Pod [l BFD WX

$ kubectl exec gateway2-fcc6b8b87-8lgvx -c bfdd -- bfdd-control status
There are 1 sessions:
Session 1

id=1 local=192.168.0.3 (p) remote=10.255.255.255 state=Up

$ kubectl exec gateway2-fcc6b8b87-wmwwé -c bfdd -- bfdd-control status
There are 1 sessions:
Session 1

id=1 local=192.168.0.2 (p) remote=10.255.255.255 state=Up

MUNN

VPC BFD PORT
il il il
enabled boolean i
ip string N
nodeSelector object i
nodeSelector.matchLabels dict/map i
nodeSelector.matchExpressions object array N
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] il

KM BFD Portl true

BFD Port X 1P KUK 169.255.255.
NEXENEREREEY IPv6 B fdff::1 /
P 169.255.255.

NERENE BFD Port RER -
NEXEREREBFD Port Il
NERENERENEREREN
OVN HA Chassis
Groupllili Active/
Backup KHNKAN
Active NEXENEREN
nodeSelector}l
Kube-OVN RHARRKAN
NERENEREN

kubectl ko nbctl
list
ha_chassis_group
NNHNNEE OVN HA
Chassis Group 0l

NENENERENERE -

NEXENERENERE -
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VPC EGRESS GATEWAY

Specll
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il

vpc

replicas

prefix

image

externalNetworkMode

internalSubnet

externalSubnet

externalNetworkMode

internalIPs

externalIPs

internalIPPool

string

integer/int32

string

string

string

string

string

string

string array

string array

string

L

NHN

i VPC Rilovn-
clusterll

Attachment

VPC RENHKE

Attachment
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L]

VPC HEN

NEXE

NANN Deployment
NRENEARERE

NENN Deployment
HUERER

NEHMRHNE
Attachment N
externalSubnet
NRMRENE
PrimaryCNI HH
Pod [l CNI &l
ethe HNNE Multus
attachment JEEN
Kube-OVN KN

i VPC NENENKNE
NEXENERENERE

PRt
Attachment HNXRK
il externalSubnet
NRHHRRER
PrimaryCNI HN
Pod RERNAKREAKRNA
NENNEPrimaryCNI
NERENE externallP/
externallPPool/
BGP/EVPN/
selectors/
bandwidth/
observabilitydliE
N CNI EXRNNE

MR VPC NREXE IP K
NENN 1Pv6 HXNENEY
1P NRXNENRENENRENE
]

<replicas> + 1
NEREAERNAN Pod BN
NHMNENEY

NRXRENERR 1P RRENE
1Pv6 BNRNREN 1P BX
NEMNENRE NN REXEY
<replicas> + 1
NERENEREAN Pod BN
NRMNENRY

NRMNENRNN IPPool
NERIPPool RERER
internalSubnet
NRMRENE

5.2.3 BURN

vpcl

veg-

docker.io/kubeovn/
kube-ovn:v1.14.0-
debug

PrimaryCNI

subnet1

extl

PrimaryCNI

10.16.0.101 /
fdee::11 /
10.16.0.101,fde0: :

109.16.08.101 /
fdee::11 /
10.16.0.101,fde0: :

veg-internal
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Jubidil

il

externalIPPool

bfd

policies

selectors

nodeSelector

trafficPolicy

podAntiAffinity

priorityClassName

bandwidth

bandwidth.ingress

bandwidth.egress

string

object

object array

object array

object array

string

string

string

object

integer

string

integer

string

L

Cluster

Required

L]

internalIPs KN
i

NRMNENREN IPPool
NERIPPool AXRNA
externalSubnet
NRMRENE
externalIPs NHY
N

BFD [

Egress KHMKK
selectors HUNKK

¥ Namespace
Selector [l Pod
Selector i
Egress KHNXREN
Pod RN SNAT/
MASQUERADEEN
N policies HHHNN

NRRRNANE AR ERREN
lDeployment/
PodREANERNERRENE

NRWE Cluster /
Local NNEN BFD §
W NAN Local EN
Egress KHNXRHNKAR
Nl VPC Egress
Gateway NHNENENE
N VPC Egress
Gateway HNERKEN
Egress HENKRENMALN

Pod RERKAR
Required NHNNKHN
NERENERENE AR REREE
Preferred NHUNE
NERENERE AN RRR
Preferred WJ
Required NN Pod
NEREAR

HNUE Pod B
PriorityClass HHEN
BNEERNEEY Pod BN
i

NEXENERE NN R RN R

HUENERN VPC HERN
L0

¥ VPC HYBNENENEN
L

5.2.3 BURN

veg-external

Local

Preferred

high-priority

1024 / 16i

1024 / 1Gi

NERNENEAKENEN Mbps BEEN MEMiK G B 6i BNE quantity BRERN bit/sHAKRKENEN MbpsURNE 16em B 1eeMi B 16 ¥ 161 HAKEK 100410501000 { 1074 Mbpsl
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RENENENENRRRRAE 9223372036854 MbpsHNRNANNENENENENENRNANRE R RERERERERENENARARNENENE ingress B egress HNENENENENENRNRNHNRENEN

spec:
bandwidth:
ingress: 1024
egress: 16i

A renmsmn

HNREREEENNERREEANEE AN ERREEY quantity BERKEENEEEN Mbps EX

kubectl apply -f "https://raw.githubusercontent.com/kubeovn/kube-ovn/${KUBE_OVN_VERSION}/charts/kube-ovn-v2/crds/kube-ovn-crd.yaml"

NEREO M 9223372036854 RENKNHNERNAKNL Mbps RNANEN Kube-OVN RENHNENE vpc-egress-gateways . kubeovn.io CRD NHNENHNENE x-kubernetes-int-or-
string: true NHHMXAHMKANN

Helm REAN Chart 8 crds/ HERN CRDENE kube-ovn-v2 Chart BEENEE KUBE_OVN_VERSION RERNERNEN Kube-OVN EREENEANENNENNANENNENE CRD bundlell

BFD XK

il
enabled

minRX

minTX

multiplier

Egress WXl

il

snat

ipBlocks

subnets

]

boolean

integer/int32

integer/int32

integer/int32

L]

boolean

string array

string array

L]

L
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il

false

1000

1000

i

false

il
URNE BFDY

BFD minRX [l
Hmslii

BFD minTX Il
Hmslii

BFD multiplier 0

il

WRKE SNAT/
MASQUERADEX

UENE Gateway Il IP
NERKEN 1Pv6N

WAKN Gateway Il
VPC WARERNE IPve
NERRERER

]

true

500

500

L]

true

192.168.08.1 /
192.168.0.0/24

subnet1
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Selectorsl

NRENRY

Statusll

il il i
namespaceSelector object i
namespaceSelector.matchLabels dict/map I
namespaceSelector.matchExpressions object array ]
podSelector object ¥
podSelector.matchLabels dict/map I
podSelector.matchExpressions object array ¥

il il N i
matchlLabels dict/map i -
matchExpressions object array i -
matchFields object array I -
il i il

ready boolean Gateway HNKHN

phase string Gateway HHNHN
internalIPs string array M¥ VPC MXNER [P BEN
externalIPs string array NARNHMAEN |P BNE
workload object NNNHKEER
workload.apiVersion string NAKN AP1 RER
workload.kind string NNNHKEER

workload.name string HANNEER
workload.nodes string array PR DD

conditions

object array -

¥ PDF .-;!.- Slack

Support
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]

true

il

Namespace HNRKK
NRRARRN
Namespacell

MRNENENENENE
HRNENENENENE

Pod BNERNKRREREE

Pod¥

PR

MRENHENENEEN
il il
HRNNHERENEER -
MRENHNRENENE -
HRNNHERENEER -

Pending / Processing / Completed

apps/v1

Deployment

gateway
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5.3 VPC Egress Gateway NN

5.3 VPC Egress Gateway HNAN

VPC Egress Gateway HNENENE Pod NENENENANAN sidecarlll sidecar NANAKNENENENENEANEN conntrack NAT RENENENE NAT BRERERENENENENAENENENENENENENRNRNE

i

5.3.71 NHKHENHNE

« observer [ill restartable init containerfiliN Kubernetes 1.29 MRAKNENEN SidecarContainers NENHNANANANAN Deployment HENEN dry-runddl API Server
NERN restartable init REARARERNAREREANERERNANE observerlERN ObservabilityConfigured=False NAREREANERERNAREREANERERNAREREANERERNERERE

observer RENHKNANNAKNE

* MMM spec.observability HENNHENNNKN vpc-egress-gateways.kubeovn.io CRDNHelm NRXHXNAKKN CRDNXENNK CRD NNAKNNAN Kube-OVN REENN CRDR

« conntrack HNENEN Pod ENENENAN NET_ADMIN HRE observer binary Nl CAP_NET_ADMIN file capabilitylENENH security context KN NET_ADMIN WX
capability bounding setll allowPrivilegeEscalation NENENENE file capability BN root launcher I exec HEREREobserver B UID B GID 65534 KNENENAND

capabilityWINENERNERER

* Prometheus Operator HENAKNEN ServiceMonitor CRD RREKNENHKNEN

5.3.2 UNENNE
ERNREERNEENNEE JSON NEHY

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gatewayl
namespace: default
spec:
vpc: ovn-cluster
replicas: 2
externalSubnet: macvlani
policies:
- snat: true
subnets:
- ovn-default
observability:
resources:
requests:
cpu: 20m
memory: 64Mi
limits:
cpu: 200m
memory: 256Mi
interfaceMetrics:
enabled: true
conntrack:
metrics:
enabled: true
log:
enabled: true

events: [start, end]

rateLimit:

recordsPerSecond:

burst: 1000
filters:
include: []
exclude: []
serviceMonitor:
labels:

monitoring: platform

annotations: {}

resources HNENENEobserver il request B 26m CPU N 64Mi HERIimit @ 20em CPU I 256Mi WHN interface-only ENENANANANANNENENENE 20mMiB REREKE request

ll conntrack cache HERNHNNNARKNN

NERENENERARARARNE ConfigMap RERERERENENANRfilter ¥ rate limit HENAKAK Pod RNANANANKEREREN Deployment HUKN PodX

* HUNHNRENN
* HUNHNRKHREN

*ll observability.resourcesll

* HYNHNREHREN
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https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/

5.3.3 1K

RERENENConfigMap K Service RENENRNANANARNENE conditionlXHNEN observer RElvolume BRENHNEHNANANAKANANRERERENENENARARARAENENENE Pody
NRNNENRENARNNARREN /kube-ovn/vpc-egress-gateway-observer flauncher BENAE sleep infinity ENAEK binary RRNENAKNANYN observer RRXNENRKNAN
CAP_NET_ADMIN file capabilityXNENENANANAN conntrack KNENENENANANANA

5.3.3 kK

observer l TCP il 10666 [NH /metrics Wl /healthz Hobserver HiNHN Prometheus registryllilll go_* il process_* N promhttp_* HXAKAKNENE
namespace [l name Nl pod N node HHNNN

NERENENiveness probe NAKAKNE observer binaryilil loopback il /healthz [l observer BNANANANN Pod KRKNKNENENENENENENY observer binary HiE sleep
infinity ARRNENEANE
NENE

Nl scrape BNE /proc/net/dev RERNANEobserver RERNE scrape REN Pod network-status annotation ERERNANE Multus BREARERENEANEREARER

il NRRA L]

kube_ovn_vpc_egress_gateway_interface_rx_bytes_total interface [l type NHNKRE
kube_ovn_vpc_egress_gateway_interface_tx_bytes_total interface }l type NNNRRR
kube_ovn_vpc_egress_gateway_interface_rx_packets_total interface [l type NHNKRE
kube_ovn_vpc_egress_gateway_interface_tx_packets_total interface ll type NNNRRR
kube_ovn_vpc_egress_gateway_interface_drops_total interface ll type l direction NHNKRE
kube_ovn_vpc_egress_gateway_interface_errors_total interface ll type l direction NNNRRAR

type BHM internal W external l direction ¥ rx K tx U

Conntrack Kl

Conntrack FEREN 1P BREANEREANEREREARER

il NRKE il
kube_ovn_vpc_egress_gateway_conntrack_nat_flows_active address_family ll protocol [l NN NAT REEN conntrack table
nat_type dump RERERERERER
kube_ovn_vpc_egress_gateway_conntrack_nat_flows_started_total address_family ll protocol [l observer NRENNAN NAT NNRENN
nat_type
kube_ovn_vpc_egress_gateway_conntrack_nat_flows_ended_total address_family ll protocol [ MUNE NAT REHNNERR
nat_type
kube_ovn_vpc_egress_gateway_conntrack_nat_packets_total address_family Nl protocol il conntrack accounting ANARAN
nat_type N direction MNNNK
kube_ovn_vpc_egress_gateway_conntrack_nat_bytes_total address_family Nl protocol ll conntrack accounting HNEKEN
nat_type l direction MNNNK

address_family N ipv4 K ipvé NKE protocol BH tcp B udp Bl sctp M icmp ¥ icmpve NRRANENENN other Hl nat_type K snat K dnat ¥ snat_dnat i
direction W original W reply Nl

NRWKNN kube_ovn_vpc_egress_gateway_observability_* HNRARNNRRNNRANNRAENNRENconntrack HENRANcache NEHNNRHNNNNENNNNNNAKKNN conntrack
accounting NXHHNNNNNNANNNE /metrics MXRHNKAENXHHMNKEALN
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5.3.4 ServiceMonitor Hi

5.3.4 ServiceMonitor KN

NRHENRANRRANKN AR REENRAENN publishNotReadyAddresses: true [l headless Servicellllll targetPort H 10666 NXHUINNHNNNNKNNAKN ServiceMonitorll
observability.serviceMonitor NHXK label i annotation REAK ServiceMonitor NEENNRKNNARKNNN selector labelll

Wi ServiceMonitor CRD ENNENANNAN ServiceMonitorReady=False HENENHCRD NANREKNENAKN ServiceMonitorlill condition ENANK Ready condition HREKN

5.3.5 JSON KR
NEXX JSON Lines NEMKE observability KXEMNHXRENNENHNXHNNENXENRENEEN
kubectl logs -n default <gateway-pod> -c observability

vl schema il start  end RURURENENAND conntrack update NENENANANA

{"schemaVersion":"v1", "timestamp":"2026-08-05T03:40:00Z", "event":"end", "conntrackID" :2471802592, "zone" :0, "namespace" : "default”, "name" : "gateway1", "pod":"gateway1
rox8m", "node" :"worker-1", "addressFamily" :"ipv4", "protocol” :"tcp", "protocolNumber" :6, "natType":["snat"], "original”

{"sourceIP":"10.16.08.25", "sourcePort":42136, "destinationIP":"203.0.113.10", "destinationPort" :443}, "translated":

{"sourceIP":"172.17.8.11", "sourcePort":42136, "destinationIP":"203.0.113.10", "destinationPort" :443}, "counters":

{"originalPackets":8, "originalBytes":624, "replyPackets":7, "replyBytes" :591}}

RUREN other RURM protocolNumber HREN IP HEKA natType RENENENAKANANN dnat B snat Bconntrack accounting HENRNR counters [ilobserver NENA

nf_conntrack_acct [l

observer §l dump K conntrack table [lll conntrack RRENN NAT NEXNN active-flow NEN cachelMURENNE start NiKcache Nl 65,536 Hilinetlink KX channel i
NNHNNNAKEN 4,096 RRNNRENN consumer KNRARKRARNNRENNRRENNAENNEE conntrack HEK

ARRNENEARENE NAT BRNERERNANERE Pod NENER 100 AREREANANERE 1,0000EREANENE best-effort REAKRNHARRNENEANE

5.3.6 WHK Filter

A include 1 exclude NENEARRNENEANNAT AREREAREANE tuple BERERNANEREAN OR BRERNENEARANENE AND BREANERENNAN OR EREexclude BREAN include BREN include B
NN NAT HK

NURNERERKENE NN ERENERNEN 10.16.0.0/16 HNHEK 80 K 443 N TCP SNAT HNMENHNHNKENEN 192.0.2.0/24 WRN

spec:
observability:
conntrack:
log:
enabled: true
filters:
include:
- protocols: [tcp]
natTypes: [snat]
original:
sourceCIDRs: [10.16.0.0/16]
destinationPorts:
- start: 80
end: 443
exclude:
- translated:
destinationCIDRs: [192.0.2.08/24]
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5.4 Egress Gateway BGP ¥ EVPN KX

5.4 Egress Gateway BGP Il EVPN [}

A  nnen

BGP [ EVPN XMk NN HH R RN N KRN KNS N ERE R REREE
NERENERER

* [NUN L3VPNENKAE L2VPN
+ HEX FRR BREAREREENER Podd
* Ik BGP BFD

5.4.1 K

VPC Egress Gateway KiNi BGP il EVPN/VXLAN RUANERENNANERNANERE Egress Gateway Pod Ml FRREFree Range RoutingliNENE BGP § EVPN RERKANENE

Gateway [l init HENAN BgpConf [l EvpnConf HNAKNE FRR KN

il BGP HiEgress Gateway HilX BGP BREINNENNHANEENEANNENNENN EVPN ERinit NUEN Pod NEE Linux VRFEbridge £ VXLAN BHEAN L2VPN EVPN HENNERIEIN

VXLAN ERENEN Egress Gateway Pod BllKubernetes NENENENENYN Genevell

I NAKNENRKNE BGP BNAKNANND kube-ovn-speaker il Pod/0k/Service BHRKN

5.4.2 NNAN
EN BGP/EVPN HERRAERREE VPC Egress Gateway NEEERRAE Multus-CNI HRRE

NENHNHNENY BGPENENEN EVPNENRNANANNNNENE BGP BNE

5.4.3 HHRK
N BgpConf [l

BgpConf BANERNERNMENEEN BGP HREENHEN

apiVersion: kubeovn.io/v1
kind: BgpConf
metadata:
name: bgp-conf-6502
spec:
localASN: 65002
peerASN: 65001
neighbours:
= 18Es1 o7
holdTime: 90s
keepaliveTime: 3@s
connectTime: 10s
ebgpMultiHop: true

ANEENEANNEN AS KE 650020HK AS K 65001 i BGP HEENNEKK 10.0.1.THEENN EBGP Multi-Hopli

WK EvpnConf Kl

EvpnConf RENNENKEANKENEE EVPN HMREVpnConf MK BgpConf NUHNKENNHNNEENHIN

apiVersion: kubeovn.io/v1
kind: EvpnConf
metadata:

name: evpn-conf-1016
spec:

vni: 1016

routeTargets:

- "65000:1016"
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5.4.3 BURN

NEMNMEREN VNI 1016 B EVPN E¥NRoute Target il 656006:1016 [

{NXX BGP/EVPN [ VPC Egress Gateway
NEEN VPC Egress Gateway RNAN NetworkAttachmentDefinition BNHRERAR

WNK VpcEgressGateway N .spec KHH bgpConf W evpnConf NXHHMXRAKNXHHNNKAN

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gatewayl
namespace: default
spec:
vpc: ovn-cluster
replicas: 1
externallPs:

- 10.0.1.13
internallPs:

- 10.16.0.13
externalSubnet: macvlani
bgpConf: bgp-conf-6502
evpnConf: evpn-conf-1016
policies:

- snat: false

subnets:
- ovn-default

- snat: false

ipBlocks:
- 10.17.0.0/16

NERENERARARE BGP B EVPN i VPC Egress GatewayliGateway Pod NARN FRR EXENE BGP EVPN NRARNENENENENENE VXLAN RRARNENENENE BGP/EVPN KHENENE
snat HEN falsell

NEN BGPNANK EVPNE

KUKWNE BGP BNENRNRNEN EVPN/VXLANRENEN bgpConf KNENEN evpnConf HUNKNEN FRR EKEN BGP IPv4 Unicast KNENENENE

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:

name: gateway-bgp-only

namespace: default
spec:

vpc: ovn-cluster

replicas: 1

externalSubnet: macvlani

bgpConf: bgp-conf-65062

policies:

- snat: true
subnets:
- ovn-default
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5.4.4 NNAK

BgpConf

il
localASN
peerASN
routerId
neighbours
password

holdTime

keepaliveTime

connectTime

ebgpMultiHop

EvpnConf

il

vni

routeTargets

VpcEgressGateway Kl

]

uint32

uint32

string

string array

string

string

(duration)

string

(duration)

string

(duration)

boolean

uint32

string array

=
'

X false

0

HH AS R

HE AS X

BGP Router DNl
BGP B8 IP BREEE
BGP HAXNE

BGP Hold &l

BGP Keepalive [l
b

BGP HRHXEN

NRKEN EBGP Multi-
Hopll

il

VXLAN Network
Identifierll

NENENENE Route
Target [{K

HEENE VpcEgressGateway . spec [ BGP/EVPN REGRHRER VpcEgressGateway BUININE Egress Gateway BENINANEIRE

il R i el
bgpConf string i -
evpnConf string ¥ -
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NAK BgpConf HAN
WNKENNE Egress
Gateway Nl
BGPU

AR EvpnConf KR
NERRRAER

bgpConf KRHKKN
Egress Gateway Il
0K EVPN/VXLANE

5.4.4 RNRN

]

65002

65001

10.0.1.13

10.0.1.1

secret

90s

30s

1@s

true

1016

65000:1016

L]

bgp-conf-6502

evpn-conf-1016
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5.5 VPC NAT ENEN Service

5.5 VPC NAT RHNX Service

VPC NAT RERENEKND nftables Il Kubernetes Service 0l DNATEREKAK Service il EndpointSlicelNARNENENEVIPRENENE hairpin SNATE LoadBalancer Service Bl
EIP KNAVPC ENUAKE Service I ClusterlP K

HHNENRNE
5.5.1 NHKK
OBt
N il HEN
--enable-gw-nftable-1b-svc NE EIP [ LoadBalancer Service NHNHEN false
--enable-gw-nftable-svc-cluster-ip NRKNNAKNN Service ClusterlP false

NHMNMNK ENABLE _GW_NFTABLE_LB_SVC K ENABLE_GW_NFTABLE_SVC_CLUSTER_IP NHelm v1/v2 HXEN func.ENABLE_GW_NFTABLE_LB_SVC /
features.enableGwNftablelLoadbalancerService ¥ func.ENABLE_GW_NFTABLE_SVC_CLUSTER_IP/ features.enableGwNftableServiceClusterIpll

+ --enable-gw-nftable-svc-cluster-ip N --enable-1b NNRHENNKKNN ClusterlP RRAN
* --enable-gw-nftable-1lb-svc l --enable-1b-svc NNKKEHNENNNN LoadBalancer Service KKHHN
* MNENENENENENENENENANE EIPXE OVN LoadBalancer Kl Cluster|PX

+ --enable-1b-svc NiN --enable-1b K Cluster|P HNAXNHNREKALN

NER --enable-nftable-1lb-svc WHNAN true HNHNENERNENERNENENERNENERKENENERNE controller ERUNNRNENY Helm valuesk

5.5.2 [l Service

LoadBalancer Service HRHNNEN EIPRClusterlP Service NNENRHKN

apiVersion: vi
kind: Service
metadata:
name: web
annotations:
ovn.kubernetes.io/vpc_nat_gw: gwl
ovn.kubernetes.io/eip: eip1 # LoadBalancer Service
spec:
type: LoadBalancer
selector:
app: web
ports:
- port: 80
targetPort: 8080
protocol: TCP

RUNENENANAN status.loadBalancer.ingress HAdmission KK EIP RNANAN ReadyRRARAN EIP RERENENENANANANAN EndpointSlice KNENE Ready RAXNENENENENE
Pod [l Multus BRRENNENARNEN EndpointSlice HEN

IptablesDnatRule B type: share NN RHHNE NG HNENNERKHNENERKENERKENENERNENE K ENENE RN

kubectl get iptables-dnat-rules -1 ovn.kubernetes.io/nftable-1b-svc-name=web

kubectl -n kube-system exec <vpc-nat-gw-pod> -- nft list table ip kube-ovn

kubectl -n kube-system exec <vpc-nat-gw-pod> -- ip -4 addr show dev lo label lo:ko-vip
kubectl ko nbctl lr-policy-list <vpc>

5.5.3 HHMEKN

« {E EIPKENMARENENER ServicellNHN webhook HER
* Service Nl EIP RUXHNENENENE Service BREKHNNNEN EIPY

« NER EIP REARERENNANEREANERE ServiceNUANER EIP RE annotation RRHNEAKENNARRNENNANVIP ERNloopback HXE finalizerl
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* ovn.kubernetes.io/vpc_nat_gw ¥ ovn.kubernetes.io/service_external_ip_from_subnet KHENXRENN Service NXHUNNHKN

« NERERNARER Service MNERERANAN finalizerAKENEN webhook RERNANE EIP [ Cluster!P REARRN

* WK IPv4UTCP/UDP I Cluster HEREREREXENENENENANANNENENENENENE

* ClientIP NENENRNEYN VIP RERNRNRERENE VPC NRUXHNEN
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5.6 VPC QoS

Kube-OVN lEIE QoSPolicy CRD HENE VPC HNAKAKNENE

5.6.1 KNNKN

QoSPolicy B priority ERNNEREENNERNERNENNENENERNED QoS HNKENHENNERNENNEENEENNERNEINERNEENY

NHMNMNNE
il NRMAN H
EIP QoS 1 NENENENENERENE EIP HER
NATGW [NEN QoS 2 WEKE NATGW HEN 1P XEN
NATGW net1 lill QoS 3 NHNENENENERENE RN RS
KRN

* shared=false K QoS HUNKHENN shared=true NXHUNKXANKNHHNNRADNNANKN
« EIP MK QoS HUNNKKN NATGW NN QoS

5.6.2 EIP QoS

¥ EIP RNAREREAN 1MbpsHERER 10NE shared=false ARENE QoSPolicy BANEN EIP HERNANERE QoSPolicy BAN QoS A

QoSPolicy NRENE

apiVersion: kubeovn.io/v1
kind: QoSPolicy
metadata:

name: qos-eip-example
spec:

shared: false

bindingType: EIP

bandwidthLimitRules:

- name: eip-ingress
rateMax: "1" # Mbps
burstMax: "1" # Mbps
priority: 1
direction: ingress
name: eip-egress
rateMax: "1" # Mbps
burstMax: "1" # Mbps
priority: 1
direction: egress

IptablesEIP NHKKA

kind: IptablesEIP
apiVersion: kubeovn.io/v1
metadata:

name: eip-1
spec:

natGwDp: gwl

qosPolicy: qos-eip-example

.spec.qosPolicy NENHNHHNNNKHHNHHMNNK

5.6.3 NHKAE QoS X EIP
0N label RHXNNHEN qos K eiph

# kubectl get eip -1 ovn.kubernetes.io/qos=qos-eip-example
NAME IP MAC NAT NATGWDP READY
eip-1 172.18.11.24 00:00:00:34:41:0B  fip  gwl true
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5.6.4 VPC NATGW net1 il QoS

% VPC NATGW [ net1 BNUEREENNERNE 10MbpsiXNER 3EHE shared=true NUENE QoSPolicy NNERNENNEENEINNENNENNE QoSPolicy HHIN

QoSPolicy REHNN

apiVersion: kubeovn.io/v1
kind: QoSPolicy
metadata:

name: gos-natgw-example

spec:

shared: true

bindingType: NATGW

bandwidthLimitRules:

- name: netl-ingress
interface: net1
rateMax: "108" # Mbps
burstMax: "18" # Mbps
priority: 3
direction: ingress

- name: netl-egress
interface: netl
rateMax: "10" # Mbps
burstMax: "10" # Mbps
priority: 3
direction: egress

VpcNatGateway HEREN

kind: VpcNatGateway
apiVersion: kubeovn.io/v1
metadata:

name: gwl
spec:

vpc: test-vpc-1

subnet: net1

lanIp: 10.0.1.254

qosPolicy: qos-natgw-example

selector:

- "kubernetes.io/hostname:

- "kubernetes.io/os: linux

kube-ovn-worker"

.spec.qosPolicy NKKNHHNNNKNHHHNNN

5.6.5 net1 HENKEK QoS

2 net1 BRENNERNEENNENNE SMbpsEREED 2800 shared=true HHENN QoSPolicy BIBANEENEINNENNENNE QoSPolicy HHIN

QoSPolicy REHNN

apiVersion: kubeovn.io/v1
kind: QoSPolicy
metadata:

name: gos-natgw-example

spec:

shared: true

bindingType: NATGW

bandwidthLimitRules:

- name: netl-extip-ingress
interface: net1l
rateMax: "5" # Mbps
burstMax: "5" # Mbps
priority: 2
direction: ingress
matchType: ip

matchValue: src 172.18.11.22/32

- name: netl-extip-egress
interface: net1l
rateMax: "5" # Mbps
burstMax: "5" # Mbps
priority: 2
direction: egress
matchType: ip

matchValue: dst 172.18.11.23/32

VpcNatGateway HEREN

kind: VpcNatGateway
apiVersion: kubeovn.io/v1
metadata:

name: gwl
spec:
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vpc: test-vpc-1

subnet: net1

lanIp: 10.0.1.254

qosPolicy: gqos-natgw-example

selector:
- "kubernetes.io/hostname: kube-ovn-worker"
- "kubernetes.io/os: linux"

5.6.6 NHKNN QoS I NATGW
N¥ label WHNENUEN qos K eipll

# kubectl get vpc-nat-gw -1 ovn.kubernetes.io/qos=qos-natgw-example

NAME VPC SUBNET LANIP

gwl test-vpc-1 netl 10.0.1.254
5.6.7 KK qos KK

# kubectl get qos -A

NAME SHARED BINDINGTYPE

qos-eip-example false EIP

gos-natgw-example true NATGW

* HHENNERKEAN QoS NUKKHENNE QoS KRNHANKKNKEN QoS N EIP  NATGWRNHNNE spec.qosPolicy HN
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5.7 WK VPC HNNMNE

Kubernetes Kl Service RERERENENENEN NEKNAKE VPC RERN X Service KNENENRNRNHNRUREN

1. Service IP REXRNRENNENEN VPC MRMRENRE
2. WREXENENEN RN RN RNRER 1P REX

NERNENEANKube-OVN B 1.11 BX SwitchLBRule CRDANERERNANE VPC ANERENNENER

SwitchLBRule NENRNENRNANAN VPC HRENENKNENE

5.7.1 Selector NHRKNHNMHK
NN selector NNNN label KHHK pod XRAHHNNNNNK
SwitchLBRule HHKNK

apiVersion: kubeovn.io/v1
kind: SwitchLBRule
metadata:
name: cjh-slr-nginx
spec:
vip: 1.1.1.1
sessionAffinity: ClientIP
namespace: default
selector:
- app: nginx
ports:
- name: dns
port: 8888
targetPort: 80
protocol: TCP

+ selector, sessionAffinity N port HUREN Kubernetes Servicell
+ vip RENRKRREN 1P XA
* namespace [l selector HEN Pod REENRAN

Kube-OVN HEX switchLBRule HRERN Pod R Pod Ki VPC RERANEN L2 LBE

5.7.2 Endpoints NNNMHKKNK

N¥ endpoints ENMANENENMENENUANENE selector NNENMNNENKNMANENUNNENEN kubevirt NHN vm W

SwitchLBRule HHKNK

apiVersion: kubeovn.io/v1
kind: SwitchLBRule
metadata:
name: cjh-slr-nginx
spec:
vip: 1.1.1.1
sessionAffinity: ClientIP
namespace: default
endpoints:
- 192.168.0.101
- 192.168.08.102
- 192.168.0.103
ports:
- name: dns
port: 8888
targetPort: 80
protocol: TCP

sessionAffinity N port WNNXN Kubernetes Servicell

vip HENRMKEEN 1P BEN

namespace HNNNNNKKRRHNNN

endpoints KXHHHNN 1P HHX
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NNNKEEN selector W endpoints, NEHHN selector MMM

5.7.3 NHHN

OVN NX IPv4 RNXEMNENRENRENENN MEMNENRENNENRENRERENNE N RN RE N R RN N E IR NN KRN

[Health Checks](https://www.ovn.org/support/dist-docs/ovn-nb.5.html)

5.7.3 NBRN

W8 ovn HUNNRNENHNMNNN SwitchLBRule WNNNXKHHEN SwitchLBRule HHHENNEN VPC ¥ subnet HHENNNNEK vip NXNHNEXMNNEKE ip_port_mappings N

load_balancer_health_check HNNHHHNRHKNN

* UNEE vip RUNNERE subnet NHNMRKENHAN subnet RUNNENERNHNERMHNENMRNEN SwitchLBRule HNHHNHNHNN

* NUNRENY Selector HENHMNHMKEN

NXRENREE

root@server:~# kubectl get po -o wide -n vulpecula
NAME READY STATUS RESTARTS AGE IpP

NODE NOMINATED NODE

nginx-78d9578975-f4qn4 1/1 Running 3 4d16h 10.16.0.4  worker <no
nginx-78d9578975-t8tm5 1/1 Running 3 4d16h 10.16.0.6  worker <no

# slr
root@server:~# cat << END > slr.yaml
apiVersion: kubeovn.io/v1
kind: SwitchLBRule
metadata:
name: nginx
namespace: vulpecula
spec:
vip: 1.1.1.1
sessionAffinity: ClientIP
namespace: default
selector:
- app: nginx
ports:
- name: dns
port: 8888
targetPort: 80
protocol: TCP
END
root@server :~# kubectl apply -f slr.yaml
root@server:~# kubectl get slr
NAME VIP PORT(S) SERVICE
vulpecula-nginx ToToToil 8888/TCP  default/slr-vulpecula-nginx

NNNRK subnet NNK vip NNNHHN

# vip

root@server :~# kubectl get vip
NAME NS V4IP MAC V6IP PMAC
vulpecula-subnet 10.16.0.2 00:00:00:39:95:C1 <nil>

AGE
3d21h

SUBNET READY
vulpecula-subnet

NNNRARMMENNN Load_Balancer_Health_Check N Service_Monitor [l

root@server :~# kubectl ko nbctl list Load_Balancer
_uuid : 3cbb6d43-44aa-4028-962f-30d2dba9febs
external_ids : {}

ne>
ne>

TYPE
true

health_check
ip_port_mappings

: [5bee3f12-6b54-411c-9cc8-c9def8f67356]

: {"10.16.0.4"="nginx-78d9578975-f4qn4.default:10.16.0.2", "18.16.8.6"="nginx-78d9578975-t8tm5.default:16.16.8.2"}

name : cluster-tcp-session-loadbalancer

options : {affinity_timeout="10800"}

protocol : tep

selection_fields ¢ [ip_src]

vips : {"1.1.1.1:8888"="10.16.0.4:80,10.16.0.6:80"}

root@server:~# kubectl ko nbctl list Load_Balancer_Health_Check

_uuid : 5bee3f12-6b54-411c-9cc8-c9def8f67356

external_ids : {switch_lb_subnet=vulpecula-subnet}

options : {failure_count="3", interval="5", success_count="3", timeout="20"}
vip :"1.1.1.1:8888"

root@server:~# kubectl ko sbctl list Service_Monitor

_uuid : 1bddc541-cc49-44ea-9935-a4208627a91

external_ids Ay

ip : "10.16.0.4"

logical_port : nginx-78d9578975-f4qn4.default

options : {failure_count="3", interval="5", success_count="3", timeout="20"}
port : 80

protocol : tep
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src_ip "10.16.0.2"

src_mac "c6:d4:b8:08:54:e7"

status : online

_uuid : 84dd24c5-e1b4-4e97-9daa-13687ed59785
external_ids {}

ip "10.16.0.6"

logical_port : nginx-78d9578975-t8tm5.default
options {failure_count="3", interval="5", success_count="3", timeout="20"}
port : 80

protocol : tep

src_ip "10.16.0.2"

src_mac "c6:d4:b8:08:54:e7"

status : online

NRMNMNRE vip MHMXHMNENNE

root@server :~# kubectl exec -it -n vulpecula nginx-78d9578975-t8tm5 -- curl 1.1.1.1:8888

<!DOCTYPE html>
<html>
<head>

<title>Welcome to nginx!</title>
<p><em>Thank you for using nginx.</em></p>

</body>
</html>

NXRHENNREEN

NHMN pod HUKHMNNMNKNNE

kubectl delete po nginx-78d9578975-f4qn4
kubectl get po -o wide -n vulpecula

NAME READY  STATUS RESTARTS AGE
nginx-78d9578975-1xmvh  1/1 Running @ 31s
nginx-78d9578975-t8tm5  1/1 Running 3 4d16h

IpP NODE NOMINATED NODE
10.16.0.8  worker <none>
10.16.0.6  worker  <none>

NNNHARNMNMNENNN Load_Balancer_Health_Check N Service_Monitor HNMNNXKHNHN

root@server:~# kubectl ko nbctl list Load_Balancer

_uuid
external_ids
health_check
ip_port_mappings

: {"10.16.0.4"="nginx-78d9578975-f4qn4 .default:10.16.08.2",

: 3cbb6d43-44aa-4028-962f-30d2dbadfobs

{3
[5bee3f12-6b54-411c-9cc8-c9def8f67356]

"10.16.0.8"="nginx-78d9578975-1xmvh.default:10.16.0.2"}

name : cluster-tcp-session-loadbalancer

options {affinity_timeout="10800"}

protocol : tep

selection_fields [ip_src]

vips {"1.1.1.1:8888"="10.16.0.6:80,10.16.0.8:80"}

root@server:~# kubectl ko nbctl list Load_Balancer_Health_Check

: {failure_count="3", interval="5", success_count="3", timeout="20"}

_uuid : 5bee3f12-6b54-411c-9cc8-c9def8f67356
external_ids {switch_lb_subnet=vulpecula-subnet}
options

vip "1.1.1.1:8888"

root@server:~# kubectl ko sbctl list Service_Monitor

_uuid : 84dd24c5-e1b4-4e97-9daa-13687ed59785

external_ids {}

ip "10.16.0.6"

logical_port : nginx-78d9578975-t8tm5.default

options {failure_count="3", interval="5", success_count="3", timeout="20"}
port : 80

protocol : tep

src_ip "10.16.0.2"

src_mac "c6:d4:b8:08:54:e7"

status : online

_uuid : 5917b7b7-a999-49f2-a42d-da81f1eeb28f

external_ids {}

ip "10.16.0.8"

logical_port : nginx-78d9578975-1xmvh.default

options {failure_count="3", interval="5", success_count="3", timeout="20"}
port : 80

protocol : tep

src_ip "10.16.0.2"

src_mac "c6:d4:b8:08:54:e7"

status : online

READINESS GATES
<none>
<none>

“10.16.0.6"="nginx-78d9578975-t8tm5.default:10.16.0.2",

NN SwitchLBRule KHNHMMNNNKKAN Load_Balancer_Health_Check W Service_Monitor NNXKHHENNNNN vip MNKKE

root@server:~# kubectl delete -f slr.yaml
switchlbrule.kubeovn.io "vulpecula-nginx" deleted
root@server :~# kubectl get vip

No resources found
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root@server:~# kubectl ko sbctl list Service_Monitor
root@server :~#

root@server:~# kubectl ko nbctl list Load_Balancer_Health_Check
root@server :~#

5.7.4 IR VPC NNRNKNN

OVN EIP £l

I RouterLBRule

B switchLBRule HNERENENANANN RouterLBRule HNH VPC HEAKNENE OVN EXNEN Load Balancer REREREN OVN EIP RNANAHNEN

RouterLBRule NNKKE

apiVersion: kubeovn.io/v1
kind: RouterLBRule
metadata:
name: rlr-nginx
spec:
ovnEip: eip-1
vpc: vpe-1
namespace: default
selector:

- app: nginx
sessionAffinity: ClientIP
ports:

- name: http

port: 80

targetPort: 8080

protocol: TCP

¥H OVN EIP FIP SNAT DNAT i i OVN

REREN
08 i}
ovnEip BNE OVN EIP HERREENNEARNERNE
vpc NE VPC N
namespace NE Pod ENRNRE
selector B8 Pod BNENH
endpoints I IP BRNA selector RANRNANENEN selectorll
sessionAffinity NENANNR Kubernetes Service
ports NUERERNE name / port / targetPort / protocol
NRER

apiVersion: kubeovn.io/v1
kind: RouterLBRule
metadata:
name: rlr-example
spec:
ovnEip: eip-1
vpc: vpe-1
namespace: default
endpoints:
- 10.0.1.10
= 1861 .71
- 10.0.1.12
ports:
- name: web
port: 443
targetPort: 8443
protocol: TCP

NUKKEN kubectl get rlr NNKKE

# kubectl get rlr

NAME OVNEIP  VPC PORT(S) SERVICE AGE
rlr-example eip-1 vpc-1 443/TCP default/rlr-rlr-example 10s
=l
¥ PDF sk Slack Support
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5.8 N VPC [l DNS

5.8 il VPC KN DNS

RERENEN VPC NEN VPC RERENENENE VPC RERNRERERER VPC BE corednsl RERERENENE VPC BNE Kubernetes NENENENENENRNRNRNRERERE vpec-dns CRD HHEN

¥ CRD NENENEN corednsil Pod RERKAKNENENENENE VPCRENRNENAN VPC BRERENENENENENND VPC RNRNANRNRER VPC RERNRNRENEN

f Note

¥ DNS ENEHANEYN Pod § VM EREENERNEN Webhook HUEXNRNERK /etc/resolv.conf HHEN

5.8.1 i vpc-dns HRHHNK

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
labels:
kubernetes.io/bootstrapping: rbac-defaults
name: system:vpc-dns
rules:
- apiGroups:
resources:
- endpoints
- services
- pods
- namespaces
verbs:
- list
- watch
apiGroups:
- discovery.k8s.io
resources:
- endpointslices
verbs:
- list
- watch

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
labels:
kubernetes.io/bootstrapping: rbac-defaults
name: vpc-dns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpc-dns
subjects:
- kind: ServiceAccount
name: vpc-dns
namespace: kube-system
apiVersion: vi
kind: ServiceAccount
metadata:
name: vpc-dns
namespace: kube-system
apiVersion: vi
kind: ConfigMap
metadata:
name: vpc-dns-corefile
namespace: kube-system
data:
Corefile: |
.153 {
errors
health {
lameduck 5s
}
ready
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
fallthrough in-addr.arpa ip6.arpa
}
prometheus :9153
forward . /etc/resolv.conf {
prefer_udp
}
cache 30
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loop
reload
loadbalance

ANEENEENNEREE nat-gw-pod HHNERENHIN

5.8.2 NNNHKN

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: ovn-nad

namespace: default
spec:

config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "ovn-nad.default.ovn"

}

5.8.3 Il vpc-dns Il Configmap
N kube-system HRERNAN configmaplRll vpe-dns BRRERAARENE vpe-dns BRE

apiVersion: v1
kind: ConfigMap
metadata:
name: vpc-dns-config
namespace: kube-system
data:
coredns-vip: 10.96.0.3
enable-vpc-dns: "true"
nad-name: ovn-nad
nad-provider: ovn-nad.default.ovn

enable-vpc-dns KXKKNNNNNN true N

coredns-image Ndns NNHENNRKNN coredns BNRAN

coredns-vip il coredns Wi Ib KA vipl

nad-name MUK network-attachment-definitions MMNNK

nad-provider HXEN provider HAK

k8s-service-host Il coredns 0l k8s apiserver X iplANANAE apiserver KN

k8s-service-port UiH coredns il k8s apiserver i portlNHNKEN apiserver NNk

5.8.4 il vpc-dns
Wi vpe-dns yamlil

kind: VpcDns
apiVersion: kubeovn.io/v1
metadata:
name: test-cjhi
spec:
vpc: cjh-vpc-1
subnet: cjh-subnet-1
replicas: 2

vpc N WREN dns NAK vpe KEN
subnet NENEN dns NENANANR

replicas : vpc dns deployment replicas

NRENHNRENN

# kubectl get vpc-dns

NAME ACTIVE VPC SUBNET
test-cjh1 false cjh-vpe-1 cjh-subnet-1
test-cjh2 true cjh-vpec-1 cjh-subnet-2
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5.8.5 HUNHNE

ACTIVE : true NHNRNK dns NEN false WHEN
NEMKN VPC MRENRENNEN DNS HRE

« 0NE VPC ENENE vpe-dns BRERENE VPC BHE subnetlENENR vpe-dns HEAN true BNAN false B

*l true W vpc-dns ENANRAKNEN false N vpc-dns NAKKE

5.8.5 KNNNKK
Wi vpc-dns Pod HKNAN label app=vpc-dns HENANKNE vpe-dns Pod KN

# kubectl -n kube-system get pods -1 app=vpc-dns

NAME READY STATUS RESTARTS AGE

vpc-dns-test-cjh1-7b878d96b4-g5979 1/1 Running 0 28s

vpc-dns-test-cjh1-7b878d96b4-1tmf9 1/1 Running 0 28s
i slr BRENE

# kubectl -n kube-system get slr
NAME VIP PORT(S) SERVICE AGE
vpc-dns-test-cjh1 10.96.0.3 53/UDP, 53/TCP,9153/TCP  kube-system/slr-vpc-dns-test-cjh1 113s

NKE VPC Wi PodEKl dns KIX:

nslookup kubernetes.default.svc.cluster.local 10.96.0.3

¥ VPC li switch Ib rule BERENNAKE VPC AERNENER Pod BNMAKEK

¥ PDF ,-;!.- Slack Support

@ 20261411281

@ 20221121260

e @
© GitHub
)
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5.9 SecurityGroup [l

5.9 SecurityGroup KK

Kube-OVN HRERERENEN Pod BXENHNAN

A Warning

Kube-OVN [XEE NetworkPolicyliNetwork Policy APIESubnet ACL & Security Group HREANENNENEENEANE OVN ACL REEKEN NetworkPolicy il NetworkPolicy API HHEN
ANEEREE RN E RREE ANEE AN R E RN RN B R R L BN RS NN E AR R AN EE AR RN N E RN E R RE N R RN N ERRE AR

5.9.7 HHNNEH

apiVersion: kubeovn.io/v1
kind: SecurityGroup
metadata:
name: sg-example
spec:
allowSameGroupTraffic: true
egressRules:
- ipVersion: ipv4
policy: allow
priority: 1
protocol: all
remoteAddress: 10.16.0.13 # 10.16.0.0/16
remoteType: address
ingressRules:
- ipVersion: ipv4
policy: deny
priority: 1
protocol: icmp
remoteAddress: 10.16.0.14
remoteType: address

NEXENENRRRERENEYN Kube-OVN KNENE
Pod NENE ovn.kubernetes.io/security_groups annotation HNANANA
ovn.kubernetes.io/security_groups: sg-example

NERENENPort SecurityREXHNRNRRRNANANNN

5.9.2 FNKKKN
NURNENERNE tier HNHNME ACL NENMRNENENMENEREENE ACL NEX

* tier NHENENEN o K 1 HERN o Kitier o HXHNENRNNKNN tier @ HNRNHMHENY policy: pass HN ACL NENENE tier 1K
* policy: pass il allow ¥ deny NEMXHXNENHXNRMXEMNENEENEENENKENNENE tier HENMNRE 1 DENRKNE pass HNHMNHMNHNEHNEY

NEXNRNRENRENRE RN R KRR E N RN RE

NEXNRNERENRENRERRENEY tier-0 BNRENRURENNEENE tier-1 RENRENENREN

NXHENRE

HRMNHNRENRE KRN

apiVersion: kubeovn.io/v1
kind: SecurityGroup
metadata:
name: sg-tier@
spec:
tier: @
allowSameGroupTraffic: true
ingressRules:
- ipVersion: ipv4
policy: pass
priority: 1
protocol: tcp
remoteAddress: 10.16.0.8/16
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5.9.3 NURNHNENEE

remoteType: address
- ipVersion: ipv4
policy: deny
priority: 2
protocol: all
remoteAddress: 0.0.0.8/0
remoteType: address
apiVersion: kubeovn.io/v1
kind: SecurityGroup
metadata:
name: sg-tier1
spec:
tier: 1
allowSameGroupTraffic: true
ingressRules:
- ipVersion: ipv4
policy: allow
priority: 1
protocol: tcp
remoteAddress: 10.16.0.8/16
remoteType: address
portRangeMin: 80
portRangeMax: 443

NUHNEN sg-tiero MUK 10.16.0.0/16 WM TCP NUNNK tier THNHNMENENEN sg-tier1 HNMNMNKKNEN 80-443 NEK TCP HK

ANERNEENNERN PodNEE annotation HXKENNHNNERNNY

apiVersion: vi
kind: Pod
metadata:
labels:
app: web
annotations:
ovn.kubernetes.io/security_groups: 'sg-tier®,sg-tier1’
name: multi-tier-pod
namespace: default
spec:
nodeName : kube-ovn-worker
containers:
- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: nginx

5.9.3 HENNEMNELY
NURNMNMNNE localAddress NHNMNKKNHNMHNENMNNEN

* localAddress HUREKNE 1P KHE C 1D IR K bNE KRG KRG B KB b A A 0 M A M A KA
* sourcePortRangeMin / sourcePortRangeMax KHHNKAENNANNNT-6553 SNKHUNN TCP K UDP KRN

NXRENREYE

apiVersion: kubeovn.io/v1
kind: SecurityGroup
metadata:
name: sg-local-filter
spec:
allowSameGroupTraffic: true
ingressRules:
- ipVersion: ipv4
policy: allow
priority: 1
protocol: tcp
remoteAddress: 10.16.0.0/16
remoteType: address
portRangeMin: 80688
portRangeMax: 8080
localAddress: 10.16.0.100
sourcePortRangeMin: 1024
sourcePortRangeMax: 65535

NEMNME 18.16.0.0/16 B 10.16.0.100 X 8080 HENEN TCP MXENNENXE 1024-65535H

5.9.4 KKK

* MNRNRNRNEN ACL BENNRNRNNOVN NRNRHRENENHNENN ACL BRENENENENENENENRNEN ACL HNENENENED RN RN RN RN REREREREREE
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* HUNENE priority HMNHEN 1-16384XNHMNKNNENXENRNKE ACL KXRMNEMXENNNNKENENY ACL RENRUNENNENEEN ACL = 18484 -

i

+ tier WNUNK @ B 1M policy: pass WHUN tier o WHNNY tier 1 HMHMXMNHNEN

5.9.5 NHAN

NENNENRENRNRENN ACL B

* NEENNERREANEEREENNERRE AN Kube-OVN B CNIRER Pod BEEY Pod REENNERNENNNENEENNENNED Pod BEER ContainerCreating REENNENKER Running HER

5.9.5 HNEN
HUAE YAML Bl Podil annotation BERRERNAREHAN

apiVersion: v1
kind: Pod
metadata:
labels:
app: static
annotations:
ovn.kubernetes.io/security_groups: 'sg-example'
name: sg-test-pod
namespace: default
spec:
nodeName : kube-ovn-worker
containers:
- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: gatest

NURNERERNER

# kubectl get pod -o wide

NAME READY STATUS

sg-test-pod 0/1 ContainerCreating @
test-99fff7f86-52h9r 1/1 Running 0
test-99fff7f86-qcgjw 1/1 Running 0

i kubectl describe pod lil Pod HHNAKNENNEKAN

# kubectl describe pod sg-test-pod

Name : sg-test-pod

Namespace: default

Priority: 0

Node : kube-ovn-worker/172.18.0.2
Start Time: Tue, 28 Feb 2023 10:29:36 +0800
Labels: app=static

Annotations: ovn.kubernetes.io/allocated: true
ovn.kubernetes.io/cidr: 10.16.0.0/16
ovn.kubernetes.io/gateway: 10.16.0.1
ovn.kubernetes.io/ip_address: 10.16.0.15

ovn.kubernetes.io/logical_router: ovn-cluster
ovn.kubernetes.io/logical_switch: ovn-default
ovn.kubernetes.io/mac_address: 00:00:00:FA:17:97

ovn.kubernetes.io/pod_nic_type: veth-pair
ovn.kubernetes.io/port_security: true
ovn.kubernetes.io/routed: true

RESTARTS

AGE

5h32m
5h41m
5h43m

ovn.kubernetes.io/security_groups: sg-allow-reject

Status: Pending
ape
Pge <none>
Events:
Type Reason Age

Warning FailedCreatePodSandBox 5m3s (x70 over 4h59m)

kubelet

IP NODE

<none> kube-ovn-worker
10.16.8.14  kube-ovn-control-plane
10.16.0.13  kube-ovn-worker

Message

failed; request ip return 500 configure nic failed 10.16.08.15 network not ready after 260 ping 10.16.0.1

NEXNRNRENREN R RN RN KRN

apiVersion: kubeovn.io/v1
kind: SecurityGroup
metadata:
name: sg-gw-both
spec:
allowSameGroupTraffic: true
egressRules:
- ipVersion: ipv4
policy: allow
priority: 2
protocol: all
remoteAddress: 10.16.0.13
remoteType: address
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NOMINATED NODE
<none>
<none>
<none>

READINESS GATES

<none>
<none>
<none>

(combined from similar events): Failed to create pod sandbox: rpc error: code = Unknown

desc = failed to setup network for sandbox "40636e8c7f1ade55001a958486163d74f2e2300051a71522a9afd7ba®538afb6”: plugin type="kube-ovn" failed (add): RPC
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- ipVersion: ipv4
policy: allow
priority: 1
protocol: all
remoteAddress: 10.16.0.1
remoteType: address
ingressRules:
- ipVersion: ipv4
policy: deny
priority: 2
protocol: icmp
remoteAddress: 10.16.0.14
remoteType: address
- ipVersion: ipv4
policy: allow
priority: 1
protocol: icmp
remoteAddress: 10.16.0.1
remoteType: address

(0 4 X 0 X O O X O R X O M O S M R X

ANER yam| BENNEREE Pod BREE Pod HREENNE

apiVersion: vi
kind: Pod
metadata:
labels:
app: static
annotations:
ovn.kubernetes.io/security_groups: 'sg-gw-both
name: sg-gw-both
namespace: default
spec:
nodeName: kube-ovn-worker
containers:
- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: gatest

HERNE Pod HRK

# kubectl get pod -o wide

NAME READY STATUS RESTARTS  AGE IP NODE NOMINATED NODE READINESS GATES
sg-test-pod /1 ContainerCreating 0 5h41m <none> kube-ovn-worker <none> <none>
sg-gw-both 1/1 Running 0 5h37m 10.16.0.19 kube-ovn-worker <none> <none>

HEMXMERENRE N R NEERE N RE N R KRN RN R E RN RN R E N RENE

¥ PDF Slack Support

@ 2026031171
@ 20230121280

-
O citiub )

5.9.6 [l
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5.10 OVN EIP FIP SNAT DNAT {i

5.10 OVN EIP FIP SNAT DNAT KX

/7" Note

NEK VPC RNEKENENE VPC HRMRNRNRNENEKE

HUERE VPC BRNERNENNEREAVPC NAT EENOVN BRE Egress Gatewaylllill VPC NAT BEN Kube-OVN BREANEREENERN VPC NAT HERNERKEYN PodRERNENERNE VPC BRNENKENER
Macvlan BEREENERNER Pod BE iptables BXERNENNENEANERRENENERREREENE DR ANERE RN E N EREREE

OVN KUBEN OVN BREXMNENY NAT DNEMENENENENENENENENEREE OVN EXE BFD BXURENERNENEN OVN RUNENNENANE OVN EXMNENEN

Egress Gateway NiN VPC NAT NRERERNRNRNENENENENEHENERENE RN AL RN RN RN RN EREY

KEKW VPC K OVN NAT NENRNRNEY provider-network vlan (external) subnet NENENRMRNEN VPC EIP/SNATHNE

5.10.7 BXRENKHANNEE

. NUKERRNNENNRREAREY kube-ovn-controller N kube-ovn-cni HUNNKKEN NNXK ovn-external-gw-config HE VPC spec enableExternal HHNMNNK
NRKNRN

* CRD NN provider-network vlan subnet NXRAHEN VPC spec extraExternalSubnets HHNNNNNHRHNEN ovn-eip N ovn-dnat M ovn-fip M ovn-snat N
CRD NNAR

graph LR

pod-->subnet-->vpc-->1rp--bind-->gw-chassis-->snat-->1sp-->external-subnet
1rp-.-peer-.-1sp

Pod 0l SNAT REXENRRARAERENERERERENEN Pod BR Fip BRENHNRRARARNE

graph LR
pod-->subnet-->vpc-->1rp--bind-->local-chassis-->snat-->1lsp-->external-subnet
1rp-.-peer-.-1sp

Pod EREANEN FIP (dnat_and_snat) RERNANEREANERERNENEREANENE RN
NRENENE CRD MNEARE iptables nat gw AREREANERER

+ ovn eip: NERE ip KNEN underlay provider network vlan subnet Ei
+ ovn fipll RUA dnat snatlll VPC RN ip AN vip BREANARERR
+ ovn snatlRENARNAN VPC I ip KENE snat BHEN

+ ovn dnatllilil router Ib WK, NN ip + KX KXEN VPC WK B0 endpoints

5.10.2 1. B
RANENR RANEN
i OpenStack Neutron ovnlHXNHNREKNEN provider network HUNEHKNENANNANNANNEN VPC EIP/SNAT HUNKN

ANERNEANG viandid vian ORENNERKE vian idd

#
# 1. kube-ovn-controller
- --external-gateway-vlanid=204
- --external-gateway-switch=external204

# 2. kube-ovn-cni
- --external-gateway-switch=external204
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#iH# vlan id underlay

NRMNHNRENRE KRN NN REN

« MNNENRKNANY provider networklvlanlisubnet KN
* MNNENENNENN VPC enable_eip_snat NENRENAN viandsubnet NENHENARN ip B ipamil

« MNNENEY VPC N enable_eip_snat [, KXENAKKNE pod annotation i fip snatlHRRENANNAKN

+ MNENENENENEN VPC i enable_eip_snat HNENENENE vianksubnet ANANARNEN VPC WK eip snat NENK

1.1 Il underlay HXIK

# provider-network vlan subnet
# cat @1-provider-network.yaml

apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:

name: external204
spec:

defaultInterface: vlan

# cat @2-vlan.yaml

apiVersion: kubeovn.io/v1
kind: Vlan
metadata:
name: vlan204
spec:
id: 204
provider: external204

# cat 03-vlan-subnet.yaml

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: external204

spec:
protocol: IPv4
cidrBlock: 10.5.204.0/24
gateway: 10.5.204.254
vlan: vlan204
excludelIps:
- 10.5.204.1..10.5.204.100

1.2 % VPC [l eip_snat

# VPC underlay provider subnet
# cat @@-centralized-external-gw-no-ip.yaml

apiVersion: vi
kind: ConfigMap
metadata:
name: ovn-external-gw-config
namespace: kube-system
data:
enable-external-gw: "true"
external-gw-nodes: "pc-node-1,pc-node-2,pc-node-3"
type: "centralized"
external-gw-nic: "vlan" # ovs
external-gw-addr: "10.5.204.254/24" # underlay ip

NERNENEAKENER logical router port (Irp) ip I maclRNEN underlay AREREREANE Irp BRE ovn eip BRE

NEXENENENRNAN ip KNENENEN Irp BRE ovn-eipl BRENEXENEND Irp NEN ovn eipl

1.3 BiK VPC Nl eip snat fip i

# cat 00-ns.yml
apiVersion: v1
kind: Namespace
metadata:

name: vpcl

# cat @1-vpc-external.yml
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5.10.21. 10

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: vpcl
spec:
namespaces :
- vpcl
enableExternal: true
staticRoutes:
- cidr: 0.0.0.0/0
nextHopIP: 10.5.204.254
policy: policyDst

# VPC enableExternal 1rp
# cat 02-subnet.yml

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: vpcl-subnetl

spec:
cidrBlock: 192.168.0.0/24
default: false
disableGatewayCheck: false
disableInterConnection: true
gatewayNode: ""
gatewayType: distributed
#gatewayType: centralized
natOutgoing: false
private: false
protocol: IPv4
provider: ovn

vpc: vpcl
namespaces:
- vpcl
# subnet
NRMRHNRENRE KRN NERREY

# kubectl ko nbctl show vpcl

router 87ade6fd-71d5-4ff8-a1f0-54fa3bbala7f (vpcl)
port vpcl-vpcl-subnetl
mac: "00:00:00:ED:8E:C7"
networks: ["192.168.8.1/24"]
port vpcl-external204
mac: "00:00:00:EF:05:C7"
networks: ["10.5.204.105/24"]
gateway chassis: [7cedd14f-265b-42e5-ac17-e03e7a1f2342 276baccb-fe9c-4476-b41d-85872a94976d fd9f148c-c45d-43db-abcO-0d4f8ea298dd]
nat 21d853b0-f7b4-48bd-9a53-31d2e2745739
external ip: "10.5.204.115"
logical ip: "192.168.0.0/24"
type: "snat"

# kubectl ko nbctl 1lr-route-list vpcl

IPv4 Routes
Route Table <main>:

0.0.0.0/0 10.5.204.254 dst-ip
# VPC CRD

WNK enableExternal KN

NNHENNREN KRB N KRN REE

¥ VPC CRD KXY

1.4 NERRENREE

1.4.1 IA{Y UNDERLAY

NNERNEANNERREY eip snat fip MNEENEANNEN 1 REENNERNEAN eip snat fip N

# provider-network vlan subnet
# cat @1-extra-provider-network.yaml
apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:
name: extra
spec:
defaultInterface: vlan
# cat 02-extra-vlan.yaml
apiVersion: kubeovn.io/v1
kind: Vlan
metadata:
name: vlan@
spec:
id: o
provider: extra
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5.10.3 2. ovn-eip

# cat @3-extra-vlan-subnet.yaml
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: extra
spec:
protocol: IPv4
cidrBlock: 10.10.204.0/24
gateway: 10.10.204.254
vlan: vlan@
excludelIps:
- 10.18.204.1..10.10.204.100

1.4.2 10K VPC 1

apiVersion: kubeovn.io/v1
kind: Vpc
metadata:
name: vpcl
spec:
namespaces:
- vpcl
enableExternal: true # enableExternal  VPC external 1s
extraExternalSubnets: # extraExternalSubnets
- extra

NRMNMNRENRE KRN NN REN

# kubectl ko nbctl show vpci
router 87ade6fd-71d5-4ff8-al1f0-54fa3bbala7f (vpcl)
port vpcl-vpcl-subnetl
mac: "00:00:00:ED:8E:C7"
networks: ["192.168.8.1/24"]
port vpcl-external204
mac: "00:00:00:EF:05:C7"
networks: ["10.5.204.105/24"]
gateway chassis: [7cedd14f-265b-42e5-ac17-e03e7a1f2342 276baccb-fe9c-4476-b41d-85872a94976d fd9f148c-c45d-43db-abcO-0d4f8ea298dd]
port vpcl-extra
mac: "00:00:00:EF:6A:C7"
networks: ["10.10.204.105/24"]
gateway chassis: [7cedd14f-265b-42e5-ac17-e03e7a1f2342 276baccb-fe9c-4476-b41d-85872a94976d fd9f148c-c45d-43db-abcO-0d4f8ea298dd]

5.10.3 2. ovn-eip
NENN iptables-eip BNAKNANNANNE ovn-eip KNNEN type

+ nat: [l ovn dnatlifip, snat KK nat KNHN
« Irp: NARARANNY underlay BNENEN Irp BNE ip KNENE dnat snat {X
* Isp: NAREREANENLSPRE EIP

kind: OvnEip
apiVersion: kubeovn.io/v1

metadata:
name: eip-static

spec:
externalSubnet: external204
type: nat

# eip fip

externalSubnet BARRRENERNENNARERENERNENEARRRENERNENY external204H

NERNENEARENEAERN externalSubnet BRNERERNANERERNENERKENENERNEN extral

2.1 ovn-fip Il pod KNIN fip

# kubectl get po -o wide -n vpcl vpc-1-busybox@1
NAME READY STATUS RESTARTS AGE IpP NODE
vpc-1-busybox@1 1/1 Running @ 3d15h  192.168.8.2  pc-node-2

# kubectl get ip vpc-1-busybox1.vpc1

NAME V4IP V6IP MAC NODE SUBNET
vpc-1-busybox01.vpc1 192.168.0.2 00:00:00:0A:DD:27 pc-node-2  vpcl-subnetl

kind: OvnEip
apiVersion: kubeovn.io/v1
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metadata:
name: eip-static

spec:
externalSubnet: external204
type: nat

kind: OvnFip
apiVersion: kubeovn.io/v1
metadata:
name: eip-static
spec:
ovnEip: eip-static
ipName: vpc-1-busybox@1.vpcl # ip crd
type: "centralized" # centralized distributed

# VPC ip

kind: OvnFip
apiVersion: kubeovn.io/v1

metadata:
name: eip-static
spec:
ovnEip: eip-static
vpc: vpcl
v4Ip: 192.168.0.2
type: "centralized" # centralized distributed

# kubectl get ofip

NAME VPC VAEIP V4IP READY  IPTYPE

eip-for-vip vpcl 10.5.204.106 192.168.0.3 true vip
eip-static vpel 10.5.204.101 192.168.0.2 true

# kubectl get ofip eip-static

NAME VPC VAEIP V4IP READY IPTYPE
eip-static vpcl 10.5.204.101 192.168.0.2 true

[root@pc-node-1 @83-cust-vpcl# ping 10.5.204.101

PING 10.5.204.101 (10.5.204.101) 56(84) bytes of data.

64 bytes from 10.5.204.1081: icmp_seq=2 ttl=62 time=1.21 ms

64 bytes from 10.5.204.101: icmp_seq=3 ttl=62 time=0.624 ms

64 bytes from 10.5.204.101: icmp_seq=4 ttl=62 time=0.368 ms

AC

--- 10.5.204.101 ping statistics ---

4 packets transmitted, 3 received, 25% packet loss, time 3049ms
rtt min/avg/max/mdev = 0.368/0.734/1.210/0.352 ms
[root@pc-node-1 B3-cust-vpcl#

# node ping VPC pod ip

# ip
# kubectl ko nbctl show vpci
router 87ade6fd-71d5-4ff8-a1f0-54fa3bbala7f (vpcl)
port vpcl-vpcl-subnetl
mac: "00:00:00:ED:8E:C7"
networks: ["192.168.8.1/24"]
port vpcl-external204
mac: "00:00:00:EF:05:C7"
networks: ["10.5.204.105/24"]

gateway chassis: [7cedd14f-265b-42e5-ac17-e03e7a1f2342 276baccb-fe9c-4476-b41d-85872a94976d fd9f148c-c45d-43db-a6c0-0d4f8ea298dd]

nat 813523e7-c68c-408f-bd8c-cba30ch2e4f4
external ip: "10.5.204.101"
logical ip: "192.168.0.2"
type: "dnat_and_snat"”

2.2 ovn-fip Il vip KENN fip

ANERNE vip NERREENN kubevirt NURNEENNENKED vip BHK keepalivedikube-vip BINKENNENNERNEIN

RERENE fip MK VPC HRN vip NERERE vip BREXEN

# vip eip eip vip
# cat vip.yaml

apiVersion: kubeovn.io/v1
kind: Vip
metadata:

name: test-fip-vip
spec:

subnet: vpcl-subnet1

# cat @4-fip.yaml

kind: OvnEip
apiVersion: kubeovn.io/v1
metadata:

name: eip-for-vip

IPNAME
test-fip-vip
vpc-1-busybox01.vpc1

IPNAME
vpc-1-busybox@1.vpcl
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5.10.4 3. ovn-snat

spec:
externalSubnet: external204
type: nat

kind: OvnFip
apiVersion: kubeovn.io/v1
metadata:
name: eip-for-vip
spec:
ovnEip: eip-for-vip
ipType: vip # fip pod ip vip
ipName: test-fip-vip

# VPC ip

kind: OvnFip
apiVersion: kubeovn.io/v1
metadata:
name: eip-for-vip
spec:
ovnEip: eip-for-vip
ipType: vip # fip pod ip vip
vpc: vpcl
v4Ip: 192.168.0.3

# kubectl get ofip
NAME VPC V4EIP V4IP READY IPTYPE IPNAME
eip-for-vip  vpcil 10.5.204.106 192.168.0.3 true vip test-fip-vip

[root@pc-node-1 fip-vipl# ping 10.5.2084.106

PING 16.5.204.106 (10.5.204.106) 56(84) bytes of data.

64 bytes from 10.5.204.106: icmp_seq=1 ttl=62 time=0.694 ms
64 bytes from 10.5.204.106: icmp_seq=2 ttl=62 time=0.436 ms

# node ping

# pod ip

[root@pc-node-1 fip-vipl# kubectl -n vpcl exec -it vpc-T1-busybox@3 -- bash
[root@vpc-1-busybox@3 /]#
[root@vpc-1-busybox@3 /]#
[root@vpc-1-busybox83 /1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 10060
link/loopback 00:00:00:00:00:00 brd 60:00:00:00:00:00
inet 127.08.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
1568: eth@@if1569: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default
link/ether 00:00:00:56:40:e5 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 192.168.0.5/24 brd 192.168.08.255 scope global eth®
valid_1ft forever preferred_1ft forever
inet 192.168.0.3/24 scope global secondary ethe # vip
valid_1ft forever preferred_1ft forever
inet6 fe80::200:ff:fe56:40e5/64 scope link
valid_1ft forever preferred_1ft forever

[root@vpc-1-busybox83 /]# tcpdump -i eth® host 192.168.8.3 -netvv

tcpdump: listening on eth®, link-type EN16MB (Ethernet), capture size 262144 bytes

00:00:00:ed:8e:c7 > 00:00:00:56:40:e5, ethertype IPv4 (0x0800), length 98: (tos 6x@, ttl 62, id 44830, offset @, flags [DF], proto ICMP (1), length 84)
10.5.32.51 > 192.168.08.3: ICMP echo request, id 177, seq 1, length 64

00:00:00:56:40:e5 > 00:00:00:ed:8e:c7, ethertype IPv4 (8x0800), length 98: (tos 0x@, ttl 64, id 43962, offset @, flags [none], proto ICMP (1), length 84)
192.168.0.3 > 10.5.32.51: ICMP echo reply, id 177, seq 1, length 64

# pod fip icmp

5.10.4 3. ovn-snat
3.1 ovn-snat [N subnet ! cidr

NERE iptables-snat BNENENENANA

# cat @3-subnet-snat.yaml

kind: OvnEip
apiVersion: kubeovn.io/v1
metadata:
name: snat-for-subnet-in-vpc
spec:
externalSubnet: external204
type: nat

kind: OvnSnatRule
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apiVersion: kubeovn.io/v1

metadata:

name: snat-

spec:

for-subnet-in-vpc

ovnEip: snat-for-subnet-in-vpc

vpcSubnet :

# VPC

vpcl-subnetl # eip

subnet cidr

kind: OvnSnatRule
apiVersion: kubeovn.io/v1

metadata:

name: snat-

spec:

for-subnet-in-vpc

ovnEip: snat-for-subnet-in-vpc

vpc: vpcl
v4IpCidr: 1

92.168.0.08/24 # cidr

ip

NERNENEARENEAREN externalSubnet BRNERERNANEREANENERRENERERNEN extral

3.2 ovn-snat HAKKE pod ip

NERE iptables-snat ENENENANANA

# cat 03-pod-

kind: OvnEip

snat.yaml

apiVersion: kubeovn.io/v1

metadata:

name: snat-

spec:

for-pod-vpc-ip

externalSubnet: external204

type: nat

kind: OvnSnatRule
apiVersion: kubeovn.io/v1

metadata:

name: snat@1

spec:

ovnEip: snat-for-pod-vpc-ip
ipName: vpc-1-busybox@2.vpc1 # eip

# VPC ip

kind: OvnSnatRule
apiVersion: kubeovn.io/v1

metadata:

name: snat-

spec:

for-subnet-in-vpc

ovnEip: snat-for-subnet-in-vpc

vpc: vpcl
v4IpCidr: 1

92.168.0.4

pod ip

RERENENRNRRARAER externalSubnet NENENENENENENRNANANRNRERERENE extral

NEXNMERENREYN snat NENKENNENEEY

# kubectl ko

router 87ade6fd-71d5-4ff8-a1fe-54fa3bbala7f (vpcl)

port vpcl
mac :

nbctl show vpcl

-vpcl-subnet1
"00:00:00:ED:8E:C7"

networks: ["192.168.0.1/24"]

port vpci
mac :

-external2g4
"00:00:00:EF:05:C7"

networks: ["10.5.204.105/24"]

gateway chassis:

nat 21d853b0-f7b4-40bd-9a53-31d2e2745739
external ip: "10.5.204.115"
logical ip: "192.168.0.0/24"

type:

“snat”

nat da77a11f-c523-439c-b1d1-72c664196a0f
external ip: "10.5.204.116"
logical ip: "192.168.0.4"

type:

[root@pc-node-1 @3-cust-vpcl# kubectl get po -A -o wide

vpcl
vpel
vpcl
vpcl
vpcl

“snat”

vpc-1-busybox@1
vpc-1-busybox02
vpc-1-busybox83
vpc-1-busybox@4
vpc-1-busybox@5

| grep busy

171
171
1/1
1/1
1/1

Running
Running
Running
Running
Running

(SR
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3d15h
17h
17h
17h
17h

192.
192.
192.
192.
192.

168.0.2
168.0.4
168.0.5
168.0.6
168.0.7

pc-node-2
pc-node-1
pc-node-1
pc-node-3
pc-node-1

[7cedd14f-265b-42e5-ac17-e03e7a1f2342 276baccb-fe9c-4476-b41d-05872a94976d fd9f140c-c45d-43db-ab6¢c0-0d4f8ea298dd]

<none>
<none>
<none>
<none>
<none>

5.10.4 3. ovn-snat

<none>
<none>
<none>
<none>
<none>
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5.10.5 4. ovn-dnat

# kubectl exec -it -n vpcl vpc-1-busybox@4  bash
kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl exec [POD] -- [COMMAND] instead.
[root@vpc-1-busybox@4 /]#
[root@vpc-1-busybox@4 /]#
[root@vpc-1-busybox@4 /]# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 60:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
17095: eth8@if17096: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 qdisc noqueue state UP group default
link/ether 00:00:00:76:94:55 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 192.168.0.6/24 brd 192.168.0.255 scope global eth@
valid_1ft forever preferred_1ft forever
inet6 fe80::200:ff:fe76:9455/64 scope link
valid_1ft forever preferred_1ft forever
[root@vpc-1-busybox84 /1# ping 223.5.5.5
PING 223.5.5.5 (223.5.5.5) 56(84) bytes of data.
64 bytes from 223.5.5.5: icmp_seq=1 ttl=114 time=22.2 ms
64 bytes from 223.5.5.5: icmp_seq=2 ttl=114 time=21.8 ms

[ root@pc-node-1 @3-cust-vpcl# kubectl exec -it -n vpcl vpc-1-busybox@2 bash
kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl exec [POD] -- [COMMAND] instead.
[root@vpc-1-busybox@2 /]#
[root@vpc-1-busybox82 /]#
[root@vpc-1-busybox82 /]#
[root@vpc-1-busybox@2 /]# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 60:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
1566: eth@@if1567: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default
link/ether 00:00:00:8b:e9:d0 brd ff:ff:ff:ff:ff:ff link-netnsid 0
inet 192.168.0.4/24 brd 192.168.08.255 scope global eth@
valid_1ft forever preferred_1ft forever
inet6 fe80::200:ff:feBb:e9d0/64 scope link
valid_1ft forever preferred_1ft forever
[root@vpc-1-busybox82 /]# ping 223.5.5.5
PING 223.5.5.5 (223.5.5.5) 56(84) bytes of data.
64 bytes from 223.5.5.5: icmp_seq=2 ttl=114 time=22.7 ms
64 bytes from 223.5.5.5: icmp_seq=3 ttl=114 time=22.6 ms
64 bytes from 223.5.5.5: icmp_seq=4 ttl=114 time=22.1 ms
AC
--- 223.5.5.5 ping statistics ---
4 packets transmitted, 3 received, 25% packet loss, time 3064ms
rtt min/avg/max/mdev = 22.126/22.518/22.741/0.278 ms

# pod snat

5.10.5 4. ovn-dnat
4.1 ovn-dnat [l pod KXl dnat

kind: OvnEip
apiVersion: kubeovn.io/v1
metadata:
name: eip-dnat
spec:
externalSubnet: underlay

kind: OvnDnatRule
apiVersion: kubeovn.io/v1
metadata:
name: eip-dnat
spec:
ovnEip: eip-dnat
ipName: vpc-1-busybox@1.vpcl # pod ip crd
protocol: tcp
internalPort: "22"
externalPort: "22"

# VPC ip

kind: OvnDnatRule
apiVersion: kubeovn.io/v1
metadata:
name: eip-dnat
spec:
ovnEip: eip-dnat
protocol: tcp
internalPort: "22"
externalPort: "22"
vpc: vpcl
v4Ip: 192.168.0.3
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5.10.6 lK

NENENENENRERRRER externalSubnet NENENENENENENRNANANRNNENERENE extral

OvnDnatRule N{NE IptablesDnatRule 0

# kubectl get oeip eip-dnat
NAME VA4IP V6IP MAC TYPE READY
eip-dnat 10.5.49.4 00:00:00:4D:CE:49 dnat true

# kubectl get odnat
NAME EIP PROTOCOL  VAEIP V4IP INTERNALPORT EXTERNALPORT IPNAME READY
eip-dnat eip-dnat tep 10.5.49.4 192.168.0.3 22 22 vpc-1-busybox@1.vpcl true

4.2 ovn-dnat [l vip KXNK dnat

kind: OvnDnatRule
apiVersion: kubeovn.io/v1
metadata:
name: eip-dnat
spec:
ipType: vip # dnat pod ip vip
ovnEip: eip-dnat
ipName: test-dnat-vip
protocol: tcp
internalPort: "22"
externalPort: "22"

# VPC ip

kind: OvnDnatRule
apiVersion: kubeovn.io/v1
metadata:
name: eip-dnat
spec:
ipType: vip # dnat pod ip vip
ovnEip: eip-dnat
ipName: test-dnat-vip
protocol: tcp
internalPort: "22"
externalPort: "22"
vpe: vpel
v4Ip: 192.168.0.4

OvnDnatRule HNAK IptablesDnatRule KX

# kubectl get vip test-dnat-vip
NAME V4IP PV4IP MAC PMAC V6IP PV6IP SUBNET READY
test-dnat-vip 192.168.0.4 00:00:00:D0:C0:B5 vpcl1-subnet1 true

# kubectl get oeip eip-dnat
NAME V4IP V6IP MAC TYPE READY
eip-dnat 10.5.49.4 00:00:00:4D:CE:49 dnat true

# kubectl get odnat eip-dnat

NAME EIP PROTOCOL V4EIP V4IP INTERNALPORT EXTERNALPORT IPNAME READY
eip-dnat eip-dnat tep 10.5.49.4 192.168.0.4 22 22 test-dnat-vip true
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5.11 VPC W

VPC RENRKNRENE VPC MRENNENRENRERENNENE VPC KERENRNKEENENRENRERE RENRENE RN NERRENRERE NAT KEE

5.11.7 NRKK

1. NUERENERNENE VPCH
NUENERERNE VPC BNEN CIDR NURNE

2. C
3. NENKRNE VPC RURNERE VPC BNERNRNERE
4.

5.11 VPC

B vpcPeerings NEMXENEN localConnectIP HUNHMXKNNKKREY IP KEN CIDRENNXENANKENN 169.254.0.1/30 0 169.254.0.1/30,fdee::1/64 NEKKKYN CIDR KN

NRMNHNRENRE KRN NN REN

5.11.2 HUKE

ANERNEENNE VPCREE VPC HERNE SubnetiSubnet il CIDR HENNE

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:

name: vpc-1
spec: {}
kind: Subnet
apiVersion: kubeovn.io/v1
metadata:

name: netl
spec:

vpc: vpe-1

cidrBlock: 10.0.0.0/16
kind: Vpc
apiVersion: kubeovn.io/v1
metadata:

name: vpc-2
spec: {}
kind: Subnet
apiVersion: kubeovn.io/v1
metadata:

name: net2
spec:

vpc: vpc-2

cidrBlock: 172.31.0.0/16

NN VPC NNKKE vpcPeerings HHHXNNNNK

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: vpc-1
spec:
vpcPeerings:
- remoteVpc: vpc-2
localConnectIP: 169.254.0.1/30
staticRoutes:
- cidr: 172.31.0.0/16
nextHopIP: 169.254.0.2
policy: policyDst

kind: Vpc
apiVersion: kubeovn.io/v1
metadata:
name: vpc-2
spec:
vpcPeerings:
- remoteVpc: vpe-1
localConnectIP: 169.254.0.2/30
staticRoutes:
- cidr: 10.0.0.0/16
nextHopIP: 169.254.0.1
policy: policyDst

* remoteVpc : KXNNKK VPC NKKEN

* localConnectIP : NENKHNENERKENEY 1P BNE CIDRUNENENUANENE 169.254.0.1/30 B 169.254.0.1/30,de0: :1/64 BNUEKE CIDR BRKENHNEHNENENKENENEEN
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5.11.3 i

* cidr WK Subnet i CIDRE

* nextHopIP ¥¥N VPC HNNN localConnectIP I

b

NEENE VPC BNadmission webhook NANER peering BAE localConnectIP NEREANENENNANEREANERE
localConnectIP is required for vpc peering with vpc-2, e.g. 169.254.0.1/30

NENNKNRENR CIDRANNENAKNNANNANNANRENNENRENANNEENNENREN admission webhook BRENVPC controller B reconcile RNREXRENAN CIDR RENHNNHNREKANNANNANRERREN
localConnectIP I

NENNE Subnet KEN Pod

apiVersion: vi
kind: Pod
metadata:
annotations:
ovn.kubernetes.io/logical_switch: netl
name: vpc-1-pod
spec:
containers:
- name: vpc-1-pod
image: docker.io/library/nginx:alpine
apiVersion: vi
kind: Pod
metadata:
annotations:
ovn.kubernetes.io/logical_switch: net2
name: vpc-2-pod
spec:
containers:
- name: vpc-2-pod
image: docker.io/library/nginx:alpine

NURNENE

# kubectl exec -it vpc-T1-pod -- ping $(kubectl get pod vpc-2-pod -o jsonpath='{.status.podIP}')
PING 172.31.0.2 (172.31.0.2): 56 data bytes

64 bytes from 172.31.0.2: seq=0 ttl=62 time=0.655 ms

64 bytes from 172.31.0.2: seq=1 ttl=62 time=0.086 ms

64 bytes from 172.31.8.2: seq=2 ttl=62 time=0.898 ms

2C

---172.31.0.2 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max = 0.886/0.279/0.655 ms

# kubectl exec -it vpc-2-pod -- ping $(kubectl get pod vpc-1-pod -o jsonpath='{.status.podIP}"')
PING 10.0.0.2 (10.0.0.2): 56 data bytes

64 bytes from 10.0.0.2: seq=0 ttl=62 time=0.594 ms

64 bytes from 10.8.0.2: seq=1 ttl=62 time=0.093 ms

64 bytes from 10.8.0.2: seq=2 ttl=62 time=0.088 ms

AC

--- 10.0.0.2 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max = 0.088/0.258/0.594 ms
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6. HMMX

6.1 kubectl-ko X

kubectl-ko RURHNEKN Kube-OVN i Go HHN kubectl EXENEN Kubernetes API RERNRERENENAKANANARNEN kubectl-ko-node-agent DaemonSetililll agent [
kube-ovn-cni ll ovs I ovs-ovn N ovn-central NAKNANNENNENN shelllOVN/OVS BN tcpdump HUREKKE BashHOVN/OVSiitar NENAK kubect! NRENAN
kubectl ko HUNNNNHHHNE kubectl N

6.1.1 KK

Kube-OVN &N CNI BNENENENENANAN /usr/local/bin/kubectl-ko NENKNENENENENK Kube-OVN HAK GitHub Release Hll kubectl-ko-<os>-<arch>.tar.gz
lLinux/macOSHN kubectl-ko-windows-<arch>.zip BNKEN kubectl-ko-checksums.txt NN SHA256HNNANKN PATH NRHENNHHMNKHNNNHNNNAKNEN KN OVN/OVS
RERENEN Linux ENENELiInuxEmacOSEWindows BRI amd64 [ arm64 BARAEN Linux Pod HNANRNRERERENEKER

Windows HRENNKNR ZIP BNEN Get-FileHash EN SHA256[NN Expand-Archive HNEN kubectl-ko.exe HEN kubectl.exe NRHNN PATH HERHNRKNNE
PowerShell BRI

Get-FileHash .\kubectl-ko-windows-arm64.zip -Algorithm SHA256

Expand-Archive .\kubectl-ko-windows-armé4.zip .\kubectl-ko-windows-armé64
.\kubectl-ko-windows-armé64\kubectl-ko.exe version
.\kubectl-ko-windows-armé4\kubectl-ko.exe --context staging exec nbctl -- show

x64 Windows NIl amd64 REREEN stdout RENARN kubectl ko capture pod/web -- -w - { HEEX PowerShell 7.4 REENENE cmd.exe HRE PowerShell HRAE
pcap HRENWindows RENNE WSLH

NENNKNNENAN kubectl-ko-node-agent DaemonSetllill Helm Chart il Kube-OVN {XEN DaemonSet NRHKNENAKNNNNENN Kubernetes pods/exec il agent
helperllagent BNAXNANNE socket HURENNE HNRENAENE Kube-OVN HUREN KXENNENN agent DaemonSet BNENN agent HRENNENEE CNI N OVS/OVN HE Pod HENAN
Helm Chart EREEN agentllX global.registry.imagePullSecrets RNNENAXNA Chart® full @ controlPlaneOnly { dataPlaneOnly XENAN agentliv2
Chart NURK AENENNENRE ovsOvn.ovnDirectory Ml logging.directory Bl cni.configDirectory NNENNENNagent RENN Linux NEN

NNKKNNAY make build-kubectl-ko NEN dist/images/kubectl-ko HENNK Linux ¥ dist/images/kubectl-ko-node-agent NEHNNN Go replace KHNNKHEN
Release NANNANKENN go install ...@version ll Windows HNANNE go build -o kubectl-ko.exe ./cmd/kubectl-ko HNNEN WX GOOS=windows
GOARCH=amd64 make build-kubectl-ko HARM NNNNKE KX armé64 N

NRMNHN RN REN R RREN

kubectl ko version
kubectl plugin list

kubectl plugin list HHHHRRKXKKNKKKNNNN

6.1.2 ENENNEN
Go CLI ERREERNRENNNEERRE BN EERRE

kubectl ko
exec
(POD | TYPE/NAME) [-c CONTAINER] [flags] -- COMMAND [args...]
-1 SELECTOR -- COMMAND [args...]
nbctl | sbetl | ic-nbctl | ic-sbetl -- [TOOL_ARGS.. .

vsctl | ofctl | dpctl | appctl --node NODE -- [TOOL_ARGS...]
db
health
nb
status | backup | kick SERVER_ID | restore
sb

status | backup | kick SERVER_ID
trace TARGET --target IP [OPTIONS]

capture TARGET [capture flags] -- [TCPDUMP_ARGS...]
network inspect TARGET [--output table|json]
diagnose

cluster | node NODE | subnet SUBNET
connectivity --target PROTOCOL://IP:PORT [--target ...]
environment

logs [OPTIONS]

restart

perf run [OPTIONS] | recovery --yes
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acl decode COOKIE | listen --node NODE
version | completion bash|zsh|fish|powershell

il

exec POD -- COMMAND K exec deploy/NAME --
COMMAND [l exec svc/NAME -- COMMAND

exec -1 SELECTOR -- COMMAND

exec nbctll exec sbctll exec ic-nbctl

exec ic-sbctl

exec vsctl/ofctl/dpctl/appctl --node NODE
db nb/sb status ldb health

db nb/sb backup

db nb/sb kick SERVER_ID

db nb restore

trace

capture

network inspect

diagnose cluster ll diagnose node NODE

diagnose subnet SUBNET

diagnose connectivity

diagnose environment

logs

restart

perf run

perf recovery --yes

acl decode COOKIE M acl listen --node NODE

version ll help ll completion

6.1.3 Il target MUNNHNKN

6.1.3 [N target NENHNHK

NRMREN

1 Pod KN workload selector [REA Running Podilllll Kubernetes pods/exec HNERENE po i
deploy lsvcldsHstsBrslrc B job HENNWorkload RENRHKNNHNNNKNNAKN PodN

1l Kubernetes label selector Nl Running PodiNHRENERENKNE

NANE OVN [ interconnection NAK leaderlil agent NANAE socket NAKNHNARNHNARNENAKND

NRNNENR agent HE OVS REXKEXENRENREREN

NENENE leader B RAFT BNERENERENNARN Running central BNE NB/SB NENENENE leaderkHANANANRANA
NRNNENRENENRENENRE SHA256H00 JSON MXENRENENRENRNRENREREN

NANN RAFT NAE --dry-run BNR leader Pod NRXNENRN agentlARNAN leader REN agentl

NURNER bootstrap NEANEN NB ERNEN central NB/SB ERNERKEREANENNENKENE SBEAKERE centraldRKERER
¥ RAFT headerlBREENERNENEE OVSHEREENENY

NANNENANNEN OVNI --engine=all NENRN OVSHNN --target RERENRE --source-ip / --source-
mac ANRENENENENIocalnet BK --node ER OVS HAE

NENE node agent HRENKNANELRP K --observe-at 1sp/NAME [RENENPod B secondary interface
WX -i IFACEN

NEXENE PodiNodeliServicelNENEVM B VMI --output=json HNENENENENE --pod NHAN

NANNENANY rollout [ leaderBNARRENALN NodePort ServicellANNEN Pod BE pinger ENANNENANNENnode
NEANEREENE

NANNEND DaemonSet I NodePort Servicelllllil Pod ENHNN TCP/UDPENE ICMP { NodePort ERANNE
WX CNI XK TCP/UDP listener

NN pinger RENEXENENEN Pod KENEN TCP/UDP IP endpointlil NodePort Service Kl
DaemonSet

Wl Kubernetes API ENNE Linux NNENEENEEN agent BNEANENNE CNI Pod HXEN

NANNERANNENANN Linux RENRERENREREN manifest BRENRE netstat.log BNAE /proc/net/
{tcp, tcp6, udp, udp6, unix} NUNHAKN PID/HKK

NANNENANNE centraldOVSHcontrollerdCNIEpinger @ monitorl

RNKENEY Pod/Servicellll PodiENEService BERNHENKER OVN LB HNEERNUENKERNNER central leaderl
NNKE NBESB 1 northd leader Pod RXHANKENREKANELN

Wl sample cookielNRERENRENENRENE cookieRENHNRLN

NERNERRENERNEARERE shell REE

Wl trace Ml capture N network inspect NHHMNNHEN TARGET [ NHHNN pod/NAME NHXHNHHKN KIND/NAME HNEE -n NAMESPACE HENNXHN KIND/NAMESPACE/NAME

NERNENERENodellocalnetlILSP i LRP HRKENHNKE

0l Podl pod ¥ po X pods ANodell node [ no B nodes N&Service BRENN § service / svc il deployment / deploy Nl daemonset / ds | statefulset / stsll

replicaset / rsll job HNNHENKubeVirt VM/VMIl virtualmachine / vmll virtualmachineinstance / vmi lll localnet/SUBNET il 1sp/NAME N 1rp/NAME }l

Service NERNEENNERRENNERNE Pody
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6.7.4 NUNHHNE

trace W trace TARGET --target IP [ ][ --target HEN IPv4/IPv6 N addr/IP NEWNN --dst-ip N --engine all HWWN OVNE OVSH --engine ovn [l
N OVNE --source-ip [l --source-mac NHNANANEEREN localnet BRENENAKANAN - -node WHIK localnet [l localnet LSP [l OVS HNRNAN chassis HHE LSP Hil OVN-
only tracellLRP i Linux HEN NENEN OVN tracellNEN router port il IP ¥ MACHK

capture Wl capture TARGET [ ] -- [ ] HLRP NN Linux NNHKNNRN --observe-at 1sp/NAME RENNRHENN LSPRNRKNNNARKN stderrlil PodiService/NHKNN
VM/VMIR -i IFACE RN Pod RENMARRNENN HE net1 K secondary interfaceflll -DE -il-cl-s®-nn B -w - K

network inspect Ml network inspect TARGET [--output table|json] ENX Pod¥ NodellServicelRENANVM { VMIEServicelXENAN VM/VMI RENARKEN KX
NRK PodliNode BNRHENNNENNAENNEN network inspect --pod HENRAN

kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl

ko
ko
ko
ko
ko
ko
ko
ko

trace -n app svc/api --target addr/10.0.8.8 --protocol tcp --dst-port 443

trace localnet/underlay-a --target 10.0.0.8 --source-ip 10.0.0.2 --source-mac 02:00:00:00:00:02 --node worker-a
trace lsp/web.app --target 10.0.08.8 --engine ovn

trace lrp/router-underlay-a --target 10.0.0.8

capture -n app pod/web -- -i netl -c 10

capture lrp/router-underlay-a --observe-at lsp/web.app -- -c 10
network inspect node/worker-a
network inspect -n app svc/api --output json

6.1.4 NENNRKN

i Kubernetes RNRNANRENENNNAKNANARARANN -- AXAkubeconfig WAKAN --kubeconfig ll KUBECONFIG HcontextdTLSH NENAN impersonationiWorkload exec NI
NENN -n/--namespace K kubeconfig NRKKN default NNHANK TYPE/NAME HNNENANNAN BNAKNENRENN capture l trace NEK PodiVM N VMI BREEN NAN namespace/
name KENNENEKube-OVN HRENAENA --kube-ovn-namespace ll KUBE_OVN_NS [l kube-system HREKN

il NRHNNR

] --timeout=0 HNNAKNRHNNNENNN --discovery-timeout=10s KNHNNAENKubernetes --request-timeout NHENRHNN exec NI

Kubernetes exec MK POD M TYPE/NAME [l -c/--container { -1/--selector [l -i/--stdin ¥ -t/--tty [l -q/--quiet ¥ --pod-running-
timeout="1m NRAKNKE -- KX

NRHNRER OVS FNEN --node NAXNNHNANNEK TARGET NENAKNANN -~ RN

DL network inspect WNXRHNKE TARGET HEN --output=table HHNNAK --output=json il

Trace trace NHNNRKNN TARGET RHNNK --target IPHNN --protocol=icmp K --engine=all NNK --dst-mac RTCP/UDP i --dst-
port=1..65535HIPv4 ARP ll --arp-op=request K --arp-op=replyll

PR NUNER --output FILE NRHHMMNNKRRNENNNRREENNN - -source-node NODE NEKH --yes W --dry-runld

il cluster/node/subnet il --read-only RNENERERENERERN/BRNARN - - skip-kube-proxy RUARK WITHOUT_KUBE_PROXY=true lsubnet [l
--tcp-port 0 --udp-port EREN TCP_CONN_CHECK_PORT § UDP_CONN_CHECK_PORT NRERE 810018101KNANNENAconnectivity ENANNE
--target tcp://IP:PORT N udp://IP:PORT NIPv6 NNNNHNKK

] --component=all Nl all il kube-ovn l ovn il ovs l 1linux [l --output-dir=kubectl-ko-log N --concurrency=4 [l --item-
timeout=30s NN --max-bytes=268435456 Ul --strict

] perf run Hll --image=docker.io/kubeovn/test:v1.13.0 [ --duration=5s [l --bandwidth=1G HHINNNNANEN 1 KK 5 NRRHEENNKER

NRKNNRKNRE leader NNRE perf recovery --yes NEN

20 NodePort BEREE PreferDualStack EENE Service HERNENNER BENKENNENNERNEENEENEENNERREONEEREENNE HEONEEREENY

kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl
kubectl

ko
ko
ko
ko
ko
ko
ko
ko
ko
ko
ko

exec -n app pod/web -- date
exec nbctl --context staging -- --format=json show
exec nbctl -- -- 1ls-add example -- lsp-add example example-port

trace -n app pod/web --target 10.0.0.8 --protocol tcp --dst-port 443

trace localnet/underlay-a --node worker-a --target 2001:db8::8

network inspect -n app pod/web --output json

diagnose subnet ovn-default --tcp-port 81008 --udp-port 8101

diagnose connectivity --target tcp://10.0.0.8:8100 --target 'udp://[2001:db8::8]:8101"
db nb backup --output northbound.backup

logs --component ovn --output-dir ./support --strict

perf run --image registry.example/test:v1.13.08 --duration 2s
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6.1.5 Workload exec

6.1.5 Workload exec

exec HNENANANY Pod NN Kubernetes workload lilworkload il selector ENEN Running PodANARAKNNENENKNE Podl -1/--selector HNRNANANKNRNNERENAN
0K 0 Pod BENE -n/--namespace NAENRNNANRENAN kubeconfig RENAKNEN default M RENE leader HNXENARNANNERREN

NEK Kubernetes HANNAN -c/--container §l -i/--stdinll -t/--tty 0 -q/--quiet ll --pod-running-timeout ¥ -n/--namespace N NXENARRARNENR -- HXEE
RUNANANARARARN --help B --timeout N -n N -c NENENENENENANA

kubectl ko exec deploy/web -- date
kubectl ko exec -n app pod/web -- date
kubectl ko exec svc/web -c app -- sh -c 'echo ready’

kubectl ko exec -n app -1 app=web -- curl http://localhost:8080/healthz
kubectl ko exec nbctl -- --format=json show
kubectl ko exec vsctl --node worker-a -- --timeout=5 show

exec nbctl --help BNURNENEN exec nbctl -- --help BNERNN ovn-nbctl HERNENMAKENENMENENMENENENNE BRNENERERNENERN - - MERKEKENEERERERNENE NENKN
NXRNHNERK RN R RNENER TTY RER

6.1.6 PodilVM I VMI i

capture HNANNAKKRENEN TARGET HEE pod/NAME { vm/NAME B vmi/NAME REREEN NRNK -D NANREEN -i K -c B -s B -nn B -w - RER -w - @ pcap NAEN stdoutlii
NEKN stderrll

kubectl ko capture -n app pod/web -- -w - > capture.pcap
kubectl ko capture -n app vm/database -- -w - > vm.pcap
kubectl ko capture -n app vmi/database -- -c 10

i agent NANANAKNENENEN Linux AF_PACKET socket ll setns(2) ENENE tcpdump  nsenter W shellddENE Ethernet &l B pcap BRERERENANANAKNAKNENENENE

KubeVirt HXHNERENE

* vm/NAME KXY VMI KEE VM KRN vmi/NAME HEKEE VM NEMREN VMIY

« NERE VMI controller UIDEXRANEREANER launcher PodH

« NERERNANER launcherRANENERNEYN launcherERKENEARE launcherfl

+ launcher EREE Running RXERREANEEREENNERR launcherBBAREEN VMI/Pod BERNERKEARERREENNERREANG
+ NEENNERREANEEREENNE AL AR E BN E RN ANE

NERNENE VMIRER launcher Podillll vm/NAME RERNANE VME network inspect [N OVSDB [l Pod NERKENEAN OVS HANEN Pod UID RUANEN cgroup BRNAN Pod K
NENENENENEN RX/TX BRENENE Pod NENENENRNAERAY JSON HAK 64 B HNENENANANRERERERE stats64 HENENE stats i

6.1.7 NENNRHNENNNEN

connectivity # UDP NIXER health check KXNANERENNENERN NENERNENE echo NHAKEN DNS ANERENNE UDP NENER subnet BXHAKERENNE listenerld

cluster/node/subnet NENNENRENANNENNEN InternetdNANN ICMP HENHNREN --external-address IP HNHN

kubectl ko diagnose cluster --external-address 1.1.1.1 --external-address 2606:4700:4700::1111

RERENENARARARE Pod NENEAN IP MRNXEREXENEN NENENENANENENRNRERERENEE UIDNANRNRENEN NENENENRNENRcluster/node/connectivity BHNKE pinger AXA A¥lservice
accountERENNENRKNABNARNENY Pod NEKK NAKKENN pinger UID i Ready NERKE Pod EX host PID B SYS_ADMIN NHXNANRAKKEN agent HEN service-account tokenll
subnet [l DaemonSet RIRNRNRENANAKNANARARN Pod NAN NANARARAERENENENANE Pod NENENANANA

logs BN kubectl-ko-log/<node>/{kube-ovn,ovn,openvswitch, linux}
NNHEENE --strict HNNRRNNRRENNEAN KEONREHENNEERNREENRRENRRENNREENRUNiX KR
NNAENRENEE NTFSHREE RENNRHINRHENR

RRKRE REN central ARREE ovn/central-<pod> Kl manifest.json KNAN BNARRAKN
N NENENENENWindows HNENEN ACL NEMRMRENNUNix AKA KNEN Windows ACLRXENENENE
Linux NENRNANEN Kubernetes API RENENANAK Linux HER BNE CNI Poddagent NENANANNENENENENENANANAN NANANAXFRM ENEN nokeys ENEIPsec HRERE CNI Pod

UID ENENEN charon HEEXE agent {l strongSwan HUANAEYN socketl BREN ipsec.conf NENENANANANE CNI NENENENANANAYN N0 Pod Hi/NRNIPsec NENE daemon BHENK
NERMNANER Linux NENENRNRN RN RN REREREREERRRRRE
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6.1.8 [l agent AN

db nb restore NHNXXNANNE NB HNRXNANNAKNENNEN HRRRHENAKY SBRRENAEN --source-node HUNEKN NODE_IPS REXNHNAKNANNEKK bootstrap RRENAKNA KKK
NODE_IPS [NENEcentral hostPath NENEN central Deploymentll £ OVS NENRIRNRERENENE hostNetwork helper BANN hostPathil [HHl OVS KNENENE hostPath RiX
central lillhelper [} central AN security contextill UID KN

HER --dry-run EXEARENE --yes WAKhelper RUANENENER BN central BNENEN central Pod BNERKANENERNE RAFT header RNENERKENENERNENENK JSON BRNRNENUANEN
A NENERNERE RN RN RN E R RN E RS RERRE R RNEN RRENE RN RN RN AN ERENERRERER /etc/ovn/ . kubectl-ko-recovery-<id> BRE central KENEAKEN glob BRHANENEN

perf run N Service NENENEN 30 BAKAKN OVN LB EXENE chassisENE qperf ANANRNRNRENENENARNARARAN LBE restart BXE OVN/OVS RENENRNAKANAN perf
recovery --yes NNNNKRRHNHENNN

6.1.8 Ul agent HKK

NUNUNANAN Kubernetes pods/exec Wil agent helper RENENE WHAKN gRPC HENKNENENENENENENY agentlagent HHK NENKNKN socketNHNRNENANKNNNNNN service-
account tokenll Bl kube-ovn-cni [l ovs-ovn 0 ovn-central HNARRENN NANK Pod RERKE Kubernetes BNENRENAworkload exec HENE WebSocketlRENNHNHEN
RUREN SPDYREN helper RENENENE stdin BAENE exec HERERERENENENANANANARNENENE BR agent RNANANE Linux NANARAENENENEN 13080K NENRAN session NENANANANANN
ORRORDbeliy

ANERNEENNERRENERNEANEENE agent B pods/exec B BENNERNENNEENEENNERNEY workload BEREENNENE ANERNENNNERNE NERNED get/listdagent BENN pods/exec HENN
B

¥ pods/logl HNEN create/deletelirollout RUXEN workload patch/scalell pods/exec HNENENANANANNHNENENENEAN NENE Kube-OVN HANAKAKNENENENENENENENR
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6.1.9 HNHNN

6.1.9 HUNEN

Go CLI BINUEREEYN Bash BANKENHENNERNEC] BHNEY KENEENNEN logs --component COMPONENT --output-dir DIRU

el

nbctl ARGS [l sbctl ARGS

icnbctl ARGS [l icsbctl ARGS
vsctl/ofctl/dpctl/appctl NODE ARGS

nb/sb statusf nb/sb backup ¥ nb/sb kick
ID

nb dbstatus il sb dbstatus
nb restore

trace POD IP [MAC] PROTOCOL [PORT/OP]

trace node//NODE ...
ovn-trace ...
tcpdump POD ARGS
diagnose [all]

diagnose node NODE H diagnose subnet
SUBNET

diagnose IPPorts tcp-IP-PORT,udp-IP-
PORT

env-check

log COMPONENT --output DIR

reload

perf IMAGE --duration 5

NRKA leader [ perf --include-disruption

acl-sample decode/listen ...

il

exec nbctl -- ARGS K exec sbctl -- ARGS

exec ic-nbctl -- ARGS [l exec ic-sbctl -- ARGS
exec TOOL --node NODE -- ARGS

db nb/sb statusl db nb/sb backup ldb nb/sb kick ID

db health
WUN db nb restore --source-node NODE --dry-run HKHHEE --yes

trace POD --target IP [--dst-mac MAC] --protocol PROTOCOL [--dst-port PORT/--arp-
op OP]

W localnet il trace localnet/SUBNET --node NODE --target IP ... [INode [NNH trace [N
trace --engine ovn ...

capture POD -- ARGS

diagnose cluster

X D S R O R O

diagnose connectivity --target tcp://IP:PORT --target udp://IP:PORT

diagnose environment

logs --component COMPONENT --output-dir DIR
restart

perf run --image IMAGE --duration 5s

WUNK perf recovery --yesl

acl decode/listen ...

RURENENE tcpdump B ncat / netcat N net-tools NN kubectl ko capture WANAN kubectl ko diagnose connectivity EN TCP/UDP endpointHil
network inspect trace ! logs M perf NENNK NNNNRNANENNNNNKAN DEBUG NRXDEBUG EXNNNN gdb @ valgrind HHHKNN

ANERNEINNERRENE RN NN BN ERREINEE B kubectl ko HENEE Helm values HEE ¥ Bash HNMENEENNENKERNMRNEENNEN E2E fixture HONE

¥ PDF ﬁ!_- Slack Support
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6.2 BNREHKEN

6.2 NURKNHNN

HEN Kube-OVN ENENEN daemon BUAE kubectl-ko-node-agent HUAKNENE agent Nilagent BNEN kubectl ko HRENHNHNAN

NEXENEN DPDK HRENENENENENENENdebug NENENE BN gdb B valgrind HNRNENE Cl RENENEN

el LD il

tepdump BRE sniffer kubectl ko capture agent NANKNAKNENE AF _PACKET socketlRER -w - WX pcapBNEN nsenter U
tepdump WK -D EXMAEpcap WANE Ethernet HRE

Wireshark NNKHNNAR pcap WXKHHNKE pcap HENKHNXRHNXRHENN
netcat / ncat kubectl ko diagnose WX Go TCP/UDP HNNHKKNENK
connectivity
nmap Geneve [} agent Xl UDP KK diagnose environment Kl open N closed N unknown KREXKN UDP NHNKKHHKKNNN
strace [l readelf [l kubectl ko tracelERNHANKNNEN NERNERNERERNdebug RNERREARERE
gdb N

capture Wl -DE-i W -c W -sl-nn B -w - WA PodliService/EN RERE VM/VMI B8R -i IFACE NEXN Pod BRERENENENAND HNANAN Multus K secondary
interfacellill net1 [

kubectl ko capture -n app pod/web -- -i netl -c 10
RENENEN Pod ENENENENE net1 BX 10 NENANANAEN X -w - NENRNANANREXENEN

kubectl ko capture -n app pod/web -- -i netl -c 10 -w - > capture.pcap

agent HNAY setns(2) HHANNANRENNENAENN kube-ovn-cnill ovs-ovn N ovn-central HRENRENAENA Linux B AF_PACKET N network namespacellilill agent Hi
0 LinuxdWindows Bl Bl kubect! HEXE

¥ PDF ﬁ:_- Slack Support
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6.3 HUNHNE

6.3 NURHNKN

NERENEN Kubernetes BRERENENANE ovs-ovn WHEN ovn-controller HANNENENENE ovn-central RERERENEN NENRNAXRXRERERERERENE BXEN Kubernetes HRERENEN
NHMNHNRENNEN R RN RENRNE

ANEENEENNERNENNERNE ovn-central BENBANEENN ovn-central Bl

6.3.71 NHNKKNENN

# kubectl drain kube-ovn-worker --ignore-daemonsets --force
node/kube-ovn-worker cordoned

WARNING: ignoring DaemonSet-managed Pods: kube-system/kube-ovn-cni-zt74b, kube-system/kube-ovn-pinger-5rxfs, kube-system/kube-proxy-jpmnm, kube-system/ovs-
ovn-v2kll

evicting pod kube-system/coredns-64897985d-qsgpt

evicting pod local-path-storage/local-path-provisioner-5ddd94ff66-11ss6
evicting pod kube-system/kube-ovn-controller-8459db5ff4-941xb
pod/kube-ovn-controller-8459db5ff4-941xb evicted
pod/coredns-64897985d-qsgpt evicted
pod/local-path-provisioner-5ddd94ff66-11ss6 evicted
node/kube-ovn-worker drained

6.3.2 il kubelet il docker
NNHKEN ovs-ovn MRRENNE ovn-central KHNHMKNENXHENNKNENNALN

systemctl stop kubelet
systemctl stop docker

Containerd

NENE Pod/0K

I containerd [l CRI NENENANANN UHX ovs-ovn

¥l containerd BNRNANANANNENE ovs-ovn NN

1. 0 kubelet

systemctl stop kubelet
2. il ovs-ovn Pod

crictl rm -f $(crictl ps | grep openvswitch | awk '{print $1}'
3. llll containerd

systemctl stop containerd

6.3.3 [l Node HNHMNK

rm -rf /var/run/openvswitch

rm -rf /var/run/ovn

rm -rf /etc/origin/openvswitch/

rm -rf /etc/origin/ovn/

rm -rf /etc/cni/net.d/@8-kube-ovn.conflist
rm -rf /etc/cni/net.d/@1-kube-ovn.conflist
rm -rf /var/log/openvswitch

rm -rf /var/log/ovn

6.3.4 [l kubect! HEXE

kubectl delete no kube-ovn-01
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6.3.5 NENENNRNE ovn-sb RNE

6.3.5 NNNNRRENN ovn-sb HHN
NNHEEN kube-ovn-worker KHHNKAE

# kubectl ko sbctl show
Chassis "b0564934-5a0d-4804-a4c0-476c93596a17"
hostname: kube-ovn-worker
Encap geneve
ip: "172.18.0.2"
options: {csum="true"}
Port_Binding kube-ovn-pinger-5rxfs.kube-system
Chassis "6a29de7e-d731-4eaf-bacd-2f239ee52b28"
hostname: kube-ovn-control-plane
Encap geneve
ip: "172.18.0.3"
options: {csum="true"}
Port_Binding coredns-64897985d-nbfln.kube-system
Port_Binding node-kube-ovn-control-plane
Port_Binding local-path-provisioner-5ddd94ff66-h4tn9.local-path-storage
Port_Binding kube-ovn-pinger-hf2p6.kube-system
Port_Binding coredns-64897985d-fhwlw.kube-system

6.3.6 NUKENE chassis NHNHNANNKNE
uuid HXNARNEEN Chassis il idl

# kubectl ko sbctl chassis-del b0564934-5a0d-4804-a4c0-476c93596a17
# kubectl ko sbctl show
Chassis "6a29de7e-d731-4eaf-bacd-2f239ee52b28"
hostname: kube-ovn-control-plane
Encap geneve
ip: "172.18.8.3"
options: {csum="true"}
Port_Binding coredns-64897985d-nbfln.kube-system
Port_Binding node-kube-ovn-control-plane
Port_Binding local-path-provisioner-5ddd94ff66-h4tn9.local-path-storage
Port_Binding kube-ovn-pinger-hf2p6.kube-system
Port_Binding coredns-64897985d-fhwlw.kube-system
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6.4 [l ovn-central {X

6.4 i ovn-central KX

BE ovn-central HE ovn-nb B ovn-sb NEREENE etcd B Raft ERNANER ovn-central RNENERNEREARRNENEANEREARERENEANEREAREREANEREREAREREANE BRRARERERAN
K

6.4.1 ovn-central [HXK
NNNRARIMINNNNARE kube-ovn-control-plane2 HENNNNNKEANE ovn-central HENNNK

# kubectl -n kube-system get pod -o wide | grep central

ovn-central-6bf58cbc97-2cdhg 1/1 Running 0 21m  172.18.0.3 kube-ovn-control-plane <none> <none>
ovn-central-6bf58cbc97-crmfp 1/1 Running 0 21m  172.18.8.5  kube-ovn-control-plane2 <none> <none>
ovn-central-6bf58cbc97-1xmpl 1/1 Running 0 21m  172.18.8.4  kube-ovn-control-plane3 <none> <none>

WK ovn-nb XNHHNKEN

NURNHNERKEN IDERENEENE

# kubectl ko nb status

1b9a

Name : OVN_Northbound

Cluster ID: 32ca (32caB7fb-739b-4257-b510-12fa18e7cce8)
Server ID: 1b9a (1b9a5d76-e69b-410c-8085-39943d0cd38c)
Address: tcp:[172.18.08.3]:6643

Status: cluster member

Role: leader

Term: 1

Leader: self

Vote: self

Last Election started 2135194 ms ago, reason: timeout
Last Election won: 2135188 ms ago
Election timer: 5000
Log: [135, 135]
Entries not yet committed: @
Entries not yet applied: @
Connections: <-d64b ->d64b <-4984 ->4984
Disconnections: @
Servers:
4984 (4984 at tcp:[172.18.0.4]:6643) next_index=135 match_index=134 last msg 1084 ms ago
1b9a (1b9a at tcp:[172.18.08.3]:6643) (self) next_index=2 match_index=134
d64b (d64b at tcp:[172.18.08.5]:6643) next_index=135 match_index=134 last msg 1084 ms ago
status: ok

kube-ovn-control-plane2 WNNK IP X 172.18.0.5 NNAKKAA ID N dé64b NRAEN ovn-nb HXNNKNNAN

# kubectl ko nb kick dé64b
started removal

NRMNHNREN

# kubectl ko nb status

1b9a

Name: OVN_Northbound

Cluster ID: 32ca (32ca@7fb-739b-4257-b5108-12fa18e7cce8)
Server ID: 1b9a (1b9a5d76-e69b-410c-8085-39943d0cd38c)
Address: tcp:[172.18.0.3]:6643

Status: cluster member

Role: leader

Term: 1

Leader: self

Vote: self

Last Election started 2297649 ms ago, reason: timeout

Last Election won: 2297643 ms ago

Election timer: 5000

Log: [136, 136]

Entries not yet committed: ©

Entries not yet applied: @

Connections: <-4984 ->4984

Disconnections: 2

Servers:
4984 (4984 at tcp:[172.18.0.4]:6643) next_index=136 match_index=135 last msg 1270 ms ago
1b9a (1b9a at tcp:[172.18.0.3]:6643) (self) next_index=2 match_index=135

status: ok
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6.4.1 ovn-central NAKKN

1N ovn-sb NRHKKKN

NERENEN ovn-sb NENRNENANANAEY IDRENENENE

kubectl ko sb status

3722

Name: OVN_Southbound

Cluster ID: d4bd (d4bd37a4-84080-499f-b4df-bafd389780f0)
Server ID: 3722 (3722d5ae-2ced-48208-a6b2-8b744d11fb3e)
Address: tcp:[172.18.0.3]:6644

Status: cluster member

Role: leader

Term: 1

Leader: self

Vote: self

Last Election started 2395317 ms ago, reason: timeout

Last Election won: 2395316 ms ago

Election timer: 5000

Log: [130, 138]

Entries not yet committed: ©

Entries not yet applied: @

Connections: <-e9f7 ->e9f7 <-6e84 ->6e84

Disconnections: @

Servers:
e9f7 (e9f7 at tcp:[172.18.0.5]:6644) next_index=130 match_index=129 last msg 1006 ms ago
6e84 (6e84 at tcp:[172.18.08.4]:6644) next_index=130 match_index=129 last msg 1064 ms ago
3722 (3722 at tcp:[172.18.0.3]:6644) (self) next_index=2 match_index=129

status: ok

kube-ovn-control-plane2 WREN IP® 172.18.0.5 KXANNAN ID 0 e9f7 BRRKN ovn-sb RENARRAKN

# kubectl ko sb kick e9f7
started removal

NHMNMNREN

# kubectl ko sb status

3722

Name: OVN_Southbound

Cluster ID: d4bd (d4bd37a4-8400-499f-b4df-b4fd389780f0)
Server ID: 3722 (3722d5ae-2ced-4820-a6b2-8b744d11fb3e)
Address: tcp:[172.18.0.3]:6644

Status: cluster member

Role: leader

Term: 1

Leader: self

Vote: self

Last Election started 2481636 ms ago, reason: timeout

Last Election won: 2481635 ms ago

Election timer: 5000

Log: [131, 131]

Entries not yet committed: @

Entries not yet applied: @

Connections: <-6e84 ->6e84

Disconnections: 2

Servers:
6e84 (6e84 at tcp:[172.18.08.4]:6644) next_index=131 match_index=130 last msg 642 ms ago
3722 (3722 at tcp:[172.18.0.3]:6644) (self) next_index=2 match_index=130

status: ok

NRHENRAKNY ovn-central

NERN ovn-central BNEX NODE_IPS BRNHNERKANERE

kubectl label node kube-ovn-control-plane2 kube-ovn/role-

kubectl scale deployment -n kube-system ovn-central --replicas=2

kubectl set env deployment/ovn-central -n kube-system NODE_IPS="172.18.0.3,172.18.0.4"
kubectl rollout status deployment/ovn-central -n kube-system

NNNRAREN ovn-central [N

BE ovs-ovn HENHMXKMNHNRENN

# kubectl set env daemonset/ovs-ovn -n kube-system OVN_DB_IPS="172.18.0.3,172.18.0.4"
daemonset.apps/ovs-ovn env updated

# kubectl delete pod -n kube-system -lapp=ovs

pod "ovs-ovn-4f6jc" deleted
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6.4.2 ovn-central NEXE

pod "ovs-ovn-csn2w" deleted
pod "ovs-ovn-mpbmb" deleted

Wl kube-ovn-controller NKKNHHUXNXKKHHNN

# kubectl set env deployment/kube-ovn-controller -n kube-system OVN_DB_IPS="172.18.0.3,172.18.0.4"
deployment.apps/kube-ovn-controller env updated

# kubectl rollout status deployment/kube-ovn-controller -n kube-system

Waiting for deployment "kube-ovn-controller" rollout to finish: 1 of 3 updated replicas are available...
Waiting for deployment "kube-ovn-controller" rollout to finish: 2 of 3 updated replicas are available...
deployment "kube-ovn-controller” successfully rolled out

NRERE

W kube-ovn-control-plane2 HXXKHMNKNNKXANKNHANNKALK
rm -rf /etc/origin/ovn

RENENENR Kubernetes RENENRNHNANENANANHNHEN

6.4.2 ovn-central HENN

NRENNNEANEN Kubernetes BN ovn-central HEN

NRRE
NNKKNRE /etc/origin/ovn HUNKEEN ovnnb_db.db ¥ ovnsb_db.db HHNHXXNHKNKE

rm -rf /etc/origin/ovn

NREN ovn-central NHENKN
NUN ovn-central NHHHHHHHHHHRRRKKKKKNKNNNNNNNKKKEKN

# kubectl ko nb status

1b9a

Name: OVN_Northbound

Cluster ID: 32ca (32caB®7fb-739b-4257-b510-12fa18e7cce8)
Server ID: 1b9a (1b9a5d76-e69b-4108c-8085-39943d0cd38c)
Address: tcp:[172.18.0.3]:6643

Status: cluster member

Role: leader

Term: 44

Leader: self

Vote: self

Last Election started 1855739 ms ago, reason: timeout

Last Election won: 1855729 ms ago

Election timer: 50600

Log: [147, 147]

Entries not yet committed: @

Entries not yet applied: @

Connections: ->4984 <-4984

Disconnections: @

Servers:
4984 (4984 at tcp:[172.18.08.4]:6643) next_index=147 match_index=146 last msg 367 ms ago
1b9a (1b9a at tcp:[172.18.08.3]:6643) (self) next_index=148 match_index=146

status: ok

# kubectl ko sb status

3722

Name : OVN_Southbound

Cluster ID: d4bd (d4bd37a4-8400-499f-b4df-b4fd389780f0)
Server ID: 3722 (3722d5ae-2ced-48208-a6b2-8b744d11fb3e)
Address: tcp:[172.18.08.3]:6644

Status: cluster member

Role: leader

Term: 33

Leader: self

Vote: self

Last Election started 1868589 ms ago, reason: timeout
Last Election won: 1868579 ms ago

Election timer: 5000

Log: [142, 142]

Entries not yet committed: @

-173/363 - 2025 Kube-OVN Team



Entries not yet applied: @
Connections: ->6e84 <-6e84
Disconnections: @

Servers:

6e84 (6e84 at tcp:[172.18.0.4]:6644) next_index=142 match_index=141 last msg 728 ms ago

3722 (3722 at tcp:[172.18.0.3]:6644) (self) next_index=134 match_index=141

status: ok

NENENREREN

UNER ovn-central BEEN NODE_IPS NNENHENNMENEENN

kubectl label node kube-ovn-control-plane2 kube-ovn/role=master

kubectl scale deployment -n kube-system ovn-central --replicas=3

kubectl set env deployment/ovn-central -n kube-system NODE_IPS="172.18.0.3,172.18.0.4,172.18.0.5"
kubectl rollout status deployment/ovn-central -n kube-system

NRHENREY ovn-central K

¥H ovs-ovn HENHXXEMNHNRENN

# kubectl set env daemonset/ovs-ovn -n kube-system OVN_DB_IPS="172.18.0.3,172.18.0.4,172.18.0.5"

daemonset.apps/ovs-ovn env updated

# kubectl delete pod -n kube-system -lapp=ovs
pod "ovs-ovn-4f6jc" deleted

pod "ovs-ovn-csn2w" deleted

pod "ovs-ovn-mpbmb" deleted

Wl kube-ovn-controller HXNXHNMXAENNAHNN

# kubectl set env deployment/kube-ovn-controller -n kube-system OVN_DB_IPS="172.18.0.3,172.18.0.4,172.18.0.5"

deployment.apps/kube-ovn-controller env updated

# kubectl rollout status deployment/kube-ovn-controller -n kube-system
Waiting for deployment "kube-ovn-controller” rollout to finish: 1 of 3 updated replicas are available...
Waiting for deployment "kube-ovn-controller" rollout to finish: 2 of 3 updated replicas are available...

deployment "kube-ovn-controller" successfully

rolled out
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6.5 OVN NUHNENED

6.5 OVN KERKNHNN

NRMNHN RN RE YRR N RN NN RN R E KRR N RN KRR E N RE XY

6.5.1 HNNKN
B kubect! BB backup HEEXNERNEENEEKEENNERAEY

# kubectl ko nb backup
tar: Removing leading “/' from member names
backup ovn-nb db to /root/ovnnb_db.0860223191654183154.backup

# kubectl ko sb backup
tar: Removing leading '/' from member names
backup ovn-sb db to /root/ovnsb_db.060223191654183154.backup

6.5.2 NEXNKENN

NRMXHERENRE YRR NRE R RE NN E RN RN RN KENNEN RN RSN RE R RN N RN REY

NRRENNREEN
NNKKEN /var/log/ovn/ovn-northd.log HXNNHENKAENKHENNKEN

* ovn-northd is not running

ovsdb-server: ovsdb error: error reading record 2739 from OVN_Northbound log: record 2739 advances commit index to 6388 but last log index is 6387
* Starting ovsdb-nb

NXHENNREEN
NENENEN OVN_Northbound EN OVN_Southbound KNENENENENENE ENENANA OVN_Northbound KE ovn-nb HEXEN

# kubectl ko nb status

9182

Name: OVN_Northbound

Cluster ID: e75f (e75fa340-49ed-45ab-990e-26ch865ebc85)
Server ID: 9182 (9182e8dd-b5bB8-4dd8-8518-598cc1e374f3)
Address: tcp:[10.0.128.61]:6643

Status: cluster member

Role: leader

Term: 1454

Leader: self

Vote: self

Last Election started 1732603 ms ago, reason: timeout

Last Election won: 1732587 ms ago

Election timer: 1000

Log: [7332, 12512]

Entries not yet committed: 1

Entries not yet applied: 1

Connections: ->f080 <-f@88 <-e631 ->e631

Disconnections: 1

Servers:
080 (@80 at tcp:[10.0.129.139]:6643) next_index=12512 match_index=12510 last msg 63 ms ago
9182 (9182 at tcp:[10.0.128.61]:6643) (self) next_index=18394 match_index=12510
e631 (e631 at tcp:[10.0.131.173]:6643) next_index=12512 match_index=0

ANERREENREANE

kubectl ko nb kick €631
NRHMNRRMN KNS X XEENN

mv /etc/origin/ovn/ovnnb_db.db /tmp
NRNNENE ovn-central PodHNRENARNRN

kubectl delete pod -n kube-system ovn-central-xxxx
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6.5.3 NENBNNRNENEN

6.5.3 HUNHNHNNENNE

ANEENEINNERREY leaderdNEENNENKENNER

WK ovn-central

NNKE ovn-central WUNKHENN ovn-central NXHHNRHENNANKN

kubectl scale deployment -n kube-system ovn-central --replicas=0

NENE
0 0 0 4 4 0 O S O O O B 0 0 X 0 Y S B X R M X S M X R MR S ) R R

I NRMNRMNEND NURERERENER R AR RENE NRORERERERENEN ovsdb-tool cluster-to-standalone KENHNEN

B¥ ovn-central NENE NODE_IPS NNENMNMENENMANNE MNNENENNHNERUNNENERNE /etc/origin/ovn BNMRNHNMRNE H NEKKNNENEREONENE

KUKMNRKRNN docker N

docker run -it -v /etc/origin/ovn:/etc/ovn kubeovn/kube-ovn:v1.17.0 bash
cd /etc/ovn/

ovsdb-tool cluster-to-standalone ovnnb_db_standalone.db ovnnb_db.db
ovsdb-tool cluster-to-standalone ovnsb_db_standalone.db ovnsb_db.db

NEKNR containerdill dockerflNENN ctr HNNENHKN

ctr -n k8s.io image pull docker.io/kubeovn/kube-ovn:v1.17.8
ctr -n k8s.io run --rm -t \
--mount type=bind, src=/etc/origin/ovn,dst=/etc/ovn,options=rbind:rw \
docker.io/kubeovn/kube-ovn:v1.17.8 ovn-recover bash
cd /etc/ovn/
ovsdb-tool cluster-to-standalone ovnnb_db_standalone.db ovnnb_db.db
ovsdb-tool cluster-to-standalone ovnsb_db_standalone.db ovnsb_db.db
exit

WKWK ovn-central Pod lHE ovsdb-tool cluster-to-standalone Hl kubectl cp NRAENNAN

NREYN ovn-central NAKNNHHNN

X RN R RN N E RN RN E R RN N RN N R

mv /etc/origin/ovn/ovnnb_db.db /tmp
mv /etc/origin/ovn/ovnsb_db.db /tmp

NAENREN
NNHKNNANERAE ovnnb_db.db B ovnsb_db.db NEHHN ovn-central WKEE NODE_IPS KRHMNKE /etc/origin/ovn/ RHHN

mv /etc/origin/ovn/ovnnb_db_standalone.db /etc/origin/ovn/ovnnb_db.db
mv /etc/origin/ovn/ovnsb_db_standalone.db /etc/origin/ovn/ovnsb_db.db

NN ovn-central NKKEKK

kubectl scale deployment -n kube-system ovn-central --replicas=3
kubectl rollout status deployment/ovn-central -n kube-system
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6.6 NUKKE CIDR

6.6 KUK CIDR

NEMXMEK CIDR MRENNENRENEENEN RN NE KRR

I NERE CIDR NENANAN Pod

ERENENE

NRXNHE N RN RN

NXE CIDR RENRENEKY XX Join KX CIDR EXERE Join KX CIDRE

6.6.1 MUK

Wl kubectl edit HWNN cidrBlock K gateway N excludeIpsll

kubectl edit subnet test-subnet

6.6.2 NAKNKENY Namespace ENX Pod

NNKKN test Namespace Kl

for pod in $(kubectl get pod --no-headers -n test --field-selector spec.restartPolicy=Always -o custom-columns=NAME:.metadata.name,HOST:spec.hostNetwork |
awk '{if ($2!="true") print $1}'); do

kubectl delete pod "Spod" -n test --ignore-not-found
done

ANEENEENNERRENERREENEE host HXKER Podl

for ns in $(kubectl get ns --no-headers -o custom-columns=NAME:.metadata.name); do

for pod in $(kubectl get pod --no-headers -n "S$ns" --field-selector spec.restartPolicy=Always -o custom-columns=NAME:.metadata.name, HOST:spec.hostNetwork |
awk '{if ($2!="true") print $1}'); do

kubectl delete pod "S$pod" -n "$ns" --ignore-not-found
done
done

6.6.3 NEXNKENN

NRXNENRENR CIDR HABNE kube-ovn-controller Deployment HURENN

args:

- --default-cidr=10.17.0.0/16

- --default-gateway=10.17.0.1

- --default-exclude-ips=10.17.0.1
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6.7l Join { CIDR

KEMKNYN Join KX CIDR RENREXHNNHNRENRENENNE

I Join §i CIDR BENENAN Pod REAKNENENENENENENRNRY

6.7.1 WK Join K

kubectl patch subnet join --type='json' -p '[{"op": "replace"
kubectl delete subnet join

6.7.2 NUNRNAKN

kubectl annotate node ovn.kubernetes.io/allocated=false --all --overwrite

6.7.3 1 Join HUNKEKN
Bl kube-ovn-controller W Join ENENENE

kubectl edit deployment -n kube-system kube-ovn-controller
NERNENE

args:
- --node-switch-cidr=100.51.0.8/16

Wl kube-ovn-controller NH join MMM

kubectl delete pod -n kube-system -lapp=kube-ovn-controller

NUEN Join MENEN

# kubectl get subnet

NAME PROVIDER VPC PROTOCOL CIDR
EXCLUDEIPS
join ovn ovn-cluster IPv4 100.51.0.0/16
["100.51.0.1"]
ovn-default ovn ovn-cluster IPv4 10.17.0.0/16
["10.17.8.1"]

6.7.4 NREN ovnO MREN

NNHEN ovne NHMNKANKNAENNEEN kube-ovn-cni HHNK

kubectl delete pod -n kube-system -1 app=kube-ovn-cni
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"path": "/metadata/finalizers", "value": []}]
PRIVATE NAT DEFAULT  GATEWAYTYPE V4USED
false false false distributed 2
false true true distributed 5
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6.8 NUNHNK

Bl kube-ovn.yaml NXENEMXKMNEXREXRENENNENRENRNE

vi kube-ovn.yaml

# ...
- name: kube-ovn-controller

image: "docker.io/kubeovn/kube-ovn:v1.17.0"
imagePullPolicy: IfNotPresent
args:
- /kube-ovn/start-controller.sh
SREEV=3

# .

#
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6.9 HNRNNE

6.9 NUNKNKN

NEXENENENRNRNE BNEN BE Kube-OVN NENENRNRNRNE

6.9.1 NHKNNK

1. NHHNNHENN
« il Pod [ Pod NENKAK
+ {i Pod BRENENHANEN
« [l Pod Wl Service HNAN
+ N Pod RNRNRENA
+ [N Pod NRNRNRNRANN
* NUMMMHN kube-ovn-pinger HHHHHHHKKKKKKNKKKK
2. NENERNENE AR ERENEERER
* {8 Pod ERNRNERENNENENERNE
+ [NNE kube-ovn-cni KENNE CNI KNHNRENN
* MM ovs-ovn NXAENKAEE OVS HXKN
+ W kube-ovn-controller BARRNENEARENAARE
« Wil ovn-central NANKAKENE OVN HHEK
* HENE dmesg BRNENEAKENERREN
* BMN netstat -s NRHMNRAENKANN
3. MRRENNHHENKERENNEY CPU, KEE 10 NRRHKKR

NRMNMUNENRE kubectl ko log NEMKEEN

6.9.2 Pod HANNEHANY 1P NE
il

Pod NENE Running HXlkubectl describe Pod BN duplicate IPv4 address <ip> found on logical switch port <port>

b

1. NENE Pod NENE 1P PodXNANA 1P REN 1P NENANANAN IP BENRER IP Pod
2. il kube-ovn-controller WANKNKN 1P KHXHNENK

3. NENERKN kube-ovn-controller MUENENMANE [P HENE

4. kubectl ko nbctl show WN OVN HENKAENNEEN IP KK

5. 0 OVN HRERKNENE Kubernetes HUAKNKNENK IP KNENENENE kubectl ko nbctl lsp-del <port> NENE

6.9.3 Pod KHHNKNAEY ping gateway failed
il

Pod NENE Running Hilkubectl describe Pod BHNK network <ip> with gateway <gw ip> is not ready for interface eth® after 30 checks

b

1. kubectl ko shctl show UN Pod NENNHNREKN

2. NENEKNENR ovn-central il ovs-ovn NARKENNENANNANNEN ovn-central [ ovs-ovn HKEN
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3. HRENENENRKRENENENE Pod NENKE
4. I Underlay BRENENENENENENANRERERERE Underlay NANE OX

6.9.4 Pod KENAKNEN
il

A8 VPC [ Pod BRNENERKENENERNENERE

b

1. 08 kubectl ko trace Xl OVN HRHRHKEKENE ACL Y

2. NEN ACL NEKKE ACL KN

3. NENE ACL RERNE Subnet stats ERHNEENENEANENENERRENEANE
4. NERERERERERERENENRNANANNE Subnet Spec RERNRNRANA
5.

Wl kube-ovn-controller KXHNMNNNKKRNHNNNNE

6.9.5 Pod IP NXAKN CIDR [
il

Pod ERUANEN 1P BNERE CIDR B

NENE

1. NEENENE /etc/cni/net.d/ ERUANENENN Kube-OVN B CNI HENE
2. NENRENRNRENRE N RENE
3. il kubelet KEKENMANEN Pod

6.9.6 Debug Pod HXNNEARN

il

kubectl debug HEN Pod NN ContainerCreating EiAPod Event §il network not ready [l no address allocated

D
Kl debug Pod REKEN yaml HEHEN yaml BE AnnotationXl

ovn.kubernetes.io/ip_address
ovn.kubernetes.io/mac_address
ovn.kubernetes.io/allocated
ovn.kubernetes.io/routed

0l debug PodiRENARN yam HENEN debug Podl

6.9.7 ARM KEHMNKKHAKNNKKEA
il
ARM RNENEAK Offload MNEREANENERKENHNERN

Wl netstat KHHHW

# netstat -us
IcmpMsg:
InType@: 22
InType3: 24
InType8: 117852
OutTypeB: 117852
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OutType3: 29
OutType8: 22

Udp:
3040636 packets received
0 packets to unknown port received.
4 packet receive errors
602 packets sent
0 receive buffer errors
0 send buffer errors
InCsumErrors: 4

UdpLite:

IpExt:
InBcastPkts: 10244
InOctets: 4446320361
OutOctets: 1496815600
InBcastOctets: 3095950
InNoECTPkts: 7683903

BEY InCsumErrors NNENXXNRNKENNENHKNE

NREKE
NEMXMNNRENRE N R NRE R R R IR NN RN ENREN KRE tx offload MNENK TCP KEMNEXRKEX

ethtool -K eth@® tx off

NEMENMRECentOS 7 KENNENKENRNRENNENRENNENENK 4.19.90-25.16.v2101 BHRENHMKENN

6.9.8 Pod il Service 1N
il
Pod RENAN Service BENNEN dmesg BRANE

netlink: Unknown conntrack attr (type=6, max=5)
openvswitch: netlink: Flow actions may not be safe on all matching packets.

NURNENEN OVS NURNENENE NAT MR

NENE

1. BURENRENRNY OVS HHREN

2. [INEN Overlay NAKAEN kube-ovn-controller HUNENE --enable-lb=false EN OVN LB [ kube-proxy KX Service X

6.9.9 ovn-central NIEENN

il

0v1.711.x NEREAT BE Pod NEAREKEN OVN NB N SB HERHANERENNANEN Kube-OVN NERER ovsdb-server/compact NEAKERHANER

b

6.9.8 Pod il Service il

NERNENER v1.13 ' ENABLE_COMPACT NEREN false AN dist/images/install.sh H start-db.sh ERENNERERNANEREANERERNANERER ovn-central BRNERERNANENE

truell

- name: ENABLE_COMPACT
value: "false"
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/. MMM

7.7 MRHMK

Kube-OVN RERNA CNI BANERE macvlanivianiihost-device BRERNINER IPAM KRN NNENERNANEN Kube-OVN NARERE IP HEK

Kube-OVN HEXNANENEN Kube-OVN HERHANERE

7.1.7 HUNK
HHBENN

NENE Multus CNI RRARNE pod NENANAKAKNENE pod NENKNKethOlnetO [ net1l ethO i kubernetes RNANAKNLN kubernetes HHNEN kubernetes api-serverllkubelet
NEK netO [ net1 RXRKKNENAKNANN CNI RENA vian/vxlan/ptpRRRAKREN

Kubernetes servers
other networks (api-server,kubelet so on)

NetworkAttachments
( cluster network/
Lmiste})lugin
)

ethO

net1

e Specific User Traffic e (Liveness and Readiness) Probes
e Communication between APl and Pod

IPAMU

HERN Multus CNIERENERNE Pod NRNEREANENEN RNEREANENERNENERREN 1P BNENEARENEN Kube-OVN KERUANENEN Subnet @ IP ¥ CRD BAK P HERNEN ANERUANIP BNHAKE
RGN K AR R E AR NENENERER RN RN RN R R R R RN ENEER Kube-OVN B IPAM EXE
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7.1.2 WENEN

NXKE

Write ;
I Network Read OVN Config
; Config ovs
, Config
‘ Pod
—> mﬁ:""”“ Annotations mbe.ovu cNe eth0
Controller
Config
Attachment
Network
Read ‘
Attachment Attachment I netl
Network CNI

Config i T

mbc-OVN IPAM

ANEEREENG Kube-OVN BENNEREEAN 1P BENNENNE ethO KHEE OVN HEdnetT BRHEAN CNI NUE net1 HNMENHENNE multus-cni il NetworkAttachmentDefinition HHHNN
¥ Pod HEEN kube-ovn-controller WHKYE Pod BHHEANKE Pod Ml annotation HEANKEN Subnet BHHEN IP HEANKEN B Pod HEENNENKEANY Pod annotation i

ANEENEANNCNI NUERRENNE kube-ovn-cni WEN ipam BEN kube-ovn-cni BXNE Pod annotation NUEHKKENN CNI NERNEENNENEED CNI HNE

7.1.2 KXHXN
NetworkAttachmentDefinition Ml spec NREmultus BNAN defaultConfDir NRHXK CNI RHXRARNNAR

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: macvlan-conf-2

NN kube-ovn-controller NHWHMMNN NetworkAttachmentDefinition HH provider HHHNNNNNHHHNMNNNNNANNNN spec HHHMMMNNXNANENNN kube-ovn-
controller [URENAE provider BNAEN spec HENARN Kube-OVN K IPAM RERNENAKNN

7.1.3 NHKN

il Kube-OVN il Multus

HBR Kube-OVN RHAN B Multus how to use HEX Kube-OVN § Multus-CNIR

WHK CNI BN IPAM

NERNEN Kube-OVN BRNENERNANERER CNIR

il NETWORKATTACHMENTDEFINITION

RERENE macvlan ENENENENENENENRN ipam KK kube-ovn

# macvlan
sudo modprobe macvlan
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7.1.3 BRUE

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: macvlan
namespace: default
spec:
config: '{
"cniVersion": "0.3.0"
"type": "macvlan"
"master": "ethe"
"mode" : "bridge",
"ipam": {
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "macvlan.default"
}
)

spec.config.ipam.type : HENNE kube-ovn ENE kube-ovn HXNRARNRAN

.

server_socket : Kube-OVN RENAN socket BRAKKEEN /run/openvswitch/kube-ovn-daemon.sock [

provider : 0l NetworkAttachmentDefinition I <name>.<namespace> lKube-OVN HENRAENNAENNYN Subnet KNN

master : KHENNRAEN

0 Info

BEE provider B Underlay BE ProviderNetwork HEENERNERNERNENENNENEERERNENEENEENERRENE

N KUBE-OVN SUBNET

NRKE Kube-OVN SubnetllNNHNN cidrBlock N exclude_ips il provider HENRAENKN NetworkAttachmentDefinition ¥ <name>.<namespace> Il NNl macvlan [l
RURMNKE Subnet KUK

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: macvlan
spec:
protocol: IPv4
provider: macvlan.default
cidrBlock: 172.17.0.8/16
gateway: 172.17.0.1
excludelIps:
- 172.17.0.0..172.17.0.10

I gateway [l private [l nat [ provider ovn NHRKNERKNY attachment networklRNHKHE

NERREREE Pod

NENNENREN PodiNNAKKEN annotation k8s.v1.cni.cncf.io/networks NUNKENAN NetworkAttachmentDefinition I <namespace>/<name> [l

apiVersion: vi

kind: Pod

metadata:
name: samplepod
namespace: default

annotations:
k8s.v1.cni.cncf.io/networks: default/macvlan
spec:
containers:
- name: samplepod
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]

image: docker.io/library/alpine:edge
[REN IP § Pod
NRKK 1P X Podiil <networkAttachmentName>.<networkAttachmentNamespace>.kubernetes.io/ip_address annotationll

apiVersion: v1
kind: Pod
metadata:
name: static-ip
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: default/macvlan
ovn.kubernetes.io/ip_address: 10.16.0.15
ovn.kubernetes.io/mac_address: 00:00:00:53:6B:B6
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macvlan.default.kubernetes.io/ip_address: 172.17.0.100
macvlan.default.kubernetes.io/mac_address: 80:00:00:53:6B:BB
spec:
containers:
- name: static-ip
image: docker.io/library/nginx:alpine

il

N IP ERNEEN
NENN ippool NENANNAN <networkAttachmentName>.<networkAttachmentNamespace>.kubernetes.io/ip_pool annotationli

apiVersion: apps/v1
kind: Deployment
metadata:
namespace: default
name: static-workload
labels:
app: static-workload
spec:
replicas: 2
selector:
matchLabels:
app: static-workload
template:
metadata:
labels:
app: static-workload
annotations:
k8s.v1.cni.cncf.io/networks: default/macvlan
ovn.kubernetes.io/ip_pool: 10.16.0.15,10.16.0.16,10.16.0.17
macvlan.default.kubernetes.io/ip_pool: 172.17.0.200,172.17.0.201,172.17.0.202
spec:
containers:
- name: static-workload
image: docker.io/library/nginx:alpine

NEN macvlan [l Pod

b

ANER macvlan BEREENN PodREANKEREENN Pod BENNENNEANEEN annotationdlll default-route HHHENN

apiVersion: vi
kind: Pod
metadata:
name: samplepod-route
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: '[{
"name": "macvlan"
“namespace”: "default"
"default-route": ["172.17.0.1"]
H
spec:
containers:
- name: samplepod-route
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]
image: docker.io/library/alpine:edge

¥ macvlan [l Pod

NENN macvlan RENNEN PodiXNHNREN annotation v1.multus-cni.io/default-network NNENREN NetworkAttachmentDefinition ! <namespace>/<name> [l

apiVersion: v1

kind: Pod

metadata:
name: samplepod-macvlan
namespace: default

annotations:
v1.multus-cni.io/default-network: default/macvlan
spec:
containers:
- name: samplepod-macvlan
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]

image: docker.io/library/alpine:edge
{ZKE KUBE-OVN SUBNETPROVIDER OVN{

NEEN provider KEN ovn [ subnet BXX IP BRKENENN provider [ ovn i Kube-OVN SubnetlfEREN cidrBlock N exclude_ips HAE Subnet KX

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: macvlan
spec:
protocol: IPv4
provider: ovn
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cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
excludelIps:

= 17297 @60 17217 &, 16

NERREREE Pod

NRKRE provider ENN ovn [ subnet NAK IP B PodilX annotation k8s.v1.cni.cncf.io/networks [l

<networkAttachmentName>.<networkAttachmentNamespace>.kubernetes.io/logical_switch KHHEN

apiVersion: vi
kind: Pod
metadata:
name: samplepod
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: default/macvlan
macvlan.default.kubernetes.io/logical_switch: macvlan

spec:
containers:
- name: samplepod
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]

image: docker.io/library/alpine:edge

* k8s.v1.cni.cncf.io/networks : NNENNE NetworkAttachmentDefinition I <namespace>/<name>
* macvlan.default.kubernetes.io/logical_switch : NHHKNN
MHE

Il <networkAttachmentName>.<networkAttachmentNamespace>.kubernetes.io/logical_switch HNHNNKNNENAN provider NHAKNL

« [l ovn WM subnet [N ipam NENANANE 1P { PodiMREKEN 1P NENENANAKAKNE macvlan K Podl

* NHMNRE macvlan il Podll

NAKNE Kube-OVN NENA
NERENENE Kube-OVN HHENK
U NETWORKATTACHMENTDEFINITION

N provider KKKKKN ovn K

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: attachnet

namespace: default

spec:
config: '{
"cniVersion": "0.3.0"
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider”: "attachnet.default.ovn"

* spec.config.type : EN} kube-ovn KEN CNI RENN Kube-OVN REN
+ server_socket : Kube-OVN HRENA socket MUNHKKEN /run/openvswitch/kube-ovn-daemon.sock [

* provider : I NetworkAttachmentDefinition I <name>.<namespace>.ovn IKube-OVN NRHINNKINNNNN Subnet HENNHHNNNELN ovnil
[XKE KUBE-OVN SUBNET

RN Kube-OVN ENENENAN provider NENENENE NetworkAttachmentDefinition I <name>.<namespace>.ovn HERE ovn ENENENE B Kube-OVN HEKAKAKAN Subnet
RUNEN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: attachnet
spec:
protocol: IPv4
provider: attachnet.default.ovn
cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
excludelIps:
- 172.17.0.0..172.17.0.10
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NRRENENE Pod
NENNKNREY PodiNNARKEN annotation k8s.v1.cni.cncf.io/networks NENNKNYN NetworkAttachmentDefinition I <namespace>/<name> [l

apiVersion: vi

kind: Pod

metadata:
name: samplepod
namespace: default

annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
spec:
containers:
- name: samplepod
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]

image: docker.io/library/alpine:edge

NERRE

! IP/MAC

NEK NetworkAttachmentDefinition HENANKENNENHNNANRANNENNERAENARNEENERREEAN IP/MACKK k8s.v1.cni.cncf.io/networks RENNENAKNAN interface RHKN
NNNKER annotationd <nadName> . <nadNamespace>.kubernetes.io/ip_address.<interfaceName> N <nadName>.<nadNamespace>.kubernetes.io/
mac_address.<interfaceName> NRRENNE - KNNANKRARNNAR 1P/MACH

NERRE

NEKNENN Kube-OVN NN PodiNNEN <networkAttachmentName>.<networkAttachmentNamespace>.ovn.kubernetes.io/routes annotation KENNHNRKN

apiVersion: vi
kind: Pod
metadata:
name: custom-routes-attach
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
attachnet.default.ovn.kubernetes.io/routes: |
{
"dst": "192.168.0.101/24"
"gw": "172.17.0.254"
oA
"gw": "172.17.0.254"

}H
spec:
containers:
- name: custom-routes-attach
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]

image: docker.io/library/alpine:edge

NERNENE DeploymentliDaemonSet [ StatefulSetlflE Annotation RERNENEE . spec.template.metadata.annotations KE

apiVersion: apps/v1
kind: Deployment
metadata:
name: custom-routes-attach
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
attachnet.default.ovn.kubernetes.io/routes: |
{
"dst": "192.168.0.101/24"
"gw": "172.17.0.254"
oA
"gw": "172.17.0.254"
H
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine

[N KUBE-OVN SUBNETPROVIDER OVNY

NENN provider HEN ovn [ subnet HXX IP NRENNENE provider B ovn i Kube-OVN SubnetliUNEN cidrBlock N exclude_ips NAK Subnet REN
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apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: attachnet
spec:
protocol: IPv4
provider: ovn
cidrBlock: 172.17.0.08/16
gateway: 172.17.0.1
excludelIps:
- 172.17.0.0..172.17.06.10

1 Pod

NHENE provider ENN ovn [ subnet NAK IP B PodilX annotation k8s.v1.cni.cncf.io/networks §

<networkAttachmentName>.<networkAttachmentNamespace>.ovn.kubernetes.io/logical_switch NNNNX

apiVersion: vi
kind: Pod
metadata:
name: samplepod
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
attachnet.default.ovn.kubernetes.io/logical_switch: attachnet

spec:
containers:
- name: samplepod
command: ["/bin/ash", "-c", "trap : TERM INT; sleep infinity & wait"]

image: docker.io/library/alpine:edge

*+ k8s.v1.cni.cncf.io/networks : HRUREN NetworkAttachmentDefinition i <namespace>/<name>

* attachnet.default.ovn.kubernetes.io/logical_switch : KKKKKK

+ HNENENE Kube-OVN NEN PodNRNANAN IP § PodUNENENE IP RNANANANENENN macvlian B PodANANARNENENE Kube-OVN NEN PodNENRNANANANN
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« [l <networkAttachmentName>.<networkAttachmentNamespace>.ovn.kubernetes.io/logical_switch WINNAKNNANNN provider HIXKNN

+ WNNENAY Kube-OVN [NX PodiiiNiKN <networkAttachmentName>.<networkAttachmentNamespace>.ovn.kubernetes.io/routes annotation HiNAN
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7.2 BNRY

7.2 NHNN

NERENENENRERERENKube-OVN RERENENENANANAENENENENENEN RN RNRNEY HRERENENENENEN RN RN REE
(0 X A X X D X O O X R R R S M R R R MR O M R R M R

NERENENRR AR AR RENENENERENEKube-OVN ERENENENE

7.2.1 KRKMNXRNE

(K T 0 T 4 0 0 X E 0 9 O X 0 X O O R O R X O M O X O X ORI

1. CNI BREREEHNNRERNRERERENERERERE R R REREN CNI RERENERRR RN RENENENE

2. DRHHHNRERERE RN NERERENENEN 10ns BERERMRMRERERE 20nsHE R RN REREKEKEREERE R RENE NN RENE
3. HRHRMNENEN RN RN RN RERE CPURKKMKEN CPU NRNHNRMRMRENEN

4. NERERERERERERENE Macvlan B SR-I0V BXENERENENRNRNRNREREN

NRMNHNRENNE N R NRE R R R RE N KXY

NRMRMNRENRE KRN NE N RENE

+ Kubernetes: 1.22.0

+ 0S: Cent0OS 7
+ Kube-OVN: 1.8.0 Overlay il
+ CPU: Intel(R) Xeon(R) E-2278G

* Network: 2*10Gbps, xmit_hash_policy=layer3+4

NREN gperf -t 60 <server ip> -ub -oo msg_size:1 -vu tcp_lat tcp_bw udp_lat udp_bw RN 1 EEAEN tcp/udp BRRENARREARNENRENANRAKRENRERRE

Type tep_lat (us) udp_lat (us) tcp_bw (Mb/s) udp_bw(Mb/s)
Kube-OVN Default 257 22.9 271 1.59
Kube-OVN Optimized 13.9 12.9 27.6 5.57
HOST Network 131 12.4 28.2 6.02

Overlayll Underlay FRNENA
RERENENANDN Kube-OVN NENANKNK Overlay N Underlay NENENENANANANN
Environment:

* Kubernetes: 1.22.0

+ 0S: Cent0OS 7

+ Kube-OVN: 1.8.0

* CPU: AMD EPYC 7402P 24-Core Processor

* Network: Intel Corporation Ethernet Controller XXV710 for 25GbE SFP28
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gperf -t 60 <server ip> -ub -o0o msg_size:

Type
Kube-OVN Overlay
Kube-OVN Underlay

HOST Network

gperf -t 60 <server ip> -ub -oo msg_size:1K -vu

Type
Kube-OVN Overlay
Kube-OVN Underlay

HOST Network

tep_lat (us)
15.2
14.3

16.6

tcp_lat (us)
16.5
15.9

18.1

1 -vu tcp_lat tcp_bw udp_lat udp_bw

udp_lat (us)
14.6
13.8

15.4

udp_lat (us)
15.8
14.5

16.6

tcp_bw (Mb/s)
23.6
24.2

24.8

tep_lat tcp_bw udp_lat udp_bw

tcp_bw (Gb/s)
10.2
9.6

9.32

gperf -t 60 <server ip> -ub -oo msg_size:4K -vu tcp_lat tcp_bw udp_lat udp_bw

udp_bw(Mb/s)
2.65
3.46

2.64

udp_bw(Gb/s)
2.77
3.22

2.66

Type tcp_lat (us) udp_lat (us) tcp_bw (Gb/s) udp_bw(Gb/s)
Kube-OVN Overlay 34.7 41.6 16.0 9.23
Kube-OVN Underlay 32.6 44 15.1 6.71
HOST Network 35.9 45.9 14.6 5.59
RERENENER AR AR AN NERERENENEN AN AN AR RERERE netfilterk NREREREN kube-proxy NANANNENENEN netfilterRERENENENENAND ARAKAKNENERENENENEND
7.2.3 NNNNNNEENN

NRXNHNRENRENRENRE N RN KRN N E N RN RE N R KRN NN REN

CPU HRHNRN

NEREN CPU NENRNRNRERERERERERENEN AR NENENENE CPU BRRNRNRRRKNENENE

cpupower frequency-set -g performance

NRHENREE

NEMNHERENNEN R NEERENREN NE RN RN NS N RENE

NHMNHHRENNE

# ethtool -g enol
Ring parameters for enol:
Pre-set maximums:

RX: 4096

RX Mini: 0

RX Jumbo: 0

TX: 4096

Current hardware settings:

RX: 255

RX Mini: 0

RX Jumbo: 0

TX: 255
NRMNHERENNE

ethtool -G enol rx 4096
ethtool -G enol tx 4096
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0N tuned EXXNNN

tuned RREREANERE profile RNANAARRNENEAREREARERE

HRMNHNREN

tuned-adm profile network-latency

i

tuned-adm profile network-throughput

NRKE

NERENE irgbalance NENANANAN CPU ERENENENENE CPU REAKNKNENENE

Wi OVN LB

7.2.3 HRNERHRNEN

OVN X L2 LB NRARARANKNERE conntrack REREN recirculate RNENK CPU NENENENENENE 20% HEN CPU REX B Overlay NENENANAN kube-proxy KN Service RURHNHNAK
N Pod-to-Pod HENANN kube-ovn-controller HHNHKKN

command :

- /kube-ovn/start-controller.sh

args:

- --enable-lb=false

I Underlay [l kube-proxy KK iptables [l ipvs HEKHNHANE

NNNRAAEN conntrack NN

NNNKK Service KR

RRNNENRENAEN OVN LB RHEN Service NENRENARNNANNANNENRENARNR Service B NetworkPolicy RERAE Subnet A BE Pod HXRE Subnet B REXRENENRENARNAN ServiceREN
NRKEN kube-ovn-controller B --skip-conntrack-dst-cidrs NRRENNAKN conntrack NRARKEAN

--skip-conntrack-dst-cidrs="10.17.0.08/16,169.254.169.245/32"

WK FastPath )

NERNENEAKENEARRN network nsNENEARRNENERNENER netfilter REREANE 20% ¥ CPU BRUARENENNR BRNANERERNE netfilter RUAKEN FastPath BRERNE netfilter KN CPU R

il

I RERENENENR netfilter RERENE iptablesRipvsiinftables HNAKAKNKNENENE

NX NN A R R NN M R R S M S

RERENRNRRARAENEAKNE FastPath NX

NNAKNNRNNNREENE insmod kube_ovn_fastpath.ko WK FastPath WNKHEN dmesg NXHHMKHHN

# dmesg

[619631.323788]
[619631.323798]
[619631.323800]
[619631.323801]

OVS NHMKNN

init_module
init_module
init_module
init_module

,kube_ovn_fastpath_local_out
,kube_ovn_fastpath_post_routing
,kube_ovn_fastpath_pre_routing
,kube_ovn_fastpath_local_in

OVS [l flow BENHNERNENEARENENER 10% BEN CPU ERENN x86 CPU HENUNNANE popent N sse4.2 HN REANENERNANEREANENEREANERERNENEREENERERlow BRNE CPU K

NURNE 5% NER

N FastPath KHNENE KNG MK KN R KR NN R E NN RN ERE NN E R E RN RN ERE NN ENER
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NRMNMERKEREY CPU REXRMNEHNNEN

cat /proc/cpuinfo | grep popcnt
cat /proc/cpuinfo | grep sse4_2
CENTOS 2HExE
bl

yum install -y gcc kernel-devel-$(uname -r) python3 autoconf automake libtool rpm-build openssl-devel

NK OVS HRKENENEN RPM RE:

git clone -b branch-3.5 --depth=1 https://github.com/openvswitch/ovs.git

cd ovs

curl -s https://github.com/kubeovn/ovs/commit/2d2c83c26d4217446918f39d5cd5838e9ac27b32.patch | git apply
./boot.sh

./configure --with-linux=/1ib/modules/$(uname -r)/build CFLAGS="-g -02 -mpopcnt -msse4.2"

make rpm-fedora-kmod

cd rpm/rpmbuild/RPMS/x86_64/

¥ RPM HRENNENRKNEN

rpm -i openvswitch-kmod-3.5.1-1.e17.x86_64.rpm

AERNENER Kube-OVNEREN OVS RENEANEREANENENNRNEREANERE

UBUNTU ERERE

NHRNHRERKENEREE

apt install -y autoconf automake libtool gcc build-essential libssl-dev

H¥ OVS ERUNNENE

apt install -y autoconf automake libtool gcc build-essential libssl-dev

git clone -b branch-3.5 --depth=1 https://github.com/openvswitch/ovs.git

cd ovs

curl -s https://github.com/kubeovn/ovs/commit/2d2c83c26d4217446918f39d5cd5838e9ac27b32.patch | git apply
./boot.sh

./configure --prefix=/usr/ --localstatedir=/var --enable-ssl --with-linux=/1lib/modules/$(uname -r)/build
make -j “nproc’

make install

make modules_install

cat > /etc/depmod.d/openvswitch.conf << EOF
override openvswitch * extra

override vport-* * extra

EOF

depmod -a
cp debian/openvswitch-switch.init /etc/init.d/openvswitch-switch
/etc/init.d/openvswitch-switch force-reload-kmod

AERNERER Kube-OVNEREN OVS RENERNEREANENENNANEREANERE

HR STT BENKE

7.2.3 HRNERHRNEN

A Warning

OpenVswitch BEX 3.6 BHIEN STT 28 Tunnel NEREENEENEARERRENE

NERENENENRE Geneve B Vxlan BE UDP BRENENENENANANARNEREREREREN UDP R TCP NENAN NARAKAENENE TCP RENENE offload RERERERENENR TCP NENRNRNANANNENEN

RERE CPU ENEN TCP BXENENRNRNRNRN R RERENEN

STT BNRNRKRKREN TCP NRNAKNENENENENENRNREREE TCP BRENENENENENENE TCP NENENEYN NENRNRNENANANYN TCP ERERERERENEN TCP KNENENRNHNRNRERERENE NN ERRROE

STT BERNRRRENENENENEREN OVS REREREREOVS REXENENAKNKNENENE
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7.2.400

STT HRKKN

kubectl set env daemonset/ovs-ovn -n kube-system TUNNEL_TYPE=stt

kubectl delete pod -n kube-system -lapp=ovs
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7.3 BNNA FastPath [0

7.3 WNMN FastPath K

NERNENEAR Profilel Netfilter RNENEARRNENERNENE 20% RER CPU NEXFastPath BANERE Netfilter ER BN CPU NANEREANERERNANEREANENERNR FastPath BN

7.3.71 BRRENRHNNE

git clone --depth=1 https://github.com/kubeovn/kube-ovn.git

7.3.2 [EKN
A% RPM [EREE CentOSIRHELAN
yum install -y kernel-devel-$(uname -r) gcc elfutils-libelf-devel
N DEB HEEN UbuntulDebiank

apt install -y linux-headers-$(uname -r) build-essential

7.3.3 HUNENN
Bl 3.x HEEK

cd kube-ovn/fastpath/3.x
make all

0E 4.x ~ 6.x NEEY

cd kube-ovn/fastpath/4.x-6.x
make all

7.3.4 NHKKNN

¥ kube_ovn_fastpath.ko RERENENENENANAKNENENENENE
insmod kube_ovn_fastpath.ko

NN dmesg NXKHHHN

# dmesg
[619631.323788] init_module, kube_ovn_fastpath_local_out
[619631.323798] init_module, kube_ovn_fastpath_post_routing
[619631.323800] init_module, kube_ovn_fastpath_pre_routing
[619631.323801] init_module, kube_ovn_fastpath_local_in

HRMNHNRENRE KRN

rmmod kube_ovn_fastpath.ko

| eepmmmomme

NERERN RN AR R EE NN R R HEE
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7.4 N eBPF HXENN TCP WK

7.4 W eBPF HUNEN TCP KX

NERENE 5G NENENENENE Pod NENAKAKE TCP NENANAN Intel BAK istio-tcpip-bypass EREPod EXEN eBPF NENEKNENE TCP/IP RENENENE socket BNHNANAKAKNENENENE

A

NERNENEARENEAE Pod R TCP NENEAKENENERNEN TCP/IPR netfilterlOVS ERNANER
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https://github.com/intel/istio-tcpip-bypass

7.4.1 RENK

OVS br-int

istio-tcpip-bypass RENHNANAKAKNKNEN TCP NANNENENENENENRN socket HRKNENENENENENENRNRNRNREN
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7.4.2 QBN

eBPF

ANERNEENNERRENNE TCP BRNENNERNENNNERNE Service Mesh BRNERNERENNEN Service Mesh HRENNE

NENNKNREEANN Tanzu Service Mesh Acceleration using eBPFl

7.4.2 NRKK

eBPF INNENNENNERNEEN Ubuntu 20.04 | Linux 5.4.0-74-generic NUERHENNE

7.4.3 NUNKE
FURERRENNEENEEN PodBENBENNINNANNEE nodeSelector I

# kubectl create deployment perf --image=kubeovn/perf:dev --replicas=2
deployment.apps/perf created
# kubectl get pod -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES
perf-7697bcéddf-b2cpv  1/1 Running @ 28s 100.64.0.3 sealos  <none> <none>
perf-7697bc6ddf-p2xpt 1/1 Running 0 28s 100.64.0.2 sealos <none> <none>

NENNEN Pod NN gperf serverliliN Pod BXN gperf client BNARNEN
# kubectl exec -it perf-7697bc6ddf-b2cpv sh
/ # gperf
# kubectl exec -it perf-7697bc6ddf-p2xpt sh
/ # gperf -t 60 100.64.0.3 -ub -oo msg_size:1:16K:*4 -vu tcp_lat tcp_bw

Nl istio-tcpip-bypass KX

kubectl apply -f https://raw.githubusercontent.com/intel/istio-tcpip-bypass/main/bypass-tcpip-daemonset.yaml
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https://blogs.vmware.com/networkvirtualization/2022/08/tanzu-service-mesh-acceleration-using-ebpf.html/

7.4.4 RBNK

AEEN perf client BENHNNARK

# kubectl exec -it perf-7697bc6ddf-p2xpt sh
/ # qgperf -t 60 100.64.0.3 -ub -oo msg_size:1:16K:*4 -vu tcp_lat tcp_bw

7.4.4 NUNK

NUENEN TCP BNENERNENERKENEN 40% ~ 60% NENENMENEREY 1024 NERUHNEN 40% ~ 80% WEK

Packet Size (byte) eBPF tcp_lat (us) Default tcp_lat (us) eBPF tcp_bw (Mb/s) Default tcp_bw(Mb/s)
1 20.2 44.5 1.36 4.27

4 20.2 48.7 5.48 16.7

16 19.6 41.6 21.7 63.5

64 18.8 41.3 96.8 201

256 19.2 36 395 539

1024 18.3 42.4 1360 846

4096 16.5 62.6 4460 2430

16384 20.2 58.8 9600 6900

EEENENEREREERED 512 NAKEEY eBPF HENINENEIRENINANENEE BIRENINENENEERE TCP HENINENENREN
ARARENARAREAR

NRENRENENNENRE RORENNENRE eBPF

NHKNRY eBPF TCP

7.4.5 NHNK

1. istio-tcpip-bypass
2. Deep Dive TCP/IP Bypass with eBPF in Service Mesh

3. Tanzu Service Mesh Acceleration using eBPF
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7.5 {l OVN-IC HUNKNHN

7.5 BN OVN-IC BREANEN

Kube-OVN HEEE OVN-IC BRE Kubernetes Y Pod RNRNANAENENENEYN Pod ENEN Pod IP ENENENE Kube-OVN HRENENENENENENRNRNANRERERER 1P MENRNARRERENENENE

I NEXENENENE Overlay NENENUNnderlay ERENRNANANRENENENENENENENE

AZ1 AZ2
10.16.0.0/16 10.16.0.0/16

Pod ECMP Pod

Tunnel
Gateway Gateway

Gateway Gateway

A Limitation

OVN-IC HRNEREE Pod IP NUENKENERNE ServicellDNS B NetworkPolicy BNENNENHENEENENNERKENERNEN Istio NEENERRERKENE

7.5.1 MREK

1.1.11.16 HNERKRNENEREENENERNENERRENENE install. sh NENMANEN

ENABLE_IC=true

NENENANANARAKAN deployment ovn-ic-controllerl
2. ANERREENNERRER CIDR REENNERREANEENEENNEARE ANE BN ERRE AR L AN E AN ER R AN RN E AN
3. NRRKNNHINNREENNE kube-ovn-controller WX IP NRHMMXAKNKRNNNKHNN
4. RYXRHMNREENNE 1P REXRRENKRE X XREN N RN
5. BNAKKRN VPC REKRENAE VPC NRENRKREN

7.5.2 MREEN OVN-IC BHX
NENENEN 1
ANEENE 10Kube-OVN v1.11.16 BRNEN

ANEENE "HEE" 0 "NEENNE" NEEREENE Deployment HEENEY master HENEEN master HNN 1HHRNEENNMaster HNXENEENNEHHENNE
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https://docs.ovn.org/en/latest/tutorials/ovn-interconnection.html

NNKEK install-ovn-ic.sh NNXKAKHN

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/dist/images/install-ic-server.sh

NERENENEN TS_NUM REREREN ECMP Path REN

sed 's/VERSION=.*/VERSION=v1.17.8/' dist/images/install-ic-server.sh | TS_NUM=3 bash

NRMNHNREN

deployment.apps/ovn-ic-server created
Waiting for deployment spec update to be observed...
Waiting for deployment "ovn-ic-server” rollout to finish:

Waiting for deployment "ovn-ic-server" rollout to finish:

out of 3 new replicas have been updated...

of 3 updated replicas are available...

0

Waiting for deployment "ovn-ic-server" rollout to finish: @ of 3 updated replicas are available...
1
2

Waiting for deployment "ovn-ic-server" rollout to finish:
deployment "ovn-ic-server” successfully rolled out
OVN IC Server installed Successfully

K kubectl ko icsbctl show NHMRMRHRHNHNHNHNNEKRKAN

kubectl ko icsbctl show
availability-zone az@
gateway 059b5c54-c5408-4d77-b009-02d65f181a02
hostname: kube-ovn-worker
type: geneve
ip: 172.18.8.3
port ts-az@
transit switch: ts
address: ["00:00:00:B4:8E:BE 169.254.100.97/24"
gateway 74ee4b9a-ba48-4a07-861e-1a8e4b9f905f
hostname: kube-ovn-worker2
type: geneve
ip: 172.18.0.2
port ts1-az@
transit switch: ts1
address: ["00:00:00:19:2E:F7 169.254.1081.90/24" ]
gateway 7e2428b6-344c-4dd5-a@d5-972c1ccec581
hostname: kube-ovn-control-plane
type: geneve
ip: 172.18.0.4
port ts2-az@
transit switch: ts2
address: ["00:00:00:EA:32:BA 169.254.10:
availability-zone azl
gateway 034da7cb-3826-4318-81ce-6a877a9bf285
hostname: kube-ovn1-worker
type: geneve
ip: 172.18.8.6
port ts-azl
transit switch: ts
address: ["00:00:00:25:3A:B9 169.254.160.51/24"
gateway 2531a683-283e-4fb8-a619-bdbcb33539b8
hostname: kube-ovni-worker2
type: geneve
ip: 172.18.8.5
port tsl1-azl
transit switch: ts1
address: ["00:00:00:52:87:F4 169.254.10
gateway b@efbBbe-e5a7-4323-ad4b-317637a757c4
hostname: kube-ovnl-control-plane
type: geneve
ip: 172.18.0.8
port ts2-azl
transit switch: ts2
address: ["00:00:00:F6:93:1A 169.254.102.17/24"

N

.103/24"]

.118/24"]

NXRENRE 2

of 3 updated replicas are available...

NHMEN kube-ovn-controller KXH IP NXENRENK OVN-IC RMNENXENRHNHNNHNRENNENRENE

B docker RNNENXENEMKENN OVN-IC HNKE

docker run --name=ovn-ic-db -d --env "ENABLE_OVN_LEADER_CHECK="false"" --network=host --privileged

var/log/ovn:/var/log/ovn kubeovn/kube-ovn:v1.17.0 bash start-ic-db.sh

WNNKE containerd BN docker HRHNENNXKHNNN
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7.5.3 HNNKNE

ctr -n k8s.io run -d --env "ENABLE_OVN_LEADER_CHECK="false"" --net-host --privileged --mount="type=bind,src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" --
mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbind:rw" --mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbind:rw" docker.io/kubeovn/

kube-ovn:v1.17.08 ovn-ic-db bash start-ic-db.sh

7.5.3 KHNENN

ANERNEANNERRENNERNE VPC X Subnet i CIDR BREEN ovN-IC HENNERNEANG Subnet CIDR ERHHNN

N kube-system Namespace il ovn-ic-config ConfigMapll

apiVersion: v1
kind: ConfigMap
metadata:
name: ovn-ic-config
namespace: kube-system
data:
enable-ic: "true"
az-name: "az1"
ic-db-host: "192.168.65.3"
ic-nb-port: "6645"
ic-sbh-port: "6646"
gw-nodes: "azl-gw"
auto-route: "true"

enable-ic : NNNKKHNHN

az-name : NENRENENKENNENRENRNREY

ic-db-host : BN OVN-IC NXHENKHKN

ic-nb-port: OVN-IC HUNKMNENEEN 6645

ic-sb-port: OVN-IC HENRNHNHNKYN 6646K

gw-nodes : BRUNNENKRNANERKHNENEN

auto-route : HNRNNNNENENENE

NN NENRERERERE ovn-ic-config KN ConfigMap ERENENENANANANNENEYN ConfigMaplENENENE ConfigMapi

¥ ovn-ic NENNENRHNRMNENNRNNRENNENE ts B

# ovn-ic-sbctl show
availability-zone az1l
gateway deeeB3e@-af16-4f45-91e9-b50c3960f809
hostname: azl1-gw
type: geneve
ip: 192.168.42.145
port ts-azl
transit switch: ts
address: ["00:00:00:50:AC:8C 169.254.100.45/24"
availability-zone az2
gateway e94cc831-8143-40e3-a478-90352773327b
hostname: az2-gw
type: geneve
ip: 192.168.42.149
port ts-az2
transit switch: ts
address: ["00:00:00:07:4A:59 169.254.100.63/24"

HRMNHNRENNE N RN RN N RN REY

# kubectl ko nbctl lr-route-list ovn-cluster
IPv4 Routes

10.42.1.1 169.254.100.45 dst-ip (learned)

10.42.1.3 100.64.0.2 dst-ip

10.16.0.2 100.64.0.2 src-ip

10.16.0.3 100.64.0.2 src-ip

10.16.0.4 100.64.0.2 src-ip

10.16.0.6 100.64.0.2 src-ip
10.17.0.0/16 169.254.100.45 dst-ip (learned)
100.65.0.0/16 169.254.100.45 dst-ip (learned)

NERNEREARE 1 RENE Pod RER ping AN 2 BRER Pod IP BREANERER

NERNENEARENENERNENERREN Subnet Y disableInterConnection HRENHARR

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
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name: no-advertise

spec:
cidrBlock: 10.199.0.0/16
disableInterConnection: true

7.5.4 NHKKNN
NRMNMNREY CIDR EYRENRENRNRENNE N R NRE NN RE N R KR
N kube-system Namespace ERE ovn-ic-config ConfigMaplllfl auto-route AEE false ll

apiVersion: v1
kind: ConfigMap
metadata:
name: ovn-ic-config
namespace: kube-system
data:
enable-ic: "true"
az-name: "az1"
ic-db-host: "192.168.65.3"
ic-nb-port: "6645"
ic-sbh-port: "6646"
gw-nodes: "azl-gw"
auto-route: "false"

NRMXHNRENRE N RERRE NN R RN N E N REXE

[root@az1 ~]# kubectl ko nbctl show
switch a391d3a1-14a0-4841-9836-4bd930c447fb (ts)
port ts-azl
type: router
router-port: azl-ts
port ts-az2
type: remote
addresses: ["00:00:00:4B:E2:9F 169.254.100.31/24"]

[root@az2 ~]# kubectl ko nbctl show
switch da6138b8-de81-4908-abf9-b2224ec4edf3 (ts)
port ts-az2
type: router
router-port: az2-ts
port ts-azl
type: remote
addresses: ["00:00:00:FB:2A:F7 169.254.100.79/24"]

NNMKNNANN az1 W KE az2 NKAENN 169.254.100.31 0 az2 N az1 WXNEAN 169.254.100.79 1
NRMXMNRENRENRENEY az1 RENN CIDRE 10.16.0.0/24 NRE az2 KXEN CIDRE 10.17.0.08/24 1
WK az1 MKAEN az2 KWWK

kubectl ko nbctl lr-route-add ovn-cluster 10.17.0.0/24 169.254.100.31
WK az2 WKAEN az1 HEHN

kubectl ko nbctl lr-route-add ovn-cluster 10.16.8.0/24 169.254.100.79

7.5.5 HKE OVN-IC HNEHX
NENENEN 1
ANEENE T0Kube-OVN v1.11.16 BHNHY

NHHHNENENE 1

NENENEN 2
OVN-IC BREENNERN Raft REANNERNEANEENEENNERY 3 HENN
NNEENEANKEN OVN-IC HHNY leaderll

H¥ docker NENMANERMNNENEN
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7.5.6 BANENE ECMP

docker run --name=ovn-ic-db -d --env "ENABLE_OVN_LEADER_CHECK="false"" --network=host --privileged -v /etc/ovn/:/etc/ovn -v /var/run/ovn:/var/run/ovn -v /var/
log/ovn:/var/log/ovn -e LOCAL_IP="192.168.65.3" -e NODE_IPS="192.168.65.3,192.168.65.2,192.168.65.1" kubeovn/kube-ovn:v1.17.0 bash start-ic-db.sh

UMK containerd NEXRENHHNEHMKE

ctr -n k8s.io run -d --env "ENABLE_OVN_LEADER_CHECK="false"" --net-host --privileged --mount="type=bind,src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" --
mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbind:rw" --mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbind:rw" --
env="NODE_IPS="192.168.65.3,192.168.65.2,192.168.65.1"" --env="LOCAL_IP="192.168.65.3"" docker.io/kubeovn/kube-ovn:v1.17.0 ovn-ic-db bash start-ic-db.sh

* LOCAL_IP HNNEENMNN IP NN
* NODE_IPS N OVN-IC NNERNHAN IP HENNENKERNNN

ARRNENEARERER OVN-IC BARR followerl
BE docker HMNHNRENNENHKNE

docker run --name=ovn-ic-db -d --network=host --privileged -v /etc/ovn/:/etc/ovn -v /var/run/ovn:/var/run/ovn -v /var/log/ovn:/var/log/ovn -e
LOCAL_IP="192.168.65.2" -e NODE_IPS="192.168.65.3,192.168.65.2,192.168.65.1" -e LEADER_IP="192.168.65.3" kubeovn/kube-ovn:v1.17.0 bash start-ic-db.sh

NHMEK containerd NEXKENHHNHMKE

ctr -n k8s.io run -d --net-host --privileged --mount="type=bind,src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" --mount="type=bind, src=/var/run/ovn,dst=/var/run/
ovn,options=rbind:rw" --mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbind:rw" --env="NODE_IPS="192.168.65.3,192.168.65.2,192.168.65.1"" --
env="LOCAL_IP="192.168.65.2"" --env="LEADER_IP="192.168.65.3"" docker.io/kubeovn/kube-ovn:v1.17.8 ovn-ic-db bash start-ic-db.sh

* LOCAL_IP MXENNENEY IP KEY
* NODE_IPS HNE OVN-IC HNXHMREN IP HEXKENHNRENN

* LEADER_IP:NE OVN-IC HEX leader RER IP BRE

NNNKRERN ovn-ic-config WNNKK OVN-IC NENNKKKN

apiVersion: vi
kind: ConfigMap
metadata:
name: ovn-ic-config
namespace: kube-system
data:
enable-ic: "true"
az-name: "azl"
ic-db-host: "192.168.65.3,192.168.65.2,192.168.65.1"
ic-nb-port: "6645"
ic-sb-port: "6646"
gw-nodes: "azl-gw"
auto-route: "true"

7.5.6 NENAKYN ECMP
U

NERNENERKEN ECMPEECMP path HEN 3HEXMANEN ECMP path RENNANEN
kubectl edit deployment ovn-ic-server -n kube-system

ANEENE TS_NUM' HEANE TS_NumM ANERREENNEN ECMP Path HEN

7.5.7 HEKN
(K0 X 0 6 K A A 6 X R A X R A R A R R
NRENE ovn-ic-config Configmapl

kubectl -n kube-system delete cm ovn-ic-config
WK ts MNHHNN

kubectl ko nbctl ls-del ts
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NRXNHMNENRENN

7.5.8 Il az-name

NEENEN kubectl edit BRER ovn-ic-config WA configmap BN az-name EREREEN NERKERN ovn-cni pod NEARRNENEAKENEAN 10 NEARENHAREN

ovn-appctl -t ovn-controller inc-engine/recompute

7.5.9 NEHMNK

NHMNKNE ovn-ic-config Configmapll

kubectl -n kube-system delete cm ovn-ic-config

NURNENE ts RURNEN

kubectl ko nbctl ls-del ts

NEXXANRENRENRERE OVN-IC MXERKKENNENEEN

NEXNRN docker MNHMRHN

docker stop ovn-ic-db
docker rm ovn-ic-db

NNNKKE containerd MNNNKEKKN

ctr -n k8s.io task kill ovn-ic-db

ctr -n k8s.io containers rm ovn-ic-db

NEXNENKE deployment ovn-ic-server WA

kubectl delete deployment ovn-ic-server -n kube-system

NEMEE master BNRNXENNEN DBUHKKEYN

rm -f /etc/origin/ovn/ovn_ic_nb_db.db
rm -f /etc/origin/ovn/ovn_ic_sb_db.db
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7.6 NN Submariner NXXKMNK

Submariner NENENENE Kubernetes il Pod I Service HENENENENENENE Kube-OVN NENANAEN

7.6 Nl Submariner RNANKEN

HERE OVN-IC HRNRNRANRERESubmariner BEXE Kube-OVN HE Kube-OVN HRNAKAN HEE Service NENANAKAK Submariner BNENENENENENENRNRNRNHNRENEN

7.6.1 NHKK

* [NKNK Service CIDR NUNKNE CIDR MK

7.6.2 {l Submariner

f Note

Submariner {1 v0.22.0 HEN nftables NERENENENENE Kube-OVN ERERHAERIANANANANANANENENENENEN Submarinerll

kubectl create namespace submariner-operator
kubectl create configmap submariner-global --namespace=submariner-operator --from-literal=use-nftables=false

BE subctl HMNHNRENNENHENE

curl -Ls https://get.submariner.io | bash
export PATH=$PATH:~/.local/bin
echo export PATH=\$PATH:~/.local/bin >> ~/.profile

NN kubeconfig NHHEN submariner-broker NMXNNKNEN

subctl deploy-broker

NUENE clustero NURKE CIDRE 10.16.0.6/16 Bjoin BN CIDRY 100.64.0.0/16 l cluster1 KENUN CIDRE 11.16.08.0/16 Njoin K CIDRK 100.68.06.08/16

W kubeconfig M cluster@ NNAEN brokerHNRHENNN:

subctl join broker-info.subm --clusterid cluster® --clustercidr 100.64.0.08/16,10.16.8.0/16 --natt=false --cable-driver vxlan --health-check=false
kubectl label nodes cluster@ submariner.io/gateway=true

Bl kubeconfig N cluster1 RENNE brokerfHRHKNEN:

subctl join broker-info.subm --clusterid cluster1 --clustercidr 100.68.0.0/16,11.16.8.8/16 --natt=false --cable-driver vxlan --health-check=false
kubectl label nodes cluster1 submariner.io/gateway=true

NHNN

join NNEREREN gateway, routeagent pod HREN, ¥ submariner-operator W clusterrole HRENEX:

apiGroups:

"apps”

resources:

daemonsets

verbs:

create
get
list
watch
update

NUNNRRHMNNNNNEN subnet ovn-default HHMNNNN centralized HNNNNN gatewayNode NMNNKNNHHMMNNXRANHN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: ovn-default
spec:
gatewayType: centralized
gatewayNode: "nodel,node2" #  submariner gateway

W submariner BNl gateway NNREN gatewayNode HNRRANNNRHNNHEN
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RENENENENRRRERAE Pod RERNE 1P REXENEN

NENNMNNRENRERE subctl HNHHKEYN

subctl show all
subctl diagnose all

Wl Submariner BREXNKNE Submariner HEXNR
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7.7 Overlay FXEXHKXHXE

NENENENENRERER Underlay RRRKNENEYN Pod BREREREREN 1P NENEK NENRNRERERERERERERENEN

I NERENENEN VPC BE Overlay RERERERERENENENPod IP NRNRENENENENENENANARRENERERE (P

7.7.1 RHKY

* NUNMMMMMMRN ip_forward X
« NENE iptables KNANKE forward BNANN Drop HNNHNHENANNHKN
* NNRENNENENRHENNAENNE ct BXE INVALID NRMNN

7.7.2 NUNK
EXREEENNAERRENNREEN natOutgoing HNE false HEN nat KEEXN Pod IP NEEHNEKEHNN

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: routed

spec:
protocol: IPv4
cidrBlock: 10.166.0.08/16
default: false
excludeIps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: distributed
natOutgoing: false

RERPod RENENRNRKRERENENENENEN RN RN R R RERE R E RN R R R AR R

RERENENRNRE AR AR RERERERE R NE IR NN ENENENENENRY Kubernetes ENENENENRNR
ip route add 10.166.0.0/16 via 192.168.2.10 dev eth®

10.166.0.0/16 NEKNANER 192.168.2.10 N Kubernetes NERENNANER
NRMNHNRENRE YRR NEE NN R RN N E KRN RN R RN R E N N RN R KRN
K NERERE |P RERNEREREANERERNENEARRNENER Keepalived BRERAREN VIPERNEREREARER VIPE

ARRNENEARERE AR NN AN RN AR ERERNR BREAN Subnet Il gatewayType HER centralized BREANERERNANERN gatewayNode KER IPH

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: routed

spec:
protocol: IPv4
cidrBlock: 10.166.0.08/16
default: false
excludelIps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: centralized
gatewayNode: "nodel"
natOutgoing: false

NHRNHNERKENENE RN RNERYE nat RENNENKE VPC NAT NHNKE

¥ PDF ﬁ!.- Slack Support

-211/363 -

7.7 Overlay NHNNENEND

2025 Kube-OVN Team


/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn

7.7.3 00

© 20231120250

@ 202217160

© GitHub @

7.7.3 N

-212/363 - 2025 Kube-OVN Team


https://github.com/oilbeater
https://github.com/oilbeater

7.8 Overlay ERENANAN

7.8 Overlay HXMNHNHN

NENENENENRNAE Overlay BNENENANARAEN tunnel RENERENE

+ HUNREENRENEE NN R RN R E KRN NN KRN
* HENREENNENRENRE N RN KRN NN RN R KRN
+ HNEMRRERENENEREN NN RN RN R RN RN EN

7.8.1 NUNENHEN
HURENRERNEENEEKube-OVN KNEERN Kubernetes Node P HRNEHNENREKKENNEHOEELRENNE
BB RN AR BN R ER R
IFACE=eth1
ERRREERNEERNEENNREE ens[a-20-9]%, eth[a-20-9]*
BURREENNE kube-ovn-cni DaemonSet BERRERAN

args:
- --iface=eth1

NNXERRANE RN AR NN RRARENE annotation ovn.kubernetes.io/tunnel_interface WHNNNNNKHHHENNN annotation NNNKK iface KHMMMNNK annotationl

kubectl annotate node nol ovn.kubernetes.io/tunnel_interface=ethx

7.8.2 NUNENHHNENN

ANERNEENNERRENNKube-OVN BRENNEENEENKERNERENE 1P BY tunnel HEANEENEENNENEEDNERNEENG

NENE

* NERERNENEARRNENERNE [P HEN
* NERERNENERE RN ERE NN E R RN ERER
« UNENEN Overlay HRNAK

NRERE

1. BN Node REXRENARNNANRRENENRKN |PY

2.1 Subnet BEN nodeNetwork HNNKAKAKAKNKNENE

3. kube-ovn-daemon HXHARERHARENEN 1P BXE OVSH

4.1 Pod REANERREANNERE nodeNetwork NERRE Pod K OVS REENNERKNE |PH

NENENE
NERNENERKENENERNE ovn.kubernetes.io/node_networks HANENENN JSON Bilkey NENERKvalue NENHAKRNE IPK
kubectl annotate node <node-name> ovn.kubernetes.io/node_networks='{"storage": "192.168.100.10", "app”: "172.16.8.10"}'
NERNENERE RN ERE

* storage KUK IP 192.168.100. 10 NENE IP KNHNHMHMNEN
* app BEN IP 172.16.0.10 KXRY IP RENRENEEN

NEXRRNRENRE N RN RENRE N R R R RN R RN R RN RE R EEN 1PY
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7.8.2 BRNHNENERNE

NXKE

NNHKNNEY spec.nodeNetwork FXXRHMNKANNKEARN

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: storage-subnet
spec:
protocol: IPv4
cidrBlock: 10.100.0.08/16
gateway: 10.100.0.1
nodeNetwork: storage

NRNRE storage-subnet HEEN Pod BEN storage HRENAE tunnel KX

KEMEE nodeNetwork XENREXKMNNNRE IPEN IFACE XEMRKNX IPXE

NRER
U OVS B8 IP B
HERENENENRNEN OVS REKEN IPY
ovs-vsctl get open . external-ids:ovn-encap-ip
NHNHNAKRRRER |PHENN
"192.168.1.18,192.168.100.10,172.16.0.10"
NHNENE [P
ovs-vsctl get open . external-ids:ovn-encap-ip-default
[k POD HRKNE IP
Nl Pod NENENE Pod MK OVS KHENE IP ENE
ovs-vsctl --columns=external_ids find interface external-ids:iface-id="<pod-name>.<namespace>"
NUKKERN nodeNetwork NKHHEEN encap-ip WK

external_ids : {encap-ip="192.168.100.10", iface-id="test-pod.default”, ...}

NENE
HXENENE RN ERENE RS
1. ERAENERE
MM RN R RN N RN R

+ etho NHENRXIP BNR 192.168.1.10 ¥ 192.168.1.11

* eth1 NHENENIP BNK 10.10.10.10 { 10.10.10.11

kubectl annotate node nodel ovn.kubernetes.io/node_networks='{"storage": "10.10.10.10"}"
kubectl annotate node node2 ovn.kubernetes.io/node_networks='{"storage": "10.10.10.11"}
2. BRERER

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name: storage-net

spec:
protocol: IPv4
cidrBlock: 10.200.0.0/16
gateway: 10.200.0.1
nodeNetwork: storage
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7.8.3

namespaces:
- storage-namespace

3. BREREREAN POD

apiVersion: vi
kind: Pod
metadata:
name: storage-pod
namespace: storage-namespace
spec:
containers:
- name: app
image: docker.io/library/nginx:alpine

¥ Pod HEENNERNEENEE eth1 HEQNEN

NENE

1. NRNRERERERENENEN RN REN
. NENNENEY [P MENNENRENENREY [P REN

. NEREREN Overlay NENENUnderlay AEAENENENENEN Underlay HENAKR Underlay KNENE

2

3

4. NHKKKEN nodeNetwork HUXKNNENRKNNENHMNENNKKRY IPE

5. Bf Pod RERNENERNANERER nodeNetwork BNNENEPod NNANERKANENERNENERERNENERKENEARE
6

. RENNENAEN AN REE NN REEANNERRE ovn.kubernetes.io/node_networks NHNRE Pod HXRKN

¥ PDF ﬁ!.- Slack Support

© 20251111280

@ 20251110280

&
O citiub )

*

7.8.3 WX

-215/363 - 2025 Kube-OVN Team


/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/web-flow
https://github.com/web-flow
https://github.com/gemini-code-assist-5Bbot-5D
https://github.com/gemini-code-assist-5Bbot-5D

7.9 BGP 1

7.9 BGP [

Kube-OVN RN PodsliSubnetsiiServices § EIPs B IP HENN BGP BRRAENNANNNRHNNRNENNEENRARKRA 1P HEN AENRAENNANNNRENNREN kube-ovn-speaker NEHNNRHNN
Pod [l Subnet NXENN annotationl!

NUEN EIP NEN BGPUERKNNENKNN VPC NAT GatewayNHRUHNENERKAY EIPSH

7.9.1 K kube-ovn-speaker
kube-ovn-speaker BH0 GoBGP BENRENNAANENEENRENNERAARAEE

HUKW kube-ovn-speaker [NHNHHRHREKEKEKHNHEKRKRKHKRE

kubectl label nodes speaker-node-1 ovn.kubernetes.io/bgp=true
kubectl label nodes speaker-node-2 ovn.kubernetes.io/bgp=true

I NERNE kube-ovn-speaker BRENNANERNARERENNANERNANERENE ECMPR
NAKN yaml:

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/yamls/speaker.yaml

i yam! BREREN
NRMNHNRENRE

- --neighbor-address=10.32.32.254
- --neighbor-ipv6-address=2409 :AB00:ABOO :2000: :AFB:8AFE
--neighbor-as=65030
--cluster-as=65000
IP
- --allowed-source-addresses=10.32.32.2,10.32.32.3,10.32.32.4,10.32.32.5

- --next-hops=192.0.2.100
- --next-hops=2601:db8::100

H oH o H W

NRMNHNRENN

- --neighbor-address=10.32.32.252,10.32.32.253
- --neighbor-ipv6-address=2409:AB00 :AB00:2000: :AFB:8AFC, 2409 : ABOO : ABOO : 2000 : : AFB : 8AFD
- --neighbor-as=65030
--cluster-as=65000
IP
- --allowed-source-addresses=10.32.32.2,10.32.32.3,10.32.32.4,10.32.32.5

- --next-hops=192.06.2.100
- --next-hops=2601:db8::100

HOH R H R

* neighbor-address : BGP Peer HNNRANNNARNNHEN
* neighbor-as : BGP Peer [l AS il

+ cluster-as : KHUNK AS KN

+ allowed-source-addresses : Speaker HNHREANE IP MENEAKRNENERNENEAESpeaker REN ip route get HENE BGP Peer HRNRNHNKRNHNE |P NHNKRNHNEHKENHAKE
Speaker HRNRNREREREREN ECMP REREREREN 1P RENRNAKAN IP ENENENERENENE

* next-hops : ENENENENENRNANREREREN IPv4 B IPv6 BNENENENE allowed-source-addresses NENENE node-ips HEREREKERERENE BGP HNRENERERENEREN OVN
LRP E 1P B 51 0 0 0 4 4 . . 0 X X X X R R M R

i yaml:

kubectl apply -f speaker.yaml

NENEN YAML BK

NNNRRRAMENNNN kube-ovn-speaker NEKEN YAML NNNKRANEN --config=/etc/kube-ovn/$(NODE_NAME) .yaml NNRRHNHMMNNNKKEN
KUBE_OVN_BGP_SPEAKER_CONFIG_FILE UXNNNXKANE --config HUNNN

-216/363 - 2025 Kube-OVN Team


https://osrg.github.io/gobgp/

7.9.2 il Pod/Subnet {X

RUNENENARARARN ConfigMap NRN key Hilkey MRAKNARNENENENENEN <spec.nodeName>.yaml Y .yaml WHENENE Pod B spec.nodeName WANAEN speaker-
node-1 N speaker-node-2 KKKKNKN

apiVersion: vi
kind: ConfigMap
metadata:

name: kube-ovn-bgp-speaker-config
namespace: kube-system

data:

speaker-node-1.yaml: |
cluster-as: 65000
neighbor-address:

- 10.32.32.254
neighbor-as: 65030
router-id: 10.32.32.2

speaker-node-2.yaml: |
cluster-as: 65001
neighbor-address:

- 10.32.32.254
neighbor-as: 65030
router-id: 10.32.32.3

Wi v2 Helm Chart BREN bgpSpeaker.configMap Nl ConfigMaplillill bgpSpeaker.extraEnv Nl Pod 0K Downward API i NODE_NAME HNARNEN

bgpSpeaker:

enabled: true
configMap: kube-ovn-bgp-speaker-config
configMapMountPath: /etc/kube-ovn/
extraEnv:
- name: KUBE_OVN_BGP_SPEAKER_CONFIG_FILE
value: /etc/kube-ovn/$(NODE_NAME).yaml

ARRNEREARENEARRNEN ConfigMap NER speaker RRNARERANE NODE_NAME BRERNERERR

env:

name : NODE_NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
name: KUBE_OVN_BGP_SPEAKER_CONFIG_FILE
value: /etc/kube-ovn/$(NODE_NAME).yaml

HNEE --config NNEHNHANMENHENNERNEONMENES YAML BREENNERNY speaker HUMHN

ANERNEENNERRENNERN kebab-case HUANNERNEENG

neighbor-address M neighbor-ipv6-address HIPv4 [l IPv6 MK
allowed-source-addresses [l allowed-source-ipv6-addresses NUNNRKANEN
cluster-as N neighbor-as NAS KHHHNNN

grpc-host KIPv4 K IPv6 BNNNNE

router-id NIPv4 XUXENEBGP router ID BRI IPV6Y

node-ips KNRNENEN IPv4 K IPve HHRNMNHNKNKNE

next-hops HNNNNNRE IPv4 0 IPve HNNNNNKKNANHNNN next-hops: {IPv4: 192.0.2.100, IPv6: 2001:db8::100} I

holdtime N graceful-restart-time N graceful-restart-deferral-time NNXKHHENNN 9@s K 5mH 1h HNKXNRHANHIN

announce-cluster-ip Ml graceful-restart K passivemode l extended-nexthop ll nat-gw-mode ll enable-metrics ¥ enable-bfd KKK

bfd-min-tx 0 bfd-min-rx M bfd-detection-multiplier NMHN

NRRERRRNERARNRARE CLI NRRENREENRRENRAEN CLI NRNNNAKNKNE next-hops NRRNNRARN/NNRN/ node-ips HENRHNNNE CLI NNRRENNAENNRNENRENENN next-hops HNRHHNN
NRK maplRRKIRRREN null BRR next-hops: {IPv4: null}H

7.9.2 I Pod/Subnet 1}

HEEN BGP ERENNENERNANEN Subnet B natOutgoing HEN false HXE Pod IP NEAKRNHNEEN

Wl annotation NXXAKN

kubectl annotate pod sample ovn.kubernetes.io/bgp=true
kubectl annotate subnet ovn-default ovn.kubernetes.io/bgp=true
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7.9.3 [l ClusterlIP [N Service i

Wl annotation NXXKKN

kubectl annotate pod sample ovn.kubernetes.io/bgp-
kubectl annotate subnet ovn-default ovn.kubernetes.io/bgp-

RERENENENRERERERENEN BGP RERENEN

7.9.3 08 ClusterIP EN Service Nl
Wl Service [ ClusterlP NRHUINRANN kube-ovn-speaker NN --announce-cluster-ip NRH true N NNNXXRARNKRAR BGP NRHHN
Nl annotation MNHNK
kubectl annotate service sample ovn.kubernetes.io/bgp=true
Nl annotation HNENK

kubectl annotate service sample ovn.kubernetes.io/bgp-

7.9.4 00 EIPs
EIPs HRREERNE VPC NAT Gateway NOREERN VpcNatGateway HNE BGP ENIHNNEANNN BGP Sidecart

NEKE VPC NAT Gateway { BGP NENENENENE
NERNENE Kubernetes API BRNERER EIPs ARR

BGP Speaker Sidecar HREN NetworkAttachmentDefinition HEN NAD RENAKNAN VPC HE Subnet NXENR Sidecar [

i
NENMNANANAE VPC B CoreDNS HUNKNENENEN NADE

WM NetworkAttachmentDefinition N Subnet KN provider WHH {nadName}.{nadNamespace}.ovn[{

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: api-ovn-nad
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn"
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "api-ovn-nad.default.ovn"
)
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: vpc-apiserver-subnet
spec:
protocol: IPv4
cidrBlock: 100.100.100.0/24
provider: api-ovn-nad.default.ovn

=

ovn-vpc-nat-config ConfigMap Il BNEN apiNadProvider F BGP Speaker HURRAN:

apiVersion: vi
kind: ConfigMap
metadata:
name: ovn-vpc-nat-config
namespace: kube-system
data:
apiNadProvider: api-ovn-nad.default.ovn # What NetworkAttachmentDefinition provider to use so that the sidecar
# can access the K8S API, as it can't by default due to VPC segmentation
bgpSpeakerImage: docker.io/kubeovn/kube-ovn:v1.13.8 # Sets the BGP speaker image used
image: docker.io/kubeovn/vpc-nat-gateway:v1.13.0

Wl ovn-default NNNKHHN provider N
provider: api-ovn-nad.default.ovn

N VPC NAT Gateway NERNIN BGPY

kind: VpcNatGateway
apiVersion: kubeovn.io/v1
metadata:

name: vpc-natgw
spec:
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7.9.5 NBNN

vpc: vpcl
subnet: net1l
lanIp: 10.06.1.10
bgpSpeaker:
enabled: true
asn: 65500
remoteAsn: 65000
neighbors:
- 100.127.4.161
- fd:01::1
enableGracefulRestart: true # Optional
routerId: 1.1.1.1 # Optional
holdTime: 1m # Optional
password: "password123" # Optional
extraArgs: # Optional, passed directly to the BGP speaker
- -v5 # Enables verbose debugging of the BGP speaker sidecar
selector:
- "kubernetes.io/os: linux"
externalSubnets:
- ovn-vpc-external-network # Network on which we'll speak BGP and receive/send traffic to the outside world
# BGP neighbors need to be on that network

NRMNMNRKNRENE BGP BNRK EIPY

kubectl annotate eip sample ovn.kubernetes.io/bgp=true

7.9.5 NHKN
kube-ovn-speaker NNNNNNNMMMN:

+ Cluster: ERNENERRRAN speaker BRERNE Pod IPs/Subnet CIDRsREREANERERNENE |P NENERNENERN CIDR i PodREREANERERNAN speaker BRNANEREANENERNANE PodRl
NERNENERKENENERNEYN Pod B Subnet BRNENERK

* Local: ENENANAPod IPs RERENE Pod RERENKNNKAKARAN Cluster RRNANRERERE Pod RERHRENHNNER
I NK: WHEN Local RHMNHNAKNRMNANNE kube-ovn-speaker HNN Pod NHNKENN speaker MNHKKHNNHNHEN
NNMKNNEY Cluster NRHEN Pod/Subnet B annotation ovn.kubernetes.io/bgp NNRHEN

* ovn.kubernetes.io/bgp=cluster ¥ ovn.kubernetes.io/bgp=true WNEH Cluster KHN

* ovn.kubernetes.io/bgp=1local KHEN Local NKN

I NNKKE Service NRHNHEN kube-proxy XKHHE ClusterIP NN Service NNNNRRANE Cluster NNX

7.9.6 BGP WX
kube-ovn-speaker HENE BGP HENEEKRENNENNEENEENRENNAN

+ announce-cluster-ip : NNAKEN Service HUNNNN false

*+ auth-password : BGP peer HRNHEN

holdtime : BGP NMMNERMNNENKNNHNERKHNENKMHNENENNE 90 KK

graceful-restart : NN BGP Graceful Restartll

graceful-restart-time : BGP Graceful restart time 0l RFC4724 3K

graceful-restart-deferral-time : BGP Graceful restart deferral time {ill RFC4724 4.10

passivemode : Speaker Nilll passive BNAKNANN peerl!

ebgp-multihop : ebgp ttl KREK 10

* allowed-source-addresses : il IP RURNENERNENERESpeaker RUNEE ip route get KERYH BGP Peer HRNHNERKENEX 1P HNXRNENEAKRNENERNE ECMP BRRRNHNERN
B 1P BRHRN

* next-hops : ENENENENENRNRNENENREY 1Pv4 B IPv6 ENENENENEY IP NANAENNENE node-ips BNEN OVN LRP EIP ERENENENENENENENENHLHENENENENENEN RN RN RN RN EEE
OBl

* enable-bfd: {ll kube-ovn-speaker K BFDHUNNNNNNANKNANNNAN false HHNNR“NNNN kube-ovn-speaker Ki BFD"H
* bfd-min-tx : kube-ovn-speaker NN BFD NNNKRARMMMNNNKAN 1000 H1 KK
* bfd-min-rx: kube-ovn-speaker NN BFD NNNKRHHNMMNNNKAN 1000 K1 KK
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7.9.7 BFD RUNRAKN

* bfd-detection-multiplier : kube-ovn-speaker KK BFD NNXKHHEN 3 MMNNKKE = bfd-min-rx * bfd-detection-multiplier

7.9.7 BFD NENHNE
! BGP HUEENEENNINNEENE BFDNBIdirectional Forwarding DetectioniMiENEEKNANNINN BGP ECMP BHRENNINY
! Kube-OVN KRINBFD BUBENNENNAENE

* NEANERE host network EREANE Kubernetes Node I host network EEREINNERNENNERYN BFD BEEENE BGP ECMP ERNERNEENNE
* HEANVPC HEANE OVN logical router BFDHE vPCc CRD HEINUEREEYN VPC BRHEANEEN kube-ovn controller NEREENNE VPC HEANKEN BFDE

HEREN
flowchart TD
A[BFD ] --> B[ : host network]
A-->C[ :VPC ]
B --> D[ : kube-ovn-speaker BFD]
B --> E[ : openbfdd

C --> F[OVN logical router BFD]

ANERNEENNEN host network BERNENNERNEANEEREENG

* UK kube-ovn-speaker [N BFDERNEN kube-ovn-speaker HWHRNENEN GoBGP i BFD NHEKENNA node host network NHRNEXMANERE BFDE
* UNENREEN openbfdd HAKNENENE BFD DaemonSetlENENENEN node host network BRERERERENEN BFDE

W OVN logical router BFD [{NN VPC HNXAENXAHNNRAN

NENEN host network BRANARAKNENENE

HHKK kube-ovn-speaker KX BFD

kube-ovn-speaker BN GoBGP [l BFD RERRFC 5880 / RFC 5881HRNENNANEN HNANERKANE BGP Speaker BANEN BFDRERNANEREANENERKANENERNENERK
kube-ovn-speaker [ GoBGP HHEKKN node host network RUANERERNAN BFD HRE
bl

N kube-ovn-speaker KKHHNEXXN BFD HUNNN

args:
- --enable-bfd=true
#
- --bfd-min-tx=1000
- --bfd-min-rx=1000
- --bfd-detection-multiplier=3

NHMNMNRENNENE 1000ms x 3 = 3§

NERENENERNRNR 300msENENENENE

args:
- --enable-bfd=true
- --bfd-min-tx=100
- --bfd-min-rx=100
- --bfd-detection-multiplier=3

* HYNREENNEEY BFDEBFD REXNENRENRENRENE BFD XX
* HNNEKE UDP KX 3784 EBFD NEXREN
* HNENEN BFD NENENRNRNANANAN CPU ENENENENENENEN BGP HHE

bl

N¥ gobgp KENH BFD NNENKKNNN JSON HEKEK

gobgp -j neighbor <peer-address> | jq '{bfd_config: .bfd, bfd_state: .state.bfd_state}
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7.9.7 BFD RUNRAKN

"bfd_config": {
"enabled": true,
"port": 3784,
"desired_minimum_tx_interval": 1000000,
"required_minimum_receive": 1000000,
"detection_multiplier": 3
I
"bfd_state": {
"session_state": 1,
"bfd_async": {
"transmitted_packets": 100,
"received_packets": 99
¥
}
}

il session_state WUN 1 =UPH2 =DOWNI3 = ADMIN_DOWNE 4 = INITH
LDl

¥ BFD RENRNANANRENGoBGP ENRNANY BGP NENENENEhard resetdNENENE BFD is down K BGP ERENENENANAKNKNENENENENENENRNE

NEXENEEY openbfdd

NERNENEARENEY BFD BRNENNANEN kube-ovn-speaker HNERERNANER openbfdd I BFD DaemonSetl NENEREANERERN node host network BRNENE BGP HNENERNANER
KKK BFD MNRNANAKNENEREN BFD_MULTI * max (BFD_MIN_TX, BFD_MIN_RX) = 3 * 1eeems = 3  NHNENENENENENENENENN

DaemonSet il hostNetwork: true NHKKKNN Pod NENHKNN

« init-peer: NUAKENEN ip route get HAKRNHNEE IPNHNKRNENEAKENEANENE Volumel
* bfdd: openbfdd ERUANEN init NERKENE IP NENERKEY BFD HANEKENY start-bfdd.sh EREHNY bfdd-prestart.sh W startupProbe HNHNEEK
* reconcile: RUANEKER 5 NHNER BFD HENHAKRNENE peer RENNANEN

NENEN yamli

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/yamls/bfdd-daemonset.yaml

NE GATEWAY_ADDRESS [ ALLOWED_SOURCE_ADDRESSES HNRNRNHNXNNENENEN Speaker I --allowed-source-addresses HUXHNEN

- name: GATEWAY_ADDRESS

value: "10.32.32.1" #
- name: ALLOWED_SOURCE_ADDRESSES

value: "10.32.32.2,10.32.32.3,10.32.32.4,10.32.32.5" # IP
- name: BFD_MIN_TX

value: "1000" #
- name: BFD_MIN_RX

value: "1000" #
- name: BFD_MULTI

value: "3" #

Kl DaemonSetH
kubectl apply -f bfdd-daemonset.yaml
BFD [l
# BFD daemon

bfdd-control status

# BFD remote= , local= IP
bfdd-control status remote <gateway-ip> local <local-ip>

# BFD
bfdd-control allow <gateway-ip>

#

bfdd-control session new set mintx <ms> ms
bfdd-control session new set minrx <ms> ms  #
bfdd-control session new set multi <n> #

#*

#
bfdd-control log type command no
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# init

cat /bfdd-peer/local-ip

# reconcile sidecar

kubectl logs -n kube-system ds/openbfdd -c reconcile

# init

kubectl logs -n kube-system ds/openbfdd -c init-peer

OVN [} BFD K

OVN RHEAN BFDEN kube-ovn controller K NHENKERNHHNEENHENKERREDN

# OVN BFD

kubectl ko nbctl list bfd

# BFD

kubectl ko nbctl find bfd logical_port=<lrp-name>

# OVN BFD

kubectl ko nbctl destroy bfd <uuid>

7.9.8 BGP routes debug

# show peer neighbor

gobgp neighbor

# show announced routes to one peer
gobgp neighbor 10.32.32.254 adj-out
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7.10 0 MetalLB I Kube-OVN Underlay [

7.10 l MetalLB K Kube-OVN Underlay KX

MetalLB ERE Kubernetes BNRNRNANAERERERERENE Kubernetes BERE Service NRKNENENENENE

NERENEND MetalLB [ Kube-OVN i Underlay RRRARAN

7.10.7 ENEN
Kube-OVN [l 1.14.0 WK MetalLB 1 Underlay MiHHMHEREEKRENN

« NERERNENER MetallLB BRE IP NENERNRNERE
« NENEN Pod [] MetalLB VIP UHNE Underlay BHE
* HURENE 1P MXENNENREN SNAT

7.10.2 NNKK
underlay cidr
10.180.204.0/24
pod1 ip: pod2 ip: pod3 ip: pod4 ip:
10.180.204.200 10.180.204.201 10.180.204.202 10.180.204.203

backend pod 1 backend pod 2 backend pod 3 backend pod 4

ovn |b dnat
10.180.204.252 ==
10.180.204.200/10.180.204(201

ovn Ib dnat
10.180.204.252 =>
10.180.204.202/10.180.20¢.203

underlay subnet
logical switch

underlay subnet
logical switch

A A
br-provider br-provider
underlay0.341 underlay0.341
Node 1 Node 2
~
{ :: | switch
oY

client send request:
dstip: 10.180.204.252
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¥ 7iMetalLB VIP i Kube-OVN Underlay WRNHNEANE
MetalLB [l Kube-OVN Underlay BXEREREHNNN

1. IRENERNARERE VIPARE 10.180.204.25208K IP { MetalLB i L2 BREANANENEAN Node1 BE metallb [ VIP
2. NERERNAREREAN VIP ARRNENERNE underlay®.341 RERK

3. NERERNEN br-provider HARENE Underlay BANERE

4. br-provider {N OpenFlow REXNANEREN OVN NHAKE

5. NNNN underlay subnet NNNNXKEN OVN NEKAHE ovn 1b dnat NN

6. OVN NANAKAKNENENENE Podi

NENENEN 10.180.204.0/24E0 VIP NEN Pod 1P MRHXENENEN

7.10.3 BNNN

* Kube-OVN RENNR --enable-ovn-1lb-prefer-local=true HN
+ Underlay ENEN enableExternallBAddress=true

+ ll Underlay Bl excludeIps HHE MetallLB BARENE IP KK

7.10.4 KHNK

1. Il Kube-OVN

NNHKNNEY Kube-OVNRNE Kube-OVN RRHEN --enable-ovn-1b-prefer-local=true [l --1s-ct-skip-dst-lport-ips=false KNl

#  kube-ovn-controller Deployment
kubectl edit deployment -n kube-system kube-ovn-controller

NRMNHERENRE

--enable-ovn-1lb-prefer-local=true
--1s-ct-skip-dst-lport-ips=false

2. Il Underlay (18
NEREN Underlay RENENEN LoadBalancer HRHNENK excludelps HRE MetalLB HREK 1P KK

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: underlay-subnet
spec:
protocol: IPv4
provider: ovn
cidrBlock: 10.180.204.0/24 #
gateway: 10.180.204.1
excludelIps:
- 10.180.204.250
- 10.180.204.251

- 10.180.204.252 # MetallB VIP 10.180.204.252
natOutgoing: false
enableExternallLBAddress: true # subnet cidr ip metallb vip

3. [l MetallLB

¥ MetalLB HXEN BE MetalLBX

kubectl apply -f https://raw.githubusercontent.com/metallb/metallb/v@8.13.7/config/manifests/metallb-native.yaml

Nl MetalLB BRENE L2 BNRNE

apiVersion: metallb.io/v1betal
kind: IPAddressPool
metadata:
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7.10.5 NURNE

name: underlay-pool

namespace: metallb-system
spec:

addresses:

- 10.180.204.250-10.180.204.254 # VIP 10.180.204.252
apiVersion: metallb.io/vibetal
kind: L2Advertisement
metadata:

name: 12-advert

namespace: metallb-system
spec:

ipAddressPools:

- underlay-pool

4. Il LoadBalancer [l Service

NERE LoadBalancer NEN ServicellENAN Underlay NENE Podi

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: nginx
name: deploy-169402624
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:
ovn.kubernetes.io/logical_switch: underlay-subnet
labels:
app: nginx
spec:
containers:
- args:
- netexec
- --http-port
- "80"
image: kubeovn/agnhost:2.47
imagePullPolicy: IfNotPresent
name: nginx
apiVersion: v1
kind: Service
metadata:
name: nginx-1b
spec:
externalTrafficPolicy: Local
ipFamilies:
- IPv4
ipFamilyPolicy: PreferDualStack
ports:
- port: 80
protocol: TCP
targetPort: 80
selector:
app: nginx
type: LoadBalancer

7.10.5 KHHEKN
1. 0 Service HENN MetalLB HAN IP HEN
kubectl get svc nginx-1b
NEKN EXTERNAL-IP RENANR IP BNAK 10.180.204.25271
1. BUAKN Service N 1P HEA
curl http://10.180.204.252
1. NENANANANANREN Podk
NEREKE Service K endpoints I Pod REXHKAKAKAKAKNENE

# Service endpoints
kubectl get endpoints nginx-1b
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7.10.6 NEN

# Pod
kubectl get pods -1 app=nginx -o wide

1. BURKY 1P BYXEN

¥ nginx Pod BANKEREENNERNENNEE IP MNERREANE IPEENKED SNAT BN IPY

kubectl exec -it $(kubectl get pods -1 app=nginx -o name | head -n1) -- cat /var/log/nginx/access.log

7.10.6 KELX

Y

MetalLB HENHEENNE Underlay B CIDR BNHERRNEN Underlay Bl excludeIps NEERNUENKED [P HRHER

/" mmREg

MetalLB BENEN Kube-OVN Underlay BEREENENNENNERl underlaye.341 HEREENEEN VLAN REENERNENNEREEN VLAN NEE ARP ERNENEENE MetalLB VIPE

/" mRERER

NERMAEREANARANARRNE - Kube-OVN RNAK --enable-ovn-1b-prefer-local=true Wi - Service NAUAN externalTrafficPolicy: Local
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7.17 Cilium BK

7.11 Cilium {0

Cilium RRERE eBPF EREARRNENKube-OVN RARERE CNI Chaining RERNAREREANER ANEREANE Kube-OVN REARERERANE eBPF ANERENNANER

OUER CiliumEKube-OVN HEINEEREENN

* NENRENHNREN
+ 1 Hubble HNANER

mM-OVN

Data Plane
Container
veth
|

&8 cilium

Policy, Service, Montoring, Metrics

Host \ eth0

ovs - brint |

Switch,Route,Qos,Tunnel,Mirror

7.11.71 KMNKN

1. Linux RERENR 4.19 RENANNRKRENN eBPF REXRN
2. [REN Helm BAR Cilium RURERE Helm B0A Installing HelmB

7.11.2 B Kube-OVN
ANERNE Cilium NERREANKEN Kube-OVN M networkpolicy HHHANK CNI KERHEN

N install.sh NHKXHNMRNE

ENABLE_NP=false
CNI_CONFIG_PRIORITY=10

NNNHARIMENNN kube-ovn-controller HHEMNNNNK networkpolicy K

args:
- --enable-np=false

0N kube-ovn-cni NRAENK CNI BXXKHN

args:
- --cni-conf-name=18-kube-ovn.conflist
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7.11.3 [l Cilium

NERENEN Kube-OVN RNRNRNRNEEREN Cilium ERENE

mv /etc/cni/net.d/01-kube-ovn.conflist /etc/cni/net.d/10-kube-ovn.conflist

7.11.3 Bt Cilium
Bl chaining.yaml NEXENEN Cilium B generic-veth HUA

apiVersion: vi
kind: ConfigMap
metadata:
name: cni-configuration
namespace: kube-system
data:
cni-config: |-
{
"name": "generic-veth"
"cniVersion": "0.3.1",
“plugins”: [
{
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
“ipam": {
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"

"type": "portmap",
"spat": true,
“capabilities”: {"portMappings": true}

"type": "cilium-cni"

NRMNHEN

kubectl apply -f chaining.yaml

0K Helm @1 Ciliumi

helm repo add cilium https://helm.cilium.io/
helm install cilium cilium/cilium --version 1.11.6 \
--namespace kube-system \
--set cni.chainingMode=generic-veth \
--set cni.customConf=true \
--set cni.configMap=cni-configuration \
--set tunnel=disabled \
--set enableIPv4Masquerade=false \
--set devices="eth+ ovn® genev_sys_6081 vxlan_sys_4789" \
--set enableIdentityMark=false

A Cilium HRENN

# cilium status

/7N
/7NN Cilium: 0K
\__/77\__/ Operator: oK
/7NN Hubble: disabled
\__/77\__/ ClusterMesh: disabled
\__/
DaemonSet cilium Desired: 2, Ready: 2/2, Available: 2/2
Deployment cilium-operator Desired: 2, Ready: 2/2, Available: 2/2
Containers: cilium Running: 2
cilium-operator Running: 2
Cluster Pods: 8/11 managed by Cilium
Image versions cilium quay.io/cilium/cilium:v1.11.6: 2
cilium-operator quay.io/cilium/operator-generic:v1.11.6: 2

7.11.4 ¥ Cilium BUXHIN Kube-OVN NAT i
Cilium NUEREENNERNED NAT K8 Pod BRNEEREENKENNENNER BY NAT REEAN VPC B Pod HUENN SNAT/DNAT BEREENNEREEAN 1P BE Pod BHE IPY

Cilium Xi§ SIPESource IPERHINKENNENNERN——HHEENNE Pod IP MENKENNENKEY Hubble B DROPPEDNY
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NRMNMNRENRY [P MENRENE NAT NREREEN

NAKNE/Pod NENKENNECilium = 1.208

Cilium 1.20 iicilium/cilium#435050F EXENEN annotation [ Pod HENE SIP HAK

1. BUNREENENRENREN annotationl

kubectl annotate namespace <nat-gateway-namespace> \
config.cilium.io/delegate-source-ip-verification=true

2. NAT [l Pod ENNE SIP RAE annotationl

apiVersion: vi

kind: Pod
metadata:

annotations:

config.cilium.io/disable-source-ip-verification: "true"

RANENENRN NAT B0 Pod KRKRAKNENENENENENRNRNRNN

NENENCilium < 1.200

NRKEN CiliumBlK Helm Chart BRXEN enableSourceIPVerification 0 false NRHN SIP HER

enableSourceIPVerification: false
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7.12 Cilium NetworkPolicy R

7.12 Cilium NetworkPolicy KK

Kube-OVN NENEEAE Cilium RERERERENEN Cilium ENE

BER Cilium ERENENEN Cilium BYENRERERERENENENRNRERERERERE Cilium L3 B L4 NENENRNENENE

7.12.1 KKXK
WNNK Pod
il namespace test WKIKN yamlIdd test namespace HHNHY label app=test X PodNENENENENE Podi

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: test
name: test
namespace: test
spec:
replicas: 1
selector:
matchlLabels:
app: test
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
labels:
app: test
spec:
containers:
- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: nginx

NERNEN yamlIil default namespace ENNEN label app=dynamic N Pod RENNENEN Podi

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: dynamic
name: dynamic
namespace: default
spec:
replicas: 2
selector:
matchlLabels:
app: dynamic
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: dynamic
spec:
containers:
- image: docker.io/library/nginx:alpine
imagePullPolicy: IfNotPresent
name: nginx

NEKN Pod NI Label N:

# kubectl get pod -o wide --show-labels

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES LABELS
dynamic-7d8d7874f5-9v5c4 1/1 Running @ 28h  10.16.8.35  kube-ovn-worker <none> <none> app=dynamic, pod-
template-hash=7d8d7874f5

dynamic-7d8d7874f5-s8z2n 1/1 Running 0 28h 10.16.0.36 kube-ovn-control-plane  <none> <none> app=dynamic, pod-

template-hash=7d8d7874f5

# kubectl get pod -o wide -n test --show-labels

NAME READY STATUS RESTARTS AGE IpP NODE NOMINATED NODE READINESS GATES LABELS
dynamic-7d8d7874f5-6dsg6 1/1 Running 0 7h26m 10.16.0.2 kube-ovn-control-plane <none> <none> app=dynamic, pod-
template-hash=7d8d7874f5
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dynamic-7d8d7874f5-tjgtp 171 Running 0 7h46m 10.16.0.42 kube-ovn-worker
template-hash=7d8d7874f5
label-test1-77b6764857-swqdk 1/1 Running 0 3h43m 10.16.0.12 kube-ovn-worker

template-hash=77b6764857

# Pod
test-54c98bc466-mft5s 1/1 Running 0 8h 10.16.0.41 kube-ovn-worker
template-hash=54c98bc466

L3 NRERER
NEEN yamINWE CiliumNetworkPolicy NH:

apiVersion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:
name: "13-rule"
namespace: test
spec:
endpointSelector:
matchLabels:
app: test
ingress:
- fromEndpoints:
- matchLabels:
app: dynamic

¥ default namespace NiENE Pod RERENEN Pod KNKNENENEANE KXY test namespace NENHNAN Pod KHENHNANA

default namespace NHNHN:

# kubectl exec -it dynamic-7d8d7874f5-9v5c4 -- bash
bash-5.0# ping -c 3 108.16.0.41
PING 10.16.0.41 (10.16.0.41): 56 data bytes

--- 10.16.0.41 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss

test namespace ¥ Pod HARXANNEA:

# kubectl exec -it -n test dynamic-7d8d7874f5-6dsg6 -- bash
bash-5.0# ping -c 3 10.16.0.41

PING 10.16.0.41 (10.16.08.41): 56 data bytes

64 bytes from 10.16.08.41: seq=0 ttl=64 time=2.558 ms

64 bytes from 10.16.0.41: seq=1 ttl=64 time=0.223 ms

64 bytes from 10.16.0.41: seq=2 ttl=64 time=0.304 ms

--- 10.16.0.41 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.223/1.028/2.558 ms

BE Cilium NRBNENN CiliumNetworkPolicy NRENRMNAN Namespace WNHNRHKRENN Cilium KA
ANERREANNERREANERRED Namespace § Pod REERNERKEANEANEENNE Namespace [ Pod ARAAN
NNKENN Namespace NRAENNRHNNNALN Namespace HHN

NNHENRE CiliumNetworkPolicy WNKHE namespace Ni:

ingress:
- fromEndpoints:
- matchLabels:
app: dynamic
k8s:io.kubernetes.pod.namespace: default # Namespace Pod

NNNNKK CciliumNetworkPolicy NMNN:

# kubectl get cnp -n test -o yaml 13-rule
apiVersion: cilium.io/v2
kind: CiliumNetworkPolicy
metadata:
name: 13-rule
namespace: test
spec:
endpointSelector:
matchLabels:
app: test
ingress:
- fromEndpoints:
- matchLabels:
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7.12.71 BNAN

app: dynamic

- matchLabels:
app: dynamic
k8s:io.kubernetes.pod.namespace: default

NEKN default namespace [ Pod RENNE Pod HNNKE:

# kubectl exec -it dynamic-7d8d7874f5-9v5c4 -n test -- bash
bash-5.0# ping -c 3 10.16.0.41

PING 10.16.0.41 (10.16.0.41): 56 data bytes

64 bytes from 10.16.0.41: seq=0 ttl=64 time=2.383 ms

64 bytes from 10.16.08.41: seq=1 ttl=64 time=0.115 ms

64 bytes from 10.16.0.41: seq=2 ttl=64 time=0.142 ms

--- 10.16.0.41 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.115/0.8808/2.383 ms

NEREN Kubernetes WXEN networkpolicydUAENEN Cilium BXENENENANEN Namespace Hd Namespace NENENENE

NEN Kube-OVN HRENENEKube-OVN REREN k8s RNANANAKNE Namespace ENNN PodiENENEN PodliNd Namespace HENENE Namespace ERENANAN PodlAKAKNENK
Pod BREE

L4 NNEKNN

NERN yamIKER L4 BRNHNERK:

apiVersion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:
name: "l4-rule"
namespace: test
spec:
endpointSelector:
matchLabels:
app: test
ingress:
- fromEndpoints:
- matchLabels:
app: dynamic
toPorts:
- ports:
- port: "80"
protocol: TCP

NEKN Namespace HURENNENANYN Pod KRN

# kubectl exec -it -n test dynamic-7d8d7874f5-6dsgé -- bash
bash-5.0# ping -c 3 10.16.0.41
PING 10.16.0.41 (10.16.08.41): 56 data bytes

--- 10.16.0.41 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss
bash-5.0#
bash-5.8# curl 10.16.0.41:80
<html>
<head>
<title>Hello World!</title>
<link href="//fonts.googleapis.com/css?family=0Open+Sans:400,700"' rel='stylesheet' type='text/css'>
<style>
body {
background-color: white;
text-align: center;
padding: 50px;
font-family: "Open Sans"”, "Helvetica Neue",6Helvetica,Arial, sans-serif;
}
#logo {
margin-bottom: 40@px;
}
</style>
</head>
<body>
<h1>Hello World!</h1>
<h3>Links found</h3>
<h3>I am on test-54c98bc466-mft5s</h3>
<h3>Cookie =</h3>
<b>KUBERNETES</b> listening in 443 available at tcp://10.96.0.1:443<br />
<h3>my name is hanhouchao!</h3>
<h3> RequestURI='/'</h3>
</body>
</html>
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https://kubernetes.io/zh-cn/docs/concepts/services-networking/network-policies/

7.12.2 00

il Namespace KNENENENENAN Pod HNRK

# kubectl exec -it -n test label-test1-77b6764857-swqdk -- bash
bash-5.08# ping -c 3 10.16.0.41
PING 10.16.0.41 (10.16.0.41): 56 data bytes

--- 10.16.0.41 ping statistics ---

3 packets transmitted, O packets received, 100% packet loss
bash-5.0#

bash-5.0# curl -v 10.16.0.41:80 --connect-timeout 10

* Trying 10.16.0.41:80...

* After 10000ms connect time, move on!

* connect to 10.16.0.41 port 80 failed: Operation timed out
* Connection timeout after 10001 ms

* Closing connection @

curl: (28) Connection timeout after 10001 ms

NERENENEY Namespace BRERERERERENE L3 ENRNENENENE
¥ L4 RERENENEping NENANANNENENEYN TCP BRERERENHNAN

¥ ICMP NRNRNNENENEN L4 RENEN

L7 REEXNN
chaining RURNL7 NENENANANANANR Cilium ERENENENENANANANANN Generic Veth Chainingll

NERWNE issue 12454 KNENENENENE

¥ PDF #% Slack Support

C 202617140

@ 202208121

&
O

) GitHub

o

+1

7.12.2 0
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https://docs.cilium.io/en/stable/policy/language/#layer-4-examples
https://docs.cilium.io/en/stable/gettingstarted/cni-chaining-generic-veth/
https://github.com/cilium/cilium/issues/12454
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
/docs/v1.16.x/pdf/document.pdf
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://cloud-native.slack.com/archives/C0AQMHUDX39
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://www.alauda.io/products/kube-ovn
https://github.com/oilbeater
https://github.com/oilbeater
https://github.com/web-flow
https://github.com/web-flow
https://github.com/cheese
https://github.com/cheese
https://github.com/hongzhen-ma
https://github.com/hongzhen-ma
https://github.com/kubeovn/docs/blob/master/docs/advance/cilium-networkpolicy.md

7.13 Cilium KXEXHN

Kube-OVN NENEEAE Cilium RERERERENEN Cilium ENE

Cilium ENENRNRNRNRERERERERENEN Hubble NENEHUbble NRNRNRERENERENENRNRRAROE

7.13.1 6l Hubble

HER Cilium BANENERNANE Hubble HARRNENEAKKNENNENENNANEREN Hubblel

NEENENEAN helm K Hubbleld

helm upgrade cilium cilium/cilium --version 1.11.6 \
--namespace kube-system \
--reuse-values \
--set hubble.relay.enabled=true \
--set hubble.ui.enabled=true

ANER Hubble BEEAN cilium status BREENNERE Hubble HENNE

# cilium status

7.13 Cilium RUEREN

/7N
/7NN Cilium: 0K
\__/"7\__/ Operator: oK
/7NN Hubble: 0K
\__/77\__/ ClusterMesh: disabled
\__/
Deployment hubble-relay Desired: 1, Ready: 1/1, Available: 1/1
Deployment cilium-operator Desired: 2, Ready: 2/2, Available: 2/2
DaemonSet cilium Desired: 2, Ready: 2/2, Available: 2/2
Deployment hubble-ui Desired: 1, Ready: 1/1, Available: 1/1
Containers: cilium Running: 2
hubble-ui Running: 1
hubble-relay Running: 1
cilium-operator Running: 2
Cluster Pods: 16/17 managed by Cilium
Image versions hubble-relay quay.io/cilium/hubble-relay:v1.11.6@sha256:fd9634a2d04d5b973f1e8ed44f230ea195b89c37955ff32e34e5aa68f3ed675a: 1
cilium-operator quay.io/cilium/operator-generic:v1.11.6@sha256:9f6063c7bcaede801a39315ec7¢166309f6a6783e98665f6693939¢cf1701bc17: 2
cilium quay.io/cilium/cilium:v1.11.6@sha256:f7f93c26739b6641a3fa3d76b1e1605b15989f25d06625260099e01c8243f54c: 2
hubble-ui quay.io/cilium/hubble-ui:v0.9.0@sha256:0efB4e9a29212925daébdfdOba5b581765e41a01f1cc30563cef9b30ba57fead: 1
hubble-ui quay.io/cilium/hubble-ui-backend:v@.9.0@sha256:000df6b76719f607a9edefb9af94dfd1811a6f1b6a8adc537cba9@bf12df474b: 1

apple@bogon cilium %

¥ Hubble BNENENENENRNENRNRERERERENE KNKNENENE Hubble CLI :

curl -L --fail --remote-name-all https://github.com/cilium/hubble/releases/download/v@8.10.0/hubble-linux-amd64.tar.gz

sudo tar xzvfC hubble-linux-amd64.tar.gz /usr/local/bin

7.13.2 BRNKEY

Cilium NEBEREENNERREANERNE BN NN R E R RN R EREE

NENN cilium connectivity test HCilium HUREN cilium-test I Namespacelllil cilium-test KNANKENN

NEXNRNRENAY cilium-test namespace WRHKNENHKNAN

# kubectl get all -n cilium-test

NAME READY STATUS RESTARTS
pod/client-7df6cfbf7b-z5t2j 1/1 Running 0
pod/client2-547996d7d8-nvgxg 1/1 Running 0
pod/echo-other-node-d79544ccf-hldgg  2/2 Running @
pod/echo-same-node-5d466d5444-ml7tc  2/2 Running @

NAME TYPE CLUSTER-IP EXTERNAL-IP
service/echo-other-node  NodePort 10.109.58.126  <none>
service/echo-same-node NodePort 10.108.70.32 <none>

NAME READY UP-TO-DATE AVAILABLE
deployment.apps/client 1/1 1 1
deployment.apps/client2 1/1 1
deployment.apps/echo-other-node 1/1 1 1
deployment.apps/echo-same-node 1/1 1 1

NAME DESIRED CURRENT

AGE
21s
21s
21s
21s

PORT(S)
8080:32269/TCP
8080 :32490/TCP

AGE
21s
21s
21s
21s

READY

AGE
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replicaset.
replicaset.
replicaset.
replicaset.

apps/client-7dfé6cfbf7b 1
apps/client2-547996d7d8 1
apps/echo-other-node-d79544ccf 1
apps/echo-same-node-5d466d5444 1

7.13.3 HXNRNHARMRNEN

RERENENENRNANRERERY Cilium NERERERER KEX

# kubectl get pod -n kube-system -o wide

NAME READY
cilium-d6h56 1/1
cilium-operator-5887f78bbb-c7sb2 1/1
cilium-operator-5887f78bbb-wj8gt 1/1
cilium-tq5xb 1/1
kube-ovn-pinger-71gk8 1/1
kube-ovn-pinger-msvcn 1/1

# kubectl exec -it -n kube-system cilium-d6h56 -- bash
/home/cilium# hubble observe --from-namespace kube-system
kube-system/kube-ovn-pinger-msven:
kube-system/kube-ovn-pinger-msven:
kube-system/kube-ovn-pinger-msven:
kube-system/kube-ovn-pinger-msven:
kube-system/kube-ovn-pinger-msven:
kube-system/kube-ovn-pinger-msven:

root@kube-ovn-worker:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

25.
258
25.
25.
25.
258
25.
25.
25.
258
25.
25.
25.
258
25.
25.
25.
258
26.
26.

551:
561:
561:
572
D72
651:
661
661:
761:
779:
779:
866:
866
866:
866:
975:
0758
979:
037:
282:

: kube-system/kube-ovn-pinger-msvcn:

kube-system/kube-ovn-pinger-msven:
kube-system/kube-ovn-pinger-msven:

kube-system/kube-ovn-pinger-msvcn
kube-system/kube-ovn-pinger-msvcn

STATUS

Running
Running
Running
Running
Running
Running

35576 ->
35576 ->
35576 ->
35578 ->
35578 ->
35578 ->
35578 ->
35578 ->
52004 ->

21s
21s
21s
21s

RESTARTS

PO OO ®

172.
172.
172.
172.
172
172.
172.
172.
172.

18.0.
2]
2]
0.

.18.0.
2]
2]

18.0.

18.0

3

W W W w w

35

AGE IpP

2d26h  172.18.0.2
2d2eh  172.18.08.2
2d20h  172.18.0.3
2d26h  172.18.0.3

21h 10.
21h 10.

16642 to-stack
16642 to-stack
16642 to-stack
16642 to-stack
16642 to-stack
16642 to-stack

to-stack
to-stack
6443 to-stack

16.0.19
16.0.18

FORWARDED
FORWARDED
FORWARDED
FORWARDED
FORWARDED
FORWARDED
FORWARDED
FORWARDED
FORWARDED

NODE

7.13.3 BNRENRENREN

kube-system namespace WH Cilium El pod E¥fl hubble observe NRENANRENARNAKN

NOMINATED NODE  READINESS GATES

kube-ovn-worker <none> <none>
kube-ovn-worker <none> <none>
kube-ovn-control-plane  <none> <none>
kube-ovn-control-plane  <none> <none>
kube-ovn-control-plane  <none> <none>
kube-ovn-worker <none> <none>

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Flags:
Flags:
Flags:
Flags:
Flags:
Flags:
Flags:
Flags:
Flags:
-> kube-system/kube-ovn-pinger-71gk8 to-stack FORWARDED

ACK, PSH)

RST)

ACK, RST)

SYN)

ACK)

ACK, PSH)

RST)

ACK, RST)

ACK, PSH)

(ICMPv4 EchoRequest)

<- kube-system/kube-ovn-pinger-71gk8 to-endpoint FORWARDED (ICMPv4 EchoReply)

kube-system/hubble-ui-7596f7ff6f-7j6f2:55836 <-
kube-system/hubble-ui-7596f7ff6f-7j6f2:55836 <-
kube-system/hubble-ui-7596f7ff6f-7j6f2:55836 ->
kube-system/hubble-ui-7596f7ff6f-7j6f2:55836 ->

kube-system/kube-ovn-pinger-71gk8 <-
kube-system/kube-ovn-pinger-msven ->
kube-system/coredns-6d4b75ch6d-1bgjg
kube-system/kube-ovn-pinger-msvcen ->

i Hubble Relay EHubble BREINNEHNENNEEHEDNG

NENENE

kube-system/hubble-relay-959988db5-zc5vv :4245 to-stack FORWARDED (TCP Flags: ACK)
kube-system/hubble-relay-959988db5-zc5vv:80 to-endpoint FORWARDED (TCP Flags: ACK)
kube-system/hubble-relay-959988db5-zc5vv:4245 to-stack FORWARDED (TCP Flags: ACK)
kube-system/hubble-relay-959988db5-zc5vv:4245 to-endpoint FORWARDED (TCP Flags: ACK)
kube-system/kube-ovn-pinger-71gk8 -> kube-system/kube-ovn-pinger-msvcn to-endpoint FORWARDED (ICMPv4 EchoRequest)

kube-system/kube-ovn-pinger-msvcen to-stack FORWARDED (ICMPv4 EchoReply)
172.18.8.3 to-stack FORWARDED (ICMPv4 EchoRequest)
136430 -> 172.18.0.3:6443 to-stack FORWARDED (TCP Flags: ACK)
172.18.8.2 to-stack FORWARDED (ICMPv4 EchoRequest)

NEKNENE Hubble APIRRENNENHNNANNANNEN Hubble ServicelllREN kubectl port-forward deployment/hubble-relay -n kube-system 4245:4245 RNHNAKNN
NHMMMMN

NRMNHMNENR RENRE

kubectl port-forward NXKHHHNNNXNKKANHNKKXNE

NRNNNNRENRENEEY hubble status MNEXRENRMXENNENRENRENENNENRENNENRNNEY

# hubble status
Healthcheck (via localhost:4245): Ok

Current/Max Flows: 8,196/8,190 (100.00%)
Flows/s:

Connected Nodes:

22.86

2/2
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https://kubernetes.io/docs/tasks/access-application-cluster/port-forward-access-application-cluster/

NRKEN

HERNEN hubble observe HENENMANENHNN HERY cilium-test HRNENENMANEN

apple@bogon ovn-test % hubble observe
Jul 28 08:00:07.033: cilium-test/client-7df6cfbf7b-gn7g6:5
Jul 28 08:00:07.033: cilium-test/client-7df6cfbf7b-gn7qg6:
Jul 28 08:00:07.095: :
Jul 28 08:00:07.095: .
Jul 28 08:00:07.096: 100.64.0.3:
Jul 28 08:00:07.096: 100.64.0.
Jul 28 08:00:07.096: 100.64.0.
Jul 28 08:00:07.097: 100.64.0.
0
[
[
0

(ID:15432) -> kube-system/coredns-6d4b75cb6d-b4447: (ID:11307) to-endpoint FORWARDED (UDP)
906 (ID:15432) <- kube-system/coredns-6d4b75cb6d-b44435:53 (ID:11307) to-stack FORWARDED (UDP)
3037 (world) -> cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: SYN)

20 (ID:50956) to-stack FORWARDED (TCP Flags: SYN, ACK)

0 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK)

(world) <- cilium-test/echo-other-node-d79544ccf-r688b:
(world) -> cilium-test/echo-other-node-d79544ccf-r688b: 80
(world) -> cilium-test/echo-other-node-d79544ccf-r688b:8020 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK, FIN)

(world) <- cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-stack FORWARDED (TCP Flags: ACK, FIN)

(world) -> cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK)

3419 (host) -> cilium-test/echo-other-node-d79544ccf-r688b (ID:50956) to-endpoint FORWARDED (TCP Flags: SYN)

19 (host) <- cilium-test/echo-other-node-d79544ccf-r688b: 8 (ID:50956) to-stack FORWARDED (TCP Flags: SYN, ACK)

Jul 28 08:00:07.250: 100.64.0. 3419 (host) -> cilium-test/echo-other-node-d79544ccf-r688b (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.251: 100.64. 3419 (host) -> cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK, FIN)

Jul 28 08:00:07.251: 100.64.0.2:33419 (host) <- cilium-test/echo-other-node-d79544ccf-r688b:2080 (ID:50956) to-stack FORWARDED (TCP Flags: ACK, FIN)

Jul 28 08:00:07.251: 100.64.0.2:33419 (host) -> cilium-test/echo-other-node-d79544ccf-r688b 0 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.323: cilium-test/client2-547996d7d8-jgblc: (ID:14804) <- 172.18.0.3:31514 (kube-apiserver) to-endpoint FORWARDED (TCP Flags: SYN, ACK)

Jul 28 08:00:07.323: cilium-test/client2-547996d7d8-jgblc:34927 (ID:14804) -> 172.18.0.3:31514 (kube-apiserver) to-stack FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.324: 100.64.0.2:34927 (world) -> cilium-test/echo-same-node-5d466d5444-4v11m: 2080 (ID:15976) to-endpoint FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.324: cilium-test/client2-547996d7d8-jgblc:34927 (ID:14804) -> 172.18.0.3:31514 (kube-apiserver) to-stack FORWARDED (TCP Flags: ACK, FIN)

Jul 28 08:00:07.324: 100.64.0. 7 (world) -> cilium-test/echo-same-node-5d466d5444-4v11m:8080 (ID:15976) to-endpoint FORWARDED (TCP Flags: ACK, FIN)

Jul 28 08:00:07.324: 100.64.0.2:34927 (world) <- cilium-test/echo-same-node-5d466d5444-4v11 20 (ID:15976) to-stack FORWARDED (TCP Flags: ACK, FIN)

Jul 28 08:00:07.324: cilium-test/client2-547996d7d8-jgblc:34927 (ID:14804) <- 172.18.0.3 14 (kube-apiserver) to-endpoint FORWARDED (TCP Flags: ACK, FIN)

Jul 28 08:00:07.324: cilium-test/client2-547996d7d8-jgblc: 27 (ID:14804) -> 172.18.0.3 4 (kube-apiserver) to-stack FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.324: 100.64.0.2:34927 (world) -> cilium-test/echo-same-node-5d466d5444-4v11m: 8080 (ID:15976) to-endpoint FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.340: kube-system/hubble-relay-959988db5-zc5vv 46938 (ID:53347) -> 172.18.0.2:4244 (host) to-stack FORWARDED (TCP Flags: ACK, PSH)

Jul 28 08:00:07.340: kube-system/hubble-relay-959988db5-zc5vv 5 (ID:53347) -> 172.18.0.3 (kube-apiserver) to-stack FORWARDED (TCP Flags: ACK, PSH)

Jul 28 08:00:07.340: kube-system/hubble-relay-959988db5-zc5vy 3 (ID:53347) <- 172.18.0.2: (host) to-endpoint FORWARDED (TCP Flags: ACK, PSH)

Jul 28 08:00:07.341: kube-system/hubble-relay-959988db5-zc5vv 5 (ID:53347) <- 172.18.0.3:4244 (kube-apiserver) to-endpoint FORWARDED (TCP Flags: ACK, PSH)

Jul 28 08:00:07.409: cilium-test/client-7dfocfbf7b-gn7g6 :15432) -> cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-stack FORWARDED (TCP Flags: SYN)

Jul 28 08:00:07.409: cilium-test/client-7dfocfbf7b-gn7g6 :15432) -> cilium-test/echo-other-node-d79544ccf-r688 0 (ID:50956) to-endpoint FORWARDED (TCP Flags: SYN)

Jul 28 ©8:00:07.409: cilium-test/client-7df6cfbf7b-gn7g6 :15432) <- cilium-test/echo-other-node-d79544ccf-ro688| (ID:50956) to-stack FORWARDED (TCP Flags: SYN, ACK)
Jul 28 08:00:07.410: cilium-test/client-7dfocfbf7b-gn7g6 :15432) <- cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: SYN, ACK)
Jul 28 08:00:07.410: cilium-test/client-7dfocfbf7b-gn7g6 :15432) -> cilium-test/echo-other-node-d79544ccf-r688 (ID:50956) to-stack FORWARDED (TCP Flags: ACK, PSH)
Jul 28 08:00:07.410: cilium-test/client-7dfocfbf7b-gn7g6 :15432) -> cilium-test/echo-other-node-d79544ccf-r688 (ID:50956) to-stack FORWARDED (TCP Flags: ACK)

Jul 28 08:00:07.410: cilium-test/client-7dfocfbf7b-gn7g6: :15432) -> cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK, PSH)
Jul 28 08:00:07.411: cilium-test/client-7df6cfbf7b-gn7g6 :15432) <- cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-stack FORWARDED (TCP Flags: ACK, PSH)
Jul 28 08:00:07.411: cilium-test/client-7dfocfbf7b-gn7g6 :15432) <- cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK, PSH)
Jul 28 08:00:07.412: cilium-test/client-7df6cfbf7b-gn7g6 :15432) -> cilium-test/echo-other-node-d79544ccf-r688b 0 (ID:50956) to-stack FORWARDED (TCP Flags: ACK, FIN)
Jul 28 08:00:07.412: cilium-test/client-7dfocfbf7b-gn7g6 :15432) -> cilium-test/echo-other-node-d79544ccf-ro688l 20 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK, FIN)
Jul 28 08:00:07.412: cilium-test/client-7df6cfbf7b-gn7g6 :15432) <- cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-stack FORWARDED (TCP Flags: ACK, FIN)
Jul 28 08:00:07.412: cilium-test/client-7dfbcfbf7b-qn7g6:5 :15432) <- cilium-test/echo-other-node-d79544ccf-r688b:8080 (ID:50956) to-endpoint FORWARDED (TCP Flags: ACK, FIN)
apple@bogon ovn-test %

Jul 28 08:00:07.249: 100.64.0.
Jul 28 08:00:07.249: 100.64.0.2:

NERENEN hubble observe ENENENENENENANANANAENENENENENENONARNANRERERERERE BRENENENANANRE hubble help observe HUAE Hubble CLI NENENENE

7.13.4 B Ul NENENE
BN cilium status HRENN Hubble Ul BERNANNEENEN Hubble NEEKKENNE Ul BHNE

NEEN cilium hubble ui HNNENHXNANRE hubble-ui service NRENAKNN HENANKHNNHNRENANNANNENNENREN Hubble Ul REREKRENRNNANNANREN http://
localhost:12000 WX Ul NHXNN
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NENENENAN cilium-test namespacelill Cilium BRENHNRNAN

@ localhost:12000/cilium-test

104

Visual

Verdict
dropped
dropped
forwarded
forwarded
forwarded
forwarded
forwarded
forwarded
forwarded
forwarded
forwarded
forwarded

&3 cilium-test v Filter by: label key=val, ip=1.1.1.1, dns=google.com, identity=42, pod=frontend X
Any verdict
world
© >80 - Tep
T° 0-amiwe
ab
cilium-test
-
coho-same-nods
© ©-53-ur
lo ©->8080- e
Y -
«
<
world | :
—_——
] .
. echo-other-node client2
[T @-s53-we
llo ©->8080-Tcp
ab
<
Columns v
Source Service Destination Service Destination Port L7 info
client cilium-test echo-other-node cilium-test 8080 —
client cilium-test echo-other-node cilium-test 8080 —
client cilium-test echo-other-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —
client2 cilium-test echo-same-node cilium-test 8080 —

7.13.5 Hubble HHEN

Hubble HUENENNE Pod BREANENERNENEN Hubble HXENENMRNERMNNENE

NNNRARNNE hubble.metrics.enabled NKK:

helm upgrade cilium cilium/cilium --version 1.11.6 \
--namespace kube-system \
--reuse-values \
--set hubble.relay.enabled=true \
--set hubble.ui.enabled=true \
--set hubble.metrics.enabled="{dns,drop, tcp, flow,icmp,http}"

NERENEN kube-system namespace RiREN hubble-metrics WARNENEN Endpoints KX Hubble RERENENENANA:

# curl 172.18.0.2:9091/metrics

# HELP hubble_drop_total Number of drops

# TYPE hubble_drop_total counter

hubble_drop_total{protocol="ICMPv6", reason="Unsupported L3 protocol"} 2

# HELP hubble_flows_processed_total Total number of flows processed

# TYPE hubble_flows_processed_total counter
hubble_flows_processed_total{protocol="ICMPv4", subtype="to-endpoint", type="Trace",verdict="FORWARDED"} 335
hubble_flows_processed_total{protocol="ICMPv4", subtype="to-stack", type="Trace", verdict="FORWARDED"} 335
hubble_flows_processed_total{protocol="ICMPv6", subtype="", type="Drop", verdict="DROPPED"} 2
hubble_flows_processed_total{protocol="TCP", subtype="to-endpoint", type="Trace",verdict="FORWARDED"} 8282
hubble_flows_processed_total{protocol="TCP", subtype="to-stack", type="Trace", verdict="FORWARDED"} 6767
hubble_flows_processed_total{protocol="UDP", subtype="to-endpoint", type="Trace", verdict="FORWARDED"} 1642
hubble_flows_processed_total{protocol="UDP", subtype="to-stack", type="Trace", verdict="FORWARDED"} 1642

# HELP hubble_icmp_total Number of ICMP messages

# TYPE hubble_icmp_total counter

hubble_icmp_total{family="IPv4", type="EchoReply"} 335

hubble_icmp_total{family="IPv4", type="EchoRequest"} 335

hubble_icmp_total{family="IPv4", type="RouterSolicitation"} 2

# HELP hubble_tcp_flags_total TCP flag occurrences

# TYPE hubble_tcp_flags_total counter

hubble_tcp_flags_total{family="IPv4",6 flag="FIN"} 2043

hubble_tcp_flags_total{famil IPv4",flag="RST"} 301

hubble_tcp_flags_total{family="IPv4",6 flag="SYN"} 1169

hubble_tcp_flags_total{family="IPv4",6 flag="SYN-ACK"} 1169
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7.13.5 Hubble HHAN

b X 2

® 11.5 flows/s - 2/2 nodes

Timestamp

less than 5 seconds
less than 5 seconds
less than 5 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
less than 20 seconds
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7.14 RUENER

7.714 MRNMNNY

REXENENENRE AR RERENERERENENE MR NN R RENEY Kube-OVN ERERENENRNANENENENENEN RN RN RN RN REE

7.14.1 KUNN

kind: Subnet

apiVersion: kubeovn.io/v1

metadata:
name: external

spec:
cidrBlock: 172.31.0.08/16
gatewayType: centralized
natOutgoing: false
externalEgressGateway: 192.168.0.1
policyRoutingTableID: 1000
policyRoutingPriority: 15060

natOutgoing : HNNNN false Nl
externalEgressGateway KNHNNNMNNKKANENNNNKKHNHENKXNE

policyRoutingTableID NANEREANENER TablelD RRHANENENNANER
policyRoutingPriority MG K K KR bR bR B0 0 e O 0 X X O R R R R

¥ PDF ﬁ!_- Slack Support

C 202216080

@ 20221501241

© GitHub @
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715 VIP WK 1P

7.15 VIP Ui 1P

VIP H0E IPERENE IP EREVIP BRENERE OpenStack Neutron Allowed-Address-PairsHAAPRANNENENENENENENE OVN Switch LB Rule NENE VIPE Pod BUANN 1P KN

IPAM NERVIP BRNEN Pod RXENY NE VIP HEXHNERNE

+ Allowed-Address-Pairs VIP
+ Switch LB rule VIP

7.15.1 1. Allowed-Address-Pairs VIP
ERRRNEEEERRNNANES 1P REREAEE Pod BRRRNEAEERRNNARELR

* Kubernetes [l Kubernetes [lINEN Kubernetes [ Underlay RERENAN Subnet HUHNA

+ LB NENENENRNRNRERE Subnet NE IPHRNRAEAE Podl
NERVIP HENE Allowed-Address-Pairs 1 1P HENENENENENE 1P BNANHNY

* Keepalived ERRNANN 1P HENENENENENRNRNRNRNREREREN

1.1 BEEKNE VIP

NERENENERD 1P BE IP ENENENENENENENE yam] BUEHN

apiVersion: kubeovn.io/v1
kind: Vip
metadata:
name: vip-dynamic-01
spec:
subnet: ovn-default
type: ""

* subnet : NRK Subnet KRA IPK
+ type : NERRENENANNARREN ipam ip BER switch_1b_vip BNH vip BAE switch Ib B vip BUE ip EXNANREKN

NRMXRENE VIPY

# kubectl get vip
NAME V4IP PVAIP MAC PMAC V6IP PV6IP SUBNET READY

vip-dynamic-01 10.16.08.12 00:00:00:F0:DB:25 ovn-default true

NEM VIP NHEN 10.16.0.12 ¥ IP HENRERENNENNENEENELREY

1.2 NENEKD VIP

ANEEN VIP 1 1P BENMEREENNE yaml HERREEN

apiVersion: kubeovn.io/v1
kind: Vip
metadata:
name: static-vip@1
spec:
subnet: ovn-default
v4ip: "10.16.0.121"

* subnet : KK Subnet NXE IPK
* v4ip : NUREN IP RENANNAN subnet ¥ CIDR HERN

NHMNHERE VIPY

# kubectl get vip
NAME V4IP PV4IP MAC PMAC V6IP PV6IP SUBNET READY

static-vip@1 10.16.0.121 00:00:00:F0:DB:26 ovn-default true

NEN VIP MHENKKNER 1P MXE
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7.15.1 1. Allowed-Address-Pairs VIP

1.3 Pod X VIP [l AAP
Pod [{RE annotation [l VIP IX AAP EiPod [l labels HREN VIP §l selector HANNARKEN
Pod annotation HENENE VIPEEERENEovn.kubernetes.io/aaps: vip-aap,vip-aap2,vip-aap3

AAP RUENIAKENEYN Pod ERENNENAAP Wi Pod KR VIP Bl subnet BN Port HAKE

1.3.1 10 VIP I AAP

apiVersion: kubeovn.io/v1
kind: Vip
metadata:
name: vip-aap
spec:
subnet: ovn-default
namespace: default
selector:
- "app: aap1"”

VIP ¥RENHENREERENREN RN EE N R KRN

* namespace : AAP HNENVIP RENENENENANVIP HENHKHEHENENEN AAP BN
+ selector : AAP BNENMANE VIP KRENE Pod HENUNERNENEY namespace KN PodHNHANENENEE key: value RNENMRNENMANENENNANEREAN AND BEK

NURNENEN VIP BRY Port

# kubectl ko nbctl show ovn-default
switch e32e1d3b-c539-45f4-ab19-be4e33a061f6 (ovn-default)
port aap-vip
type: virtual

apiVersion: vi1
kind: Pod
metadata:
name: busybox
annotations:
ovn.kubernetes.io/aaps: vip-aap
labels:
app: aapl
spec:
containers:
- name: busybox
image: busybox
command: ["sleep", "3600"]
securityContext:
capabilities:
add:
- NET_ADMIN

NRMNMNRE AAP MREKRYE

# kubectl ko nbctl list logical_switch_port aap-vip

_uuid : ¢d930750-0533-4f06-a6¢cB-217ddac73272
addresses 11

dhcpv4_options N

dhcpvé_options 2 1]

dynamic_addresses 2 1]

enabled 11

external_ids : {1ls=ovn-default, vendor=kube-ovn}
ha_chassis_group 2 1]

mirror_rules 2 1]

name : aap-vip

options : {virtual-ip="106.16.0.100", virtual-parents="busybox.default"}
parent_name g 1

port_security 2 1]

tag : [
tag_request : (1

type : virtual
up : false

virtual-ip BEAE VIP BNE IPRvirtual-parents NENEN AAP [RE Pod RH Portd

NERNENER Pod BXEARE

# kubectl exec -it busybox -- ip addr add 10.16.0.100/16 dev eth®
# kubectl exec -it busybox@1 -- ip addr show eth@
35: etho@if36: <BROADCAST,MULTICAST,UP,LOWER_UP,M-DOWN> mtu 1480 qdisc noqueue
link/ether 00:00:00:e2:ab:0¢c brd ff:ff:ff:ff:ff:ff
inet 10.16.0.7/16 brd 10.16.255.255 scope global eth®@
valid_1ft forever preferred_1ft forever
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7.15.2 2. Switch LB rule vip

inet 10.16.0.100/16 scope global secondary eth@
valid_1ft forever preferred_1ft forever

inet6 fe80::200:ff:fee2:abbc/64 scope link
valid_1ft forever preferred_1ft forever

¥ Pod REENNERN IPRVIP B IP NEENHENKERN subnet NEEN Pod HEENYE 1P BANHN

7.15.2 2. Switch LB rule vip

apiVersion: kubeovn.io/v1
kind: Vip
metadata:
name: slr-01
spec:
subnet: ovn-default
type: switch_lb_vip

* subnet : il Subnet XN IPX
* type : NUNMNENENENENENE ipam ip HNK switch_1b_vip KNE vip BNE switch Ib BN vip BNE ip NENENENE

7.15.3 3. F v1.17 BRENREN
v1.17 EEREE ovn.kubernetes.io/vip B Pod BE IP BENRAE kube_host_vm_vip NEENENAENNEE annotation B Pod HAEK VIPEENAE VIP BEK Pod KNAEK IP HHNAH

* NENERN ovn.kubernetes.io/vip ¥ Pod NUAKE IPAM RERY annotation BRERNENEEN

* HNENENE Pod NEXE IPAM RERNENEYN VIPHRNAKAENEN VIPREN Pod NRNRNKEREKE controller RUAKNENENEVIP KNENENENENE

* kube_host_vm_vip NNEXHXXHERENNENRENEENENRENNENEENEERENNE YRR N EE N R RN NS IR NN KRR

+v1.17 BB VIP BXER ip_reserved ERENNANEREANENERNANE Pod KENHAERSubnet B UsingIPs KENNRNENNANEPod K IP RENNANEREANENERNVIP HXERKENEAERN

HNE Pod BNNERNEANEEN IPPool E Pod annotationlAAP § Switch LB BREEN VIPE

7.15.4 4. StatefulSet il Kubevirt VM i1l IP
StatefulSet { VM 1 IP JHIEENE VIP HHK
[l statefulset N vMEE Pod NIGNAENEEKRENNA |P

VM B IP REEN kube-ovn-controller ® keep-vm-ip NEN true HRRE Kubevirt VM RENNHRREN

¥ PDF ,-;!.- Slack Support

© 20261101280

@ 2022151240
P

O GitHub @

&
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7.16 Mellanox Nl Offload NN

7.16 Mellanox lil Offload HK

Kube-OVN NENRHNENEN OVS NENENKNENENENENRNENRNEEY CPU NENKNENENENANE CPU HENEY NENENERENENMellanox B Accelerated Switching And Packet
Processing (ASAP?) REANN OVS RREANNANEENNER eSwitch NERKEANNANEEN OVS BRNERNNANEENNERNERRNNANEEN CPU RNKERNENNERRANEEREEN

Host

NIC

o OVS
Open vSwitch

VFIO-PCI

PF

eSwitch
Hardware Tables

f Note

NERANER 2022 15K K KX D 0 R O X D R D S S R S R M

7.16.1 KHNN

* Mellanox CX5/CX6/CX7/BlueField KR ASAP2 HUANEK

+ CentOS 8 Stream Kl Linux 5.7 NRAKKNA

* UNENENENE dp_hash B hash HEEREEEE OVN LB ENE

* NEENNERNEANEENE bondl

7.16.2 il SR-IOV ¥ Device Plugin

Mellanox NAKAKAKN offload NENANNUNENEN SR-IOV  Device PluginkiNHNR sriov-network-operator RENHKEN

NAKN SR-10V [ Device Plugin
il SR-10V

NEMNMNR IDNRENNENE 84:00.0 B 84.00.110

# lspci -nn | grep ConnectX-5

84:00.8 Ethernet controller [02006]: Mellanox Technologies MT27808 Family [ConnectX-5] [15b3:1017]
84:00.1 Ethernet controller [02008]: Mellanox Technologies MT27808 Family [ConnectX-5] [15b3:1017]

-243/363 -

2025 Kube-OVN Team


https://github.com/kubeovn/sriov-network-operator

HEMN 1D HENHKRE

# 1s -1 /sys/class/net/ | grep 84:00.0
lrwxrwxrwx 1 root root @ Feb 4 16:16 enp132s@fOnpd ->
# 1s -1 /sys/class/net/ | grep 84:00.1
Irwxrwxrwx 1 root root @ Feb 4 16:16 enp132s0finpl ->

ANEENEEN bondl

I NERENE enp132s0fOnp0 ! enp132s0f1np1 i bond1

# ip link show enp132s@fénp8 | grep bond
160: enp132s0fOnpB: <BROADCAST,MULTICAST, SLAVE,UP,LOWER_UP> mtu 1560 qdisc mq master bond1 state UP mode DEFAULT group default glen 1000
# ip link show enp132s8finp1
169: enp132sBfinp1: <BROADCAST,MULTICAST, SLAVE,UP, LOWER_UP> mtu 1500 qdisc mq master bond1 state UP mode DEFAULT group default qlen 10600

| grep bond

Al bond HNUE VFY

ifenslave -d bond1 enp132s0f@npo

ifenslave -d bond1 enp132s0finp1

echo @ > /sys/class/net/enp132s0f@Onp@/device/sriov_numvfs
echo @ > /sys/class/net/enp132s0finp1/device/sriov_numvfs
ip link set enp132s@f@np8 down

ip link set enp132s@finp1 down

NRMNHNREN

| ovss

NEKNRUNESMES B DMFS

ARRNERERRENER sysfs B devlink API REARR

sysfs

devlink

ERENEN ARENENEN

NEMN VF MR

# cat /sys/class/net/enp132s0f@np0/device/sriov_totalvfs

# cat /sys/class/net/enp132s1f@np1/device/sriov_totalvfs

NE VFENRENRENRENEEREY

link/ether 08:c@:eb:74:c3:4a brd ff:ff:ff:ff:ff:ff

vf 8 link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff,
vf 1 link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
vf 2 link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff,
vf 3 link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff,

# ip link show enp132s8finp1
169: enp132s0f1np1: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu

link/ether 08:c@:eb:74:c3:4b brd ff:ff:ff:ff:ff:ff

vf 8 link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff,
vf 1 link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
vf 2 link/ether 00:00:00:00:00:00 brd ff:ff: 37T 8
vf 3 link/ether 00:00:00:00:00:00 brd ff:

# ip link set enp132s0f@np@ up
# ip link set enp132s0finp1 up

MUK VF BRENN IDE

# lspci -nn | grep ConnectX-5 | grep Virtual
84:00.2 Ethernet controller [0200]: Mellanox Technologies MT27800 Family [ConnectX-5
84:00.3 Ethernet controller [8200]: Mellanox Technologies MT2780@ Family [ConnectX-5
84:00.4 Ethernet controller [0208]: Mellanox Technologies MT27800 Family [ConnectX-5

, spoof checking off

* SMFS (software-managed flow steering)RHEARANEARNEERNNENANREEARNE ARRNERRNEERN
+ DMFS (device-managed flow steering)lERNNERRENNERNEANNEREERNERRE AN ANEERNE

echo <smfs|dmfs> > /sys/class/net/enp132s0f@np0/compat/devlink/steering_mode
echo <smfs|dmfs> > /sys/class/net/enp132s0finp1/compat/devlink/steering_mode

devlink dev param set pci/84:00.8 name flow_steering_mode value smfs cmode runtime
devlink dev param set pci/84:00.1 name flow_steering_mode value smfs cmode runtime

# echo '4' > /sys/class/net/enp132s8f@np0/device/sriov_numvfs
# echo '4' > /sys/class/net/enp132s1f@np1/device/sriov_numvfs
# ip link show enp132s@fonpe

160: enp132s0fOnpB: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1560 qdisc mq state DOWN mode DEFAULT group default

spoof checking off
spoof checking off
spoof checking off
spoof checking off

link-state disable,
link-state disable,
link-state disable,
link-state disable,

trust off,
trust off,
trust off,
trust off,

1500 qdisc mq state DOWN mode DEFAULT group default

trust off
trust off,
trust off,
trust off,

spoof checking off
spoof checking off
spoof checking off

link-state disable,
link-state disable,
link-state disable,
link-state disable,
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../../devices/pci0000:80/0000:80:08.0/0000:84:00.1/net/enp132s0finp1

qlen 1000

query_rss
query_rss
query_rss
query_rss

qlen 1000

query_rss
query_rss
query_rss
query_rss

Virtual Function] [15b3:1018]
Virtual Function] [15b3:1018]
Virtual Function] [15b3:1018]

../../devices/pci0000:80/0000:80:08.0/0000:84:00.0/net/enp132s8fOnpo

of f
of f

7.16.2 il SR-IOV [ Device Plugin
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84:00.5 Ethernet
84:00.6 Ethernet
84:00.7 Ethernet
84:01.0 Ethernet
84:01.1 Ethernet

¥ VF BNRMKEY

echo
echo
echo
echo
echo
echo
echo
echo

0000 :
0000 :
0000 :
0000 :
0000 :
0000 :
0000 :
0000 :

100.
100.
100.
100
100.
100
101
1.

SO NG hWN

VVVVVVVYV

A eSwitch BANERNEENNN

devlink
devlink
ethtool
ethtool

SR-10V VF MHNENK

controller [0200]:
controller [0200]:
controller [08200]:
controller [0200]:
controller [0200]:

Mellanox
Mellanox
Mellanox
Mellanox
Mellanox

Technologies MT27800 Family [ConnectX-5 Virtual Function] [15b3
Technologies MT27800 Family [ConnectX-5 Virtual Function] [15b3
Technologies MT27808 Family [ConnectX-5 Virtual Function] [15b3
Technologies MT27808 Family [ConnectX-5 Virtual Function] [15b3
Technologies MT27800 Family [ConnectX-5 Virtual Function] [15b3

/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind
/sys/bus/pci/drivers/mlx5_core/unbind

dev eswitch set pci/0000:84:00.0 mode switchdev
dev eswitch set pci/0000:84:00.1 mode switchdev
-K enp132s8f@np® hw-tc-offload on
-K enp132s8finp1 hw-tc-offload on

SR-IOV VF LAG EENNE PF Bi OVS KENNENNERNEINEENHENNERY e-switch BEREE bond HENNE

« Active-backup

* XOR

* LACP

SR-IOV VF LAG [l LAG BNRNENENEEbond NN
NEMERN VF KNNENRKY PFRE XOR ¥ LACP BXRENRNK PF MNENRENN

NERENEN LACP ENENENRNENE

modprobe bonding mode=862.

ip link se
ip link se
ip link se
ip link se
ip link se

enp132s0fBnpo
enp132s0finp1
enp132s0fonpo
enp132s68finp1
bond1 up

3ad

master bond1
master bond1

up
up

I RERENENEN bond HNRNRHREN

NURNENERN VF BRE

echo
echo
echo
echo
echo
echo
echo
echo

0000 :
0000:
0000 :
0000 :
0000 :
0000:
0000 :
0000 :

®
®
S ONOo O A ®WN

VVVVVVVY

VF RUREN

PF NEXXE

/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind
/sys/bus/pci/drivers/mlx5_core/bind

NetworkManager HHHHHHHHHKKKKNNNNNNNNNNNNNN NetworkManager HHHHKK

systemctl stop NetworkManager
systemctl disable NetworkManager

lll DEVICE PLUGIN

NERENEN VF RERENENRRAED Pod HRE VF NENRNRKRE SR-IOV Device Plugin NENENENENANARAERER RERENEN

Rl SR-I0V 18 Configmaplil

apiVersion: vi

kind: ConfigMap

metadata:
name: sriovdp-config
namespace: kube-system

data:

config.json: |
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:1018]
:1018]
:1018]
:1018]
:1018]

7.16.2 il SR-IOV [ Device Plugin

| bond PF HENENENENENENRNANANANREREREN VFERE VF BRERER bond NENANARRNRERERERERERENENEN PF RENEN
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{
"resourcelList": [{
"resourcePrefix": "mellanox.com"
"resourceName": "cx5_sriov_switchdev"
"selectors": {
"vendors": ["15b3"],
"devices": ["1818"],
"drivers": ["mlx5_core"]
}
}
1
}

SR-I0V Device Plugin NiKKEN ConfigMap KRENANNENNENEKNConfigMap i name i sriovdp-confighl

* selectors : VF BN

+ vendors : BNANARARAKNENENE

* devices : NRNERNARENENNRANE

* drivers : NERERERNERERNENEARE

selectors NENEN pciAddresses N acpiIndexes WHENE VF BARNENENENENESR-IOV ConfigMap [l

¥K SR-10V HENENRE

7.16.2 Il SR-IOV [ Device Plugin

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/sriov-network-device-plugin/v3.6.2/deployments/sriovdp-daemonset.yaml

0K SR-10V HENHNNENN Kubernetes Node [l

kubectl describe node kube-ovn-81 | grep mellanox

mellanox.com/cx5_sriov_switchdev: 8
mellanox.com/cx5_sriov_switchdev: 8
mellanox.com/cx5_sriov_switchdev @ 0

i sriov-network-operator il SR-IOV [l Device Plugin

i node-feature-discoveryHNHNRNRMRERENAN

kubectl apply -k https://github.com/kubernetes-sigs/node-feature-discovery/deployment/overlays/default?ref=v0.11.3

NEANNENNERANNAN offload HENHNKE annotation:

kubectl label nodes [offloadNicNode]| feature.node.kubernetes.io/network-sriov.capable=true

NNHKNNAKK Operatorhl

git clone --depth=1 https://github.com/kubeovn/sriov-network-operator.git
kubectl apply -k sriov-network-operator/deploy

¥E Operator HENHNRENN

# kubectl get -n kube-system all | grep sriov

NAME READY STATUS RESTARTS AGE
pod/sriov-network-config-daemon-bfont 1/1 Running 0 8s
pod/sriov-network-operator-54d7545f65-296gb 1/1 Running (] 10s
NAME DESIRED  CURRENT READY
SELECTOR AGE
daemonset.apps/sriov-network-config-daemon 1 1 1 1
network-sriov.capable=true 8s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/sriov-network-operator 1/1 1 1 10s
NAME DESIRED  CURRENT READY
replicaset.apps/sriov-network-operator-54d7545f65 1 1 1

Nl SriovNetworkNodeState NHEN nodel RENNHNRENANN Mellanox HEN

UP-TO-DATE

AGE
10s

AVAILABLE

# kubectl get sriovnetworknodestates.sriovnetwork.openshift.io -n kube-system nodel -o yaml

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodeState
spec:
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status:

interfaces:

- deviceID: "1017"
driver: mlx5_core
mtu: 1500
pciAddress: "0000:5f:00.0"
totalvfs: 8
vendor: "15b3"
linkSeed: 25000Mb/s
1linkType: ETH
mac: 08:cO:eb:f4:85:bb
name: ens41foOnpo
deviceID: "1017"
driver: mlx5_core
mtu: 1500
pciAddress: "0000:5f:80.1"
totalvfs: 8
vendor: "15b3"
linkSeed: 25000Mb/s
linkType: ETH
mac: 08:cO:eb:f4:85:bb
name: ens41f1np1

Wl SriovNetworkNodePolicy NKHHHE nicSelector HNNNNNKKE

apiVersion: sriovnetwork.openshift.io/v1

kind: SriovNetworkNodePolicy
metadata:

name: policy

namespace: kube-system
spec:

nodeSelector:

feature.node.kubernetes.io/network-sriov.capable: "true"

eSwitchMode: switchdev
numVfs: 3
nicSelector:
pfNames:
- ens41fénpo
- ens41f1np1
resourceName: cx_sriov_switchdev

WNKE SriovNetworkNodeState Il status HHN

# kubectl get sriovnetworknodestates.sriovnetwork.openshift.io -n kube-system nodel -o yaml

spec:

interfaces:

- eSwitchMode: switchdev
name: ens41f@npo
numVfs: 3
pciAddress: 0000:5f:00.0
vfGroups:
- policyName: policy

vfRange: 0-2

resourceName: cx_sriov_switchdev

eSwitchMode: switchdev

name: ens41finp1l

numVfs: 3

pciAddress: 0000:5f:00.1

vfGroups:

- policyName: policy
vfRange: 0-2

resourceName: cx_sriov_switchdev

status:
interfaces
- Vfs:
- devicelID: 1018
driver: mlx5_core
pciAddress: 0000:5f:00.2
vendor: "15b3"
- devicelID: 1018
driver: mlx5_core
pciAddress: 0000:57:00.3
vendor: "15b3"
- devicelID: 1018
driver: mlx5_core
pciAddress: 0000:5f:00.4
vendor: "15b3"
deviceID: "1017"
driver: mlx5_core
linkSeed: 25000Mb/s
linkType: ETH
mac: 08:c@:eb:f4:85:ab
mtu: 1500
name: ens41f@npo
numVfs: 3
pciAddress: 0000:5f:00.0
totalvfs: 3
vendor: "15b3"
- Vfs:
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- devicelD:
driver: mlx5_core
pciAddress: 0000:5f:00.5
vendor: "1
devicelD:
driver: mlx5_core
pciAddress: 0000:5f:00.6
vendor: "1
devicelD:
driver: mlx5_core
pciAddress: 0000:5f:00.7
vendor: "1
deviceID: "1
driver: mlx5_core
linkSeed: 25000Mb/s
linkType: ETH

mac :
mtu:

08:c0O:el
1500

1018

5b3"
1018

5b3"
1018

5b3"
017"

b:f4:85:bb

name: ens41finp1
numVfs: 3
pciAddress: 0000:5f:00.1
totalvfs: 3

vendor: "15b:

NN VF KEKN
# 1lspci -nn | gr
5f:00.0 Ethernet
5f:00.1 Ethernet
5f:00.2 Ethernet
5f:00.3 Ethernet
5f:00.4 Ethernet
5f:00.5 Ethernet
5f:00.6 Ethernet
5f:00.7 Ethernet

¥ PF BRENE

3"

ep ConnectX

controller [0200]:
controller [0200]:
controller [0200]:
controller [08200]:
controller [0200]:
controller [0200]:
controller [0200]:
controller [08200]:

Mellanox
Mellanox
Mellanox
Mellanox
Mellanox
Mellanox
Mellanox
Mellanox

Technologies
Technologies
Technologies
Technologies
Technologies
Technologies
Technologies
Technologies

# cat /sys/class/net/ens41f@np@/compat/devlink/mode
switchdev

7.16.3 il Multus-CNI

MT27800
MT27800
MT27860
MT27860
MT27800
MT278060
MT278060
MT27860

Family
Family
Family
Family
Family
Family
Family
Family

[ConnectX-5] [15b3:1017]
[ConnectX-5] [15b3:1017]

[ConnectX-5
[ConnectX-5
[ConnectX-5
[ConnectX-5
[ConnectX-5
[ConnectX-5

Virtual
Virtual
Virtual
Virtual
Virtual
Virtual

Function]
Function]
Function]
Function]
Function]
Function]

SR-I0V Device Plugin BEANARAYN ID BNAN Multus-CNI BEE Kube-OVNRERENEN Multus-CNI BNENANNEN

¥E Multus-CNI RERERER

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/multus-cni/v4.8.2/deployments/multus-daemonset-thick.yml

Umultus BEN Thin & Thick HEN

Nl NetworkAttachmentDefinition i

apiVersion: "k8s
kind: NetworkAttachmentDefinition
metadata:
name :

sp:

* provider : KKKKN NetworkAttachmentDefinition

namespace :

sriov

annotations:
k8s.v1.cni.cncf.io/resourceName: mellanox.com/cx5_sriov_switchdev

ec:

config: '{
"cniVersion": "0.3.1",

"name"”:

"plugins”:[

{

.cni.cncf.io/v1"

default

"kube-ovn",

"type" :"kube-ovn",

"ser

ver_socket

"provider": "sriov.default.ovn"

"type" :"portmap"
"capabilities":{

}

"portMappings":true

i SR-10V BUARN Thick BNX

/run/openvswitch/kube-ovn-daemon.sock",
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¥ {name}.{namespace}.ovnll

[15b3:
[15b3:
:1018]
:1018]
[15b3:
[15b3:

[15b3
[15b3

1018]
1018]

1018]
1018]

7.16.3 il Multus-CNI

2025 Kube-OVN Team


https://github.com/k8snetworkplumbingwg/multus-cni

7.16.4 Overlay Al

7.16.4 Overlay i
Kube-OVN NRIKKRE

HHRANEN
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/dist/images/install.sh

NURNENY TFACE NENNBNMRKENENNENEN 1PX

ENABLE_MIRROR=${ENABLE_MIRROR:-false}

HW_OFFLOAD=${HW_OFFLOAD: -true}

ENABLE_LB=${ENABLE_LB:-false}

IFACE="bond1"

# SR-IOV Device Plugin bond IFACE bond1 bond IFACE enp132s0fonpo enp132s6finp1

1l Kube-OVNY

bash install.sh

NURKE VF BEY Pod

ANERNE yaml NNEREE VF BERNERKER Pod:

apiVersion: v1
kind: Pod
metadata:
name: nginx-overlay
annotations:
v1.multus-cni.io/default-network: default/sriov
sriov.default.ovn.kubernetes.io/logical_switch: ovn-default
spec:
containers:
- name: nginx-overlay
image: docker.io/library/nginx:alpine
resources:
requests:
mellanox.com/cx5_sriov_switchdev: '1'
limits:
mellanox.com/cx5_sriov_switchdev: '1'

+ vi.multus-cni.io/default-network : BNENEN NetworkAttachmentDefinition K {namespace}/{name}l

* sriov.default.ovn.kubernetes.io/logical_switch : BN Pod NRKNNAKNN Pod NRXNKRANKRARKNHHNNRAN

7.16.5 Underlay Kl
Kube-OVN HEIEIAE
BRARRNN
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/dist/images/install.sh
BRANRAN TFACE MREREHNIRRENAARINE 1P

ENABLE_MIRROR=${ENABLE_MIRROR:-false}

HW_OFFLOAD=${HW_OFFLOAD:-true}

ENABLE_LB=${ENABLE_LB:-false}

IFACE=""

# Underlay  IFACE PF IFACE K8s PF

il Kube-OVNY

bash install.sh

NENE VF AER Pod

NERNEN yaml NEXERE VF BRERNANER Pod:
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apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:

name: underlay-offload
spec:

defaultInterface: bond1

apiVersion: kubeovn.io/v1
kind: Vlan
metadata:
name: vlan@
spec:
id: o
provider: underlay-offload

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: vlan@
spec:
protocol: IPv4
provider: ovn
cidrBlock: 10.10.204.0/24
gateway: 10.10.204.254
vlan: vlan@
excludelIps:
- 10.10.204.1..10.10.204.100

apiVersion: vi
kind: Pod
metadata:
name: nginx-underlay
annotations:
k8s.v1.cni.cncf.io/networks: '[{
"name": "sriov",
"namespace"”: "default"
"default-route": ["10.10.204.254"]
Y
sriov.default.ovn.kubernetes.io/logical_switch:
spec:
containers:
- name: nginx-underlay
image: docker.io/library/nginx:alpine
resources:
requests:
mellanox.com/cx5_sriov_switchdev: '1'
limits:
mellanox.com/cx5_sriov_switchdev: '1'

+ vi.multus-cni.io/default-network : BNENEY NetworkAttachmentDefinition K {namespace}/{name}l

I NERNENEAKE multus ANERE VF BRERER PodNERE VF BN Pod RERNENERNE VF RE Pod NENERKE multus ANERKEAREN

ANERNEENNEREE yam| DERNERN VF RRENNEREE Pod:

apiVersion: vi
kind: Pod
metadata:
name: nginx-underlay-noVF
annotations:
ovn.kubernetes.io/logical_switch: vlan@
spec:
containers:
- name: nginx-underlay-noVF
image: docker.io/library/nginx:alpine

NERENENARARR VF BRNANAEREN PodNENENENENE ovs-kernel NENENEN e-switch HX

7.16.6 KNNN

HEXE Pod NENEN ovs-ovn HNRNRXRNREREXENEREN

# ovs-appctl dpctl/dump-flows -m type=offloaded

vlane

7.16.6 ONEN

ufid:91cc45de-e7e9-4935-8f82-1890430b8F66, skb_priority(8/0),skb_mark(0/0),ct_state(8/8x23),ct_zone(0/0),ct_mark(8/8),ct_label(8/0x1),recirc_id(8),dp_hash(8/

0),in_port(5b45c61b3087e_h), packet_type(ns=0/0,id=0/

0),eth(src=00:00:00:c5:6d:4e,dst=00:00:00:e7:16:ce),eth_type(0x08060),ipv4(src=0.0.0.0/0.0.0.0,dst=0.0.0.0/0.06.0.0,proto=0/0, tos=0/0,tt1=0/8, frag=no),
packets:941539, bytes:62142230, used:0.260s, offloaded:yes, dp:tc, actions:54235e5753b8_h

ufid:e@B768d7-e652-4d79-8182-3291d852b791, skb_priority(8/0),skb_mark(0/0),ct_state(8/8x23),ct_zone(0/0),ct_mark(8/8),ct_label(8/0x1),recirc_id(@),dp_hash(8/

0),1in_port(54235e5753b8_h), packet_type(ns=0/0,id=0/

0),eth(src=00:00:00:e7:16:ce,dst=00:00:00:c5:6d:4e),eth_type(0x08060),ipv4(src=0.0.0.0/0.0.0.0,dst=0.0.0.0/0.0.0.0,proto=0/0, tos=0/0,tt1=0/8, frag=no),
packets:82386659, bytes:115944854173, used:8.260s, offloaded:yes, dp:tc, actions:5b45c61b307e_h
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NN offloaded:yes, dp:tc NXKHNENNN
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7.17 KMAKE Offload HK

7.17 WENNE Offload Wi

Kube-OVN HRERERENEN OVS HENENENENENENRNRNENANANN CPU NENENENENENRNE CPU RENEN RERERERERERENEN Agilio CX ENENENANG OVS RNRKAKAKNENENENE BREREN

HHK OVS HUNENENENENENRNENRNRNREEE CPU KNENENEN RN RN RN REREREN

Host mwovn

Open vSwitch

VFIO-PCI

NIC

PF

eSwitch
Hardware Tables

f Note

NERANER 2022 15K K KX D 0 R O X D R D S S R S R M

7.17.1 KUNN

« BEN Agilio CX RENARKAN
« CentOS 8 Stream NIH Linux 5.7 HUNNHKN
* NUNAKNRNN dp_hash B hash HENHNREN OVN LB REN

7.17.2 HNKK SR-IOV KK
NEMNE Agilio Open vSwitch TC User Guide RENNENHXNNANKEKN

NHRNENE RN RN E R NERNE

#!/bin/bash

DEVICE=${1}
DEFAULT_ASSY=scan
ASSY=${2:-${DEFAULT_ASSY}}
APP=${3:-flower}

if [ "x${DEVICE}" = "x" -o ! -e /sys/class/net/${DEVICE} ]; then
echo Syntax: ${8} device [ASSY] [APP]
echo

echo This script associates the TC Offload firmware

echo with a Netronome SmartNIC.

echo

echo device: is the network device associated with the SmartNIC
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7.17.3 i SR-IOV Device Plugin

echo ASSY: defaults to S${DEFAULT_ASSY}
echo APP: defaults to flower. flower-next is supported if updated
echo firmware has been installed.
exit 1
fi

# It is recommended that the assembly be determined by inspection
# The following code determines the value via the debug interface
if [ "S{ASSY}x" = "scanx" ]; then
ethtool -W ${DEVICE} @
DEBUG=$(ethtool -w ${DEVICE} data /dev/stdout | strings)
SERIAL=$(echo "S${DEBUG}" | grep "ASN:")
ASSY=$(echo ${SERIAL} | grep -oE AMDA[©-9]{4})
fi

PCIADDR=$(basename $(readlink -e /sys/class/net/${DEVICE}/device))
FWDIR="/1lib/firmware/netronome"

# AMDA@B81 and AMDA@@97 uses the same firmware
if [ "${ASSY}" = "AMDAG@81" ]; then
if [ ! -e ${FWDIR}/${APP}/nic_AMDA@®81.nffw ]; then
1In -sf nic_AMDAB@97.nffw S{FWDIR}/${APP}/nic_AMDA@B@81.nffw
fi
fi

FW="${FWDIR}/pci-${PCIADDR} .nffu"
In -sf "${APP}/nic_${ASSY}.nffw" "S{FW}"

# insert distro-specific initramfs section here...
HRMNHMNENREY

./agilio-tc-fw-select.sh ens47np@ scan
rmmod nfp
modprobe nfp

NUEN VF BRENNE VFE

# cat /sys/class/net/ens3/device/sriov_totalvfs
65

# echo 4 > /sys/class/net/ens47/device/sriov_numvfs

7.17.3 6l SR-IOV Device Plugin
ANEENEY VF BRNERREENEEN Pod NEE VF BRRENNEEN SR-IOV Device Plugin BREENNENEENNERNEREY HHOENNE

i SR-I0V &l Configmaphl

apiVersion: vi
kind: ConfigMap
metadata:
name: sriovdp-config
namespace: kube-system

data:
config.json: |
{
"resourcelList": [{
"resourcePrefix": "corigine.com"
"resourceName": "agilio_sriov",
"selectors": {
"vendors": ["19ee"]
"devices": ["6003"],
"drivers": ["nfp_netvf"]
}
}
1
}

lil SR-I0V Network Device Plugin DUARARAEAY intel/sriov-network-device-plugin EE k8snetworkplumbingwgliil

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/sriov-network-device-plugin/master/deployments/sriovdp-daemonset.yaml
K SR-I0V ERNANENER Kubernetes Node [N

kubectl describe no containerserver | grep corigine

corigine.com/agilio_sriov: 4

corigine.com/agilio_sriov: 4
corigine.com/agilio_sriov @ 0
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7.17.4 ¥l Multus-CNI

7.17.4 WK Multus-CNI
SR-IOV Device Plugin NUEREENK ID HXNE Multus-CNI B2 Kube-OVNERHENKE Multus-CNI HENKERNER

A8 Multus-CNI HARERER

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/multus-cni/master/deployments/multus-daemonset.yml
NH NetworkAttachmentDefinition [

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: default
namespace: default
annotations:
k8s.v1.cni.cncf.io/resourceName: corigine.com/agilio_sriov
spec:
config: '{
"cniVersion": "0.3.1",
"name" : "kube-ovn"
"plugins”:[
{
"type" :"kube-ovn",
"server_socket" :"/run/openvswitch/kube-ovn-daemon.sock"

"provider": "default.default.ovn"
i
{
“type":"portmap",
"capabilities":{
"portMappings"” :true
}
}

* provider : HNENE NetworkAttachmentDefinition N {name}.{namespace}.ovnil

7.17.5 Kube-OVN HERNENN
NRMNHEN
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/dist/images/install.sh

NRMNMNK IFACE NNENRXNRNRENNENREN |PY

ENABLE_MIRROR=${ENABLE_MIRROR:-false}
HW_OFFLOAD=${HW_OFFLOAD:-true}
ENABLE_LB=${ENABLE_LB:-false}
IFACE="ensp@1"

0l Kube-OVNU

bash install.sh

7.17.6 BERK VF BRK Pod
BUBEEN yam| BREERR VF NEENEENEE Pod:

apiVersion: vi
kind: Pod
metadata:
name: nginx
namespace: default
annotations:
v1.multus-cni.io/default-network: default/default
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine
resources:
requests:
corigine.com/agilio_sriov: '1'
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7.17.7 WK

limits:
corigine.com/agilio_sriov: '1°'

* v1.multus-cni.io/default-network : NENENY NetworkAttachmentDefinition N {namespace}/{name}

HERN Pod NEENE ovs-ovn NEANENENEANEREANENE

# ovs-appctl dpctl/dump-flows -m type=offloaded

ufid:91cc45de-e7e9-4935-8f82-1890430b8F66, skb_priority(8/0),skb_mark(0/0),ct_state(8/8x23),ct_zone(0/0),ct_mark(8/08),ct_label(8/0x1),recirc_id(@),dp_hash(8/
0),in_port(5b45c61b3087e_h), packet_type(ns=0/0,id=0/
0),eth(src=00:00:00:c5:6d:4e,dst=00:00:00:e7:16:ce),eth_type(0x0800),1ipv4(src=0.0.0.0/0.0.0.0,dst=0.0.0.0/0.0.0.0,proto=0/0, tos=0/0,tt1=0/0, frag=no),
packets:941539, bytes:62142230, used:0.260s, offloaded:yes, dp:tc, actions:54235e5753b8_h

ufid:e@8768d7-e652-4d79-8182-3291d852b791, skb_priority(08/0),skb_mark(0/0),ct_state(8/8x23),ct_zone(0/0),ct_mark(8/08),ct_label(8/0x1),recirc_id(@),dp_hash(8/
0),1in_port(54235e5753b8_h), packet_type(ns=0/0,id=0/
0),eth(src=00:00:00:e7:16:ce,dst=00:00:00:c5:6d:4e),eth_type(0x0800),1ipv4(src=0.0.0.0/0.0.0.0,dst=0.0.0.0/0.0.0.0,proto=0/0, tos=0/0,tt1=0/0, frag=no),
packets:82386659, bytes:115944854173, used:8.260s, offloaded:yes, dp:tc, actions:5b45c61b307e_h

WU offloaded:yes, dp:tc NXKHNEXEN
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7.18 NERNEE Offload i

7.18 KMHKEN Offload KN

Kube-OVN NRERERENEN OVS HENENENENENRNRNRNRNRNREY CPU NENENENENRNANE CPU RENEY NERERERENENENENN metaScale RERKAENEN OVS RERNRERERERENENRNARAN
HHKE OVS HNENHNENENRN RN RN REREREN CPU HRNRKHKRENENENENERENE

A
7 Note

1. NEKENEN 2024 K00 R 5 b0 2 B 200 o D M S D O R S B M B S M S S D S
2. NENNEREENE 1.11 BNERE Kube-OVNENERNERKENER

7.18.7 KEKK

« NENK metaScale NRHKKEN
* MCR HERENE
« BIOS [l SR-IOV X VT-dil

7.18.2 NKNN
WK hw-offload NRHK Kube-OVN

1. BY NREN
wget https://raw.githubusercontent.com/yunsilicon/kube-ovn/release-1.11/dist/images/install.sh

1. BRRE
NNMKNNE /opt/ovs-config/ovs-dpdk-config HEN

# specify log level for ovs dpdk, the value is info or dbg, default is info
VLOG=info

# specify nic offload, the value is true or false, default is true
HW_OFFLOAD=true

# specify cpu mask for ovs dpdk, not specified by default
CPU_MASK=0x02

# specify socket memory, not specified by default
SOCKET_MEM="2048,2048"

# specify encap IP

ENCAP_IP=6.6.6.208/24

# specify pci device

DPDK_DEV=0000:b3:00.0

# specify mtu, default is 1500

PF_MTU=1500

# specify bond name if bond enabled, not specified by default
BR_PHY_BOND_NAME=bond@

1. 0l Kube-OVN

bash install.sh

N SR-I0V
1. I metaScale BNAKN IDENAK b3:00.0 :

[root@k8s-master ~]# lspci -d 1f67:
b3:00.8 Ethernet controller: Device 1f67:1111 (rev 02)
b3:00.1 Ethernet controller: Device 1f67:1111 (rev 02)

1. BURKY 1D RENRUNENN p3p1 M
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1s -1 /sys/class/net/
Irwxrwxrwx 1 root root © May 7 16:30 p3p1 -> ../../devices/pci0000:b2/0000:b2:00.0/0000:b3:00.0/net/p3p1

1. BUREK VF EEN

| grep b3:00.0

cat /sys/class/net/p3p1/device/sriov_totalvfs

512

1. 00 VFY

echo '18"' > /sys/class/net/p3p1/device/sriov_numvfs

1. B8 VF BNERE

1spci

b3
b3
b3
b3
b3
b3
b3
b3
b3
b3
b3
b3

100.
100.
100.
100.
100.
100.
100
100.
Al
101.
:01.
8@l o

0
1
2
3
4
5
.6
7
0
1
2
3

-d 1f67:

Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet

controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:
controller:

1. Il switchdev KXl

Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:
Device 1f67:

devlink dev eswitch set pci/0000:b3:00.0

WX SR-IOV Device Plugin

1. 0 SR-IOV [l ConfigMapll

apiVersion: vi
kind: ConfigMap
metadata:

data:

{

config.json: |

name: sriovdp-config
namespace: kube-system

1111 (rev 082)
1111 (rev 082)
1112
1112
1112
1112
1112
1112
1112
1112
1112
1112

mode switchdev

"resourcelList": [{
"resourceName": "xsc_sriov"
"resourcePrefix": "yunsilicon.com"
"selectors": {

"vendors": ["1f67"],
"devices": ["1812", "

P

1112"]

1. Il SR-I0V Device Plugin Ei DevicePluginil

2. NENEKNENRE SR-10V BEN

# kubectl describe node <node name> | grep yunsilicon.com/xsc_sriov
yunsilicon.com/xsc_sriov:
yunsilicon.com/xsc_sriov:
yunsilicon.com/xsc_sriov

WK Multus-CNI

10
10

1. B0 Multus-CNI KRl Multus-CNI

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/multus-cni/master/deployments/multus-daemonset.yml

1. Il NetworkAttachmentDefinition

apiVersion:

"k8s.cni.cncf.io/v1"

kind: NetworkAttachmentDefinition

7.18.2 BNAN
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7.18.2 BNAN

metadata:
name: sriov-netl
namespace: default
annotations:
k8s.v1.cni.cncf.io/resourceName: yunsilicon.com/xsc_sriov
spec:
config: '{
"cniVersion": "0.3.1",
"name"”: "kube-ovn"
"plugins”:[
{
"type" :"kube-ovn",

"server_socket" :"/run/openvswitch/kube-ovn-daemon.sock"

"provider": "sriov-net1.default.ovn"

H

{
"type":"portmap",
"capabilities":{

"portMappings":true

}

i

]
}
NENE SR-1I0V [ Pod

apiVersion: vi
kind: Pod
metadata:
name: nginx
annotations:
v1.multus-cni.io/default-network: default/sriov-net1l
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine
resources:
requests:
yunsilicon.com/xsc_sriov: '1'
limits:
yunsilicon.com/xsc_sriov: '1'

Offload i

HEXE Pod NENEN ovs-ovn RNRNREREREREXENENEN

ovs-appctl dpctl/dump-flows type=offloaded

flow-dump from pmd on cpu core: 9

ct_state(-new+est-rel+rpl+trk),ct_mark(8/

0x3), recirc_id(0x2d277),in_port(15), packet_type(ns=0,1id=0),eth(src=00:00:00:9d:fb:1a,dst=00:00:00:ce:cf:b9),eth_type(0x0800),ipv4(dst=10.16.0.14,frag=no),
packets:6, bytes:588, used:7.276s, actions:ct(zone=4,nat),recirc(0x2d278)

ct_state(-new+est-rel-rpl+trk),ct_mark(0/

0x3), recirc_id(0x2d275),in_port(8),packet_type(ns=0,1id=0),eth(src=00:00:80:ce:cf:b9,dst=00:80:00:9d:fb:1a),eth_type(0x0860), ipv4(dst=10.16.0.18,frag=no),
packets:5, bytes:490, used:7.434s, actions:ct(zone=6,nat), recirc(8x2d276)

ct_state(-new+est-rel-rpl+trk),ct_mark(0/0x1),recirc_id(8x2d276),in_port(8), packet_type(ns=0,id=08),eth(src=00:00:00:ce:cf:b9,dst=00:00:00:9d:fb:1a/
01:00:00:00:00:00), eth_type(8x0860),ipv4(frag=no), packets:5, bytes:490, used:7.434s, actions:15

recirc_id(0),in_port(15), packet_type(ns=0,id=0),eth(src=00:00:00:9d:fb:1a/
01:00:00:00:00:00,dst=00:00:00:ce:cf:b9),eth_type(0x0800),1ipv4(dst=10.16.0.14/255.192.0.0, frag=no), packets:6, bytes:588, used:7.277s
actions:ct(zone=6,nat), recirc(0x2d277)
recirc_id(®@),in_port(8),packet_type(ns=0,id=08),eth(src=00:00:008:ce:cf:b9/01:00:00:00:00:00,dst=00:00:00:9d:fb:1a),eth_type(0x0800), ipv4(dst=18.16.0.18/255.192.0
packets:6, bytes:588, used:7.434s, actions:ct(zone=4,nat),recirc(0x2d275)

ct_state(-new+est-rel+rpl+trk),ct_mark(8/

0x1),recirc_id(0x2d278),in_port(15), packet_type(ns=0,id=0),eth(dst=00:00:00:ce:cf:b9/01:00:00:00:00:00),eth_type(0x0800),ipv4(frag=no), packets:6, bytes:588
used:7.277s, actions:8

NEMNMNNENREREY
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7.19 KMHKEN Offload KN

7.19 HERNEE Offload i

/7" Note

WGSBS 2024 1 X A I 6 0 6 A D O X D R R R R R R

7.19.1 KNNK

* HUHE 2200E NRMREN
* HNEN HADOS BRNRNRHNEN
* BIOS [l SR-IOV

7.19.2 KENN

NE SR-10V

1. BONERN 2200E MUK vendor IDN1f47HEANKERKENNERK IDNERKE00:0a.08EK00:0b. ONNERNE 2200E NEHKENNEENEHNNEHHENNE

1spci | grep 147

00:0a.0 Ethernet controller: Device 1f47:1001 (rev 10)
00:0b.0 Ethernet controller: Device 1f47:1001 (rev 10)

1. BURENRENRERENNENRE VF REE

cat /sys/bus/pci/devices/0000\:00\:0a.8/sriov_totalvfs

256

1. NEEN VFYERERNENERNE VF NER

echo 7 > /sys/bus/pci/devices/0000\:00\:0a.0/sriov_numvfs

1. 0B VF BHRN
1spci | grep 1f47
00:0a Ethernet controller: Device 1f47:1001
00:0a.1 Ethernet controller: Device 1f47:110f
00:0a.2 Ethernet controller: Device 1f47:110f
Ethernet controller: Device 1f47:110f

Ethernet controller: Device 1f47:110f
Ethernet controller: Device 1f47:110f
Ethernet controller: Device 1f47:110f
Ethernet controller: Device 1f47:110f
Ethernet controller: Device 1f47:1001

®

IS)

S

© 3
©ONoO A WN =2 ©®—

NAKNE SR-IOV Device Plugin

1. B8 SR-IOV ER ConfigmapERENNANE SR-IOV Device Plugin RRERNANERER VF REREAN Pod RER

apiVersion: v1
kind: ConfigMap
metadata:
name: sriovdp-config
namespace: kube-system

(rev
(rev
(rev
(rev
(rev
(rev
(rev
(rev
(rev

data:
config.json: |
{
"resourceList": [{
"resourceName": "sriov_dpu"
"resourcePrefix": "yusur.tech"

"selectors": {
"vendors": ["1f47"],
"devices": ["110f"]

3

10)
10)
10)
10)
10)
10)
10)
10)
10)
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1. HEENE SR-IOV Device Plugin

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/sriov-network-device-plugin/v3.6.2/deployments/sriovdp-daemonset.yaml

1. B0 SR-10V BRAKENMANEN kubernetes Node HNHAKE

kubectl describe node nodel | grep yusur
yusur.tech/sriov_dpu: 7
yusur.tech/sriov_dpu: 7
yusur.tech/sriov_dpu © 0

7.19.3 ¥ Multus-CNI

AE Multus-CNINERE Kube-OVN [XHA SRIOV FEK Device IDR

kubectl apply -f https://raw.githubusercontent.com/k8snetworkplumbingwg/multus-cni/v4.0.2/deployments/multus-daemonset-thick.yml

Wl NetworkAttachmentDefinition

apiVersion:
"k8s.cni.cncf.io/v1"
kind:
NetworkAttachmentDefinition
metadata:
name: test
namespace: kube-system
annotations:
k8s.v1.cni.cncf.io/resourceName: yusur.tech/sriov_dpu
spec:
config: '{
"cniVersion": "0.3.1",
"name": "kube-ovn"
"plugins”:[
{

"type" :"kube-ovn",

"server_socket" :"/run/openvswitch/kube-ovn-daemon.sock"

"provider": "test.kube-system.ovn"

"type":"portmap",
"capabilities":{
"portMappings":true

}

* provider : NENNE NetworkAttachmentDefinition I {name}.{namespace}.ovn [l

7.19.4 Kube-OVN NHNNENA

1. BY NREN

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.12/dist/images/install.sh

1. NENRNRNIFACE ERENENRNANANAENENE IPH

ENABLE_MIRROR=${ENABLE_MIRROR:-false}
HW_OFFLOAD=${HW_OFFLOAD: -true}
ENABLE_LB=${ENABLE_LB:-false}
IFACE="p0"

1. B kube-ovn

bash install.sh

NERE VF B8N pod

NERNEN yaml NEXERK VF BRERKENER Podl

7.19.3 0 Multus-CNI
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7.19.5 0

apiVersion: v1
kind: Pod
metadata:
name: nginx
namespace: default
annotations:
v1.multus-cni.io/default-network: kube-system/test
spec:
containers:
- name: nginx
image: docker.io/library/nginx:alpine
resources:
requests:
yusur.tech/sriov_dpu: '1'
limits:
yusur.tech/sriov_dpu: '1°'

* vl.multus-cni.io/default-network : NNNNKX NetworkAttachmentDefinition N {namespace}/{name} il

Offload i

RERE Pod NENEN ovs-ovn HRRANRANRNRNRERERENEN

# ovs-appctl dpctl/dump-flows -m type=offloaded

ufid:67c2e10f-92d4-4574-be70-d072815ff166, skb_priority(8/0),skb_mark(0/0),ct_state(8/8x23),ct_zone(0/0),ct_mark(0/0),ct_label(8/0),recirc_id(0),dp_hash(@/
0),in_port(d85b161b6840_h), packet_type(ns=0/0,id=0/
0),eth(src=0a:c9:1c:70:01:09,dst=8a:18:a4:22:b7:7d), eth_type(0x0800), ipv4(src=10.0.1.10,dst=10.0.1.6,proto=6, tos=0/0x3, tt1l=0/

0, frag=no), tcp(src=60774,dst=9001), packets:75021, bytes:189521638, offload_packets:75019, offload_bytes:109521498, used:3.990s,offloaded:yes,dp:tc
actions:set(tunnel(tun_id=0x5,dst=192.168.201.12,tt1l=64, tp_dst=6081, geneve({class=0x102, type=0x80, len=4,0xa0006}),flags(csum|key))), genev_sys_6081
ufid:7940666e-adbd-42a5-8116-1e84e81bb338, skb_priority(08/@), tunnel(tun_id=0x5,src=192.168.201.12,dst=192.168.201.11,ttl=0/

0, tp_dst=6081, geneve({class=0x102, type=0x80, len=4,0x6000a}), flags(+key)), skb_mark(0/0),ct_state(0/08),ct_zone(8/0),ct_mark(08/0),ct_label(0/
0),recirc_id(@),dp_hash(8/0),in_port(genev_sys_6081),packet_type(ns=0/0,id=0/
0),eth(src=8a:18:a4:22:b7:7d,dst=0a:c9:1c:70:01:09),eth_type(0x0800),ipv4(src=10.0.1.6,dst=10.0.1.10,proto=6, tos=0/0, tt1=0/

0, frag=no), tcp(src=9001,dst=60774), packets:6946, bytes:459664, offload_packets:6944, offload_bytes:459532, used:4.170s,
dp:tc,offloaded:yes,actions:d85b161b6846_h
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7.20 DPDK i

/.20 DPDK [N

NEREN Kube-OVN [HE OVS-DPDK HENE KubeVirt HRNAN DPDK ERHNANAN

I NEN KubeVirt RERAEN OVS-DPDKENAKNANNANY patch Vhostuser implementation [l KubeVirt I KVM Device Plugin OVS-DPDKH

7.20.7 KEKX

* BYNBKEEY DPDK MXBNHKNE

« NEMNE HugepagesH

7.20.2 RREN DPDK [N
ERRBEE driverctl KNEENREEENNEERNEENNEE DPDK REENNRE

driverctl set-override 0000:00:0b.0 uio_pci_generic

7.20.3 HHKK
NER OVS-DPDK RRERENNAN Kube-OVN HRNERNER

kubectl label nodes <node> ovn.kubernetes.io/ovs_dp_type="userspace”
NRK OVS-DPDK il /opt/ovs-config HRNNENAEN ovs-dpdk-config il

ENCAP_IP=192.168.122.193/24
DPDK_DEV=0000:00:0b.0

* ENCAP_IP : ENENENEK

* DPDK_DEV : K PCI IDX

7.20.4 Kl Kube-OVN
NRMXREN
wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.17/dist/images/install.sh

XK DPDK HXNHMRENN

bash install.sh --with-hybrid-dpdk

7.20.5 BNEK
HURERNERNEEY vhostuser HIEENEENKE OVS-DPDK BEK

il KVM Device Plugin RERENENENANANAN KVM Device Pluginil

kubectl apply -f https://raw.githubusercontent.com/kubevirt/kubernetes-device-plugins/master/manifests/kvm-ds.yml
il NetworkAttachmentDefinitionl{

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: ovn-dpdk
namespace: default
spec:
config: >-
{
"cniVersion": "0.3.0"
"type": "kube-ovn",
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"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "ovn-dpdk.default.ovn"
"vhost_user_socket_volume_name": "vhostuser-sockets"
"vhost_user_socket_name": "sock"

NEENE Dockerfile BN VM BRE

FROM quay.io/kubevirt/virt-launcher:v@.46.1

# wget http://cloud.centos.org/centos/7/images/Cent0S-7-x86_64-GenericCloud.qcow2

COPY Cent0S-7-x86_64-GenericCloud.qcow2 /var/lib/libvirt/images/Cent0S-7-x86_64-GenericCloud

NMENER

apiVersion: vi1
kind: ConfigMap
metadata:

name: vm-config

data:

start.sh: |
chmod u+w /etc/libvirt/qgemu.conf

echo "hugetlbfs_mount = \"/dev/hugepages\

virtlogd &
libvirtd &

mkdir /var/lock

sleep 5

virsh define /root/vm/vm.xml
virsh start vm

tail -f /dev/null
vm.xml: |
<domain type='kvm'>

<name>vm</name>
<uuid>4a9b3f53-fa2a-47f3-a757-dd87728d9d1d</uuid>
<memory unit='KiB'>2097152</memory>
<currentMemory unit='KiB'>2097152</currentMemory>
<memoryBacking>
<hugepages>
<page size='2' unit='M' nodeset='0'/>
</hugepages>
</memoryBacking>
<vcpu placement='static'>2</vcpu>
<cputune>
<shares>4096</shares>
<vcpupin vcpu='0' cpuset='4'/>
<vcpupin vepu='1' cpuset='5'/>
<emulatorpin cpuset='1,3'/>
</cputune>
<0s>
<type arch='x86_64"' machine='pc'>hvm</type>
<boot dev="hd'/>
</os>
<features>
<acpi/>
<apic/>
</features>
<cpu mode="'host-model'>
<model fallback='allow'/>
<topology sockets='1' cores='2' threads="'1"'/>
<numa>

>> /etc/libvirt/qemu.conf

<cell id='8@"' cpus='0-1' memory='2097152' unit='KiB' memAccess='shared'/>

</numa>
</cpu>
<on_reboot>restart</on_reboot>
<devices>
<emulator>/usr/libexec/qemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gemu' type='qcow2' cache='none'/>

<source file='/var/lib/libvirt/images/Cent0S-7-x86_64-GenericCloud.qcow2'/>

<target dev='vda' bus='virtio'/>
</disk>

<interface type='vhostuser'>
<mac address='00:00:00:0A:30:89' />
<source type='unix' path='/var/run/vm/sock' mode='server'/>
<model type='virtio'/>
<driver queues='2'>
<host mrg_rxbuf="off'/>
</driver>
</interface>
<serial type='pty'>
<target type='isa-serial' port='0'>
<model name='isa-serial'/>
</target>
</serial>
<console type='pty'>
<target type='serial' port='0'/>
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7.20.5 ONEN

</console>
<channel type='unix'>
<source mode='bind' path='/var/lib/libvirt/qgemu/channel/target/domain-1-vm/org.qgemu.guest_agent.@'/>
<target type='virtio' name='org.gemu.guest_agent.@' state='connected'/>
<alias name='channel®d'/>
<address type='virtio-serial' controller='0' bus='0@' port='1'/>
</channel>

</devices>
</domain>
apiVersion: apps/v1
kind: Deployment
metadata:
name: vm-deployment
labels:
app: vm
spec:
replicas: 1
selector:
matchlLabels:
app: vm
template:
metadata:
labels:
app: vm
annotations:
k8s.v1.cni.cncf.io/networks: default/ovn-dpdk
ovn-dpdk.default.ovn.kubernetes.io/ip_address: 10.16.0.96
ovn-dpdk.default.ovn.kubernetes.io/mac_address: 00:00:00:0A:30:89
spec:
nodeSelector:
ovn.kubernetes.io/ovs_dp_type: userspace
securityContext:
runAsUser: @
volumes:
- name: vhostuser-sockets
emptyDir: {}
- name: xml
configMap:
name: vm-config
- name: hugepage
emptyDir:
medium: HugePages-2Mi
- name: libvirt-runtime
emptyDir: {}
containers:
- name: vm
image: vm-vhostuser:latest
command: ["bash", "/root/vm/start.sh"
securityContext:
capabilities:
add:
- NET_BIND_SERVICE
- SYS_NICE
- NET_RAW
- NET_ADMIN
privileged: false
runAsUser: @
resources:
limits:
cpu: '2'
devices.kubevirt.io/kvm: '1'
memory: '8784969729"
hugepages-2Mi: 2Gi
requests:
cpu: 666m
devices.kubevirt.io/kvm: '1'
ephemeral-storage: 56M
memory: '4490002433'
volumeMounts:
- name: vhostuser-sockets
mountPath: /var/run/vm
- name: xml
mountPath: /root/vm/
mountPath: /dev/hugepages
name: hugepage
- name: libvirt-runtime
mountPath: /var/run/libvirt

NERNENERKENE Pod BRNENER
# virsh set-user-password vm root 12345
Password set successfully for root in vm
# virsh console vm
Connected to domain 'vm'

Escape character is *] (Ctrl + ])

Cent0S Linux 7 (Core)
Kernel 3.10.0-1127.e17.x86_64 on an x86_64
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7.20.6

localhost login: root
Password:
Last login: Fri Feb 25 89:52:54 on ttySe

NHMNHERENRENNENRENE

ip link set eth® mtu 1460

ip addr add 10.16.0.96/16 dev eth@
ip ro add default via 10.16.8.1
ping 114.114.114.114

¥ PDF ﬁ:_- Slack Support

© 2022171160
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7.21 OpenStack [l

7.271 OpenStack [

NRXRRNRENAENR OpenStack RRENAKNR Kubernetes KENENRNNANRAKNENANNANNANREENENRE OpenStack Neutron REENE OVN KRENAKNANNR Kube-OVN RERKHNRENAKKEN
OVN UNNKNN OpenStack I Kubernetes NHKN

7.21.71 KHKK

NEXNEN OVN-IC RENANNERREN Kubernetes NERRENANNANNENRENNE OpenStack B Kubernetesl

NRRE

1. HNAKNEN OpenStack § Kubernetes [ENE CIDR NENHKNN
2. NERERNERE AR ANENE AN RN AR AR E AR AR ERE AR R

3. NERERNERERRAN 1P ANENEAR ARG AR RNEREARE

4. NRANAE Kubernetes MUANN OpenStack WK VPCH

Nl OVN-IC KiE
NHMNHENEN OVN-IC MXEN

docker run --name=ovn-ic-db -d --network=host -v /etc/ovn/:/etc/ovn -v /var/run/ovn:/var/run/ovn -v /var/log/ovn:/var/log/ovn kubeovn/kube-ovn:v1.17.8 bash

start-ic-db.sh

Kubernetes (1}

N kube-system Namespace il ovn-ic-config ConfigMapll

apiVersion: vi
kind: ConfigMap
metadata:
name: ovn-ic-config
namespace: kube-system
data:
enable-ic: "true"
az-name: "az1"
ic-db-host: "192.168.65.3"
ic-nb-port: "6645"
ic-sbh-port: "6646"
gw-nodes: "azl-gw"
auto-route: "true"

enable-ic : NNNKKHNHNHN

az-name : NEXRENENKENNENRENRNREY

ic-db-host : BN OVN-IC NXHENXHHN

ic-nb-port: OVN-IC HUNENNENEEN 6645

ic-sb-port: OVN-IC NENENENHNEYN 6646H

gw-nodes : HXHNANREREREREKEKEKEIN
auto-route : HNNNNXNENENENE

OpenStack il

NNK Kubernetes NRHNNNENN

# openstack router create router@
# openstack router list

B e it e Fommm e B Fomm o m B e ettt T e +
| ID | Name | Status | State | Project |
B et e B B B e it e +
| d5b38655-249a-4192-8046-71aa4d2b4af1 | router® | ACTIVE | UP | 98a29ab7388347e7b5ff8bdd181badf9

B e it e Fommm e B Fomm o m B e ettt T e +
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¥ OpenStack 0 OVN HRARAKNENERENENENENRNRNENEN
ovn-nbctl set NB_Global . name=op-az

NE¥N OVN-IC NENKENEE OVN-IC MXEN

/usr/share/ovn/scripts/ovn-ctl --ovn-ic-nb-db=tcp:192.168.65.3:6645 \
--ovn-ic-sb-db=tcp:192.168.65.3:6646 \
--ovn-northd-nb-db=unix:/run/ovn/ovnnb_db.sock \
--ovn-northd-sb-db=unix:/run/ovn/ovnsb_db.sock \
start_ic

ovn-ic-nb-db K ovn-ic-sb-db : OVN-IC HHHENKXNXKHNHNHIN
ovn-northd-nb-db ¥ ovn-northd-sb-db : BNNX OVN KXRENNRAEKRAR

NRMNHNREN

ovs-vsctl set open_vswitch . external_ids:ovn-is-interconn=true

NERNEN OpenStack B OVN RENNRKENHANE
N ts MNHMRE routere HMNHXKHNHHXHNN

ovn-nbctl 1lrp-add router® lrp-router@-ts 00:02:ef:11:39:4f 169.254.100.73/24
ovn-nbctl 1lsp-add ts lsp-ts-router@ -- lsp-set-addresses lsp-ts-router@ router \
-- lsp-set-type lsp-ts-router@ router \
-- lsp-set-options lsp-ts-router® router-port=lrp-router@-ts
ovn-nbctl lrp-set-gateway-chassis lrp-router®-ts {gateway chassis} 1000
ovn-nbctl set NB_Global . options:ic-route-adv=true options:ic-route-learn=true

NENNEN Kubernetes REKKE

# ovn-nbctl lr-route-list router@

IPv4 Routes
10.0.0.22 169.254.100.34 dst-ip (learned)

10.16.0.0/16 169.254.100.34 dst-ip (learned)

NERNEN routere HRUANENKKNANEN Kubernetes N Pod ERE

7.21.2 NKK OVN
NNERNEOpenStack ! Kubernetes NUHNEEN OVNEENNENKER VPC i Subnet NHHNKENNENNERNEIN

NENNENRENAN Kube-OVN E OVNEOpenStack [ Neutron NARRENNEN OVN RENNOpenStack Nl networking-ovn Ei Neutron RHRNE

Neutron KKK

Wl Neutron NXAE /etc/neutron/plugins/ml2/ml2_conf.ini ll

[ovn]

ovn_nb_connection = tcp:[192.168.137.176]:6641,tcp:[192.168.137.177]:6641,tcp:[192.168.137.178] :6641
ovn_sb_connection = tcp:[192.168.137.176]:6642,tcp:[192.168.137.177]:6642,tcp:[192.168.137.178] :6642

ovn_13_scheduler = OVN_L3_SCHEDULER
* ovn_nb_connection ll ovn_sb_connection : NNHKNN Kube-OVN Hl ovn-central NNRHNN

L OAVASRIi

ovs-vsctl set open . external-ids:ovn-remote=tcp:[192.168.137.176]:6642,tcp:[192.168.137.177]:6642,tcp:[192.168.137.178]:6642

ovs-vsctl set open . external-ids:ovn-encap-type=geneve
ovs-vsctl set open . external-ids:ovn-encap-ip=192.168.137.200

* external-ids:ovn-remote : RENNEN Kube-OVN Rl ovn-central NHNHKN

* ovn-encap-ip : HUNNRRAN IP XK
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7.21.2 BNER OVN

¥ Kubernetes [Illil OpenStack [}

NERENEND Kubernetes RN OpenStack RENENAN OpenStack HARAEN PodX

f Note

NEXHNERE kube-ovn-controller N args NENENEN --enable-external-vpe=true [l

2 OpenStack BNNERNEINEENHENNERREEN

# openstack router list

B e T oo oo em R o +

| ID | Name | Status | State | Project |

o Hommm - Homm - tomm - o +

| 22040ed5-0598-4f77-bffd-e7fd4db47e93 | router® | ACTIVE | UP | 62381a21d569404aa236a5dd8712449¢c

oo - - - —+- - - -+

# openstack network list

o Hommm oo - B e e e +

| ID | Name | Subnets

B e T oo B e it +

| cd59e36a-37db-4c27-b709-d35379a7920f | provider | 81d73d9f-fdaa-426c-9b60-aa34abbfacae

o Hommm oo - B e e e +

# openstack subnet list

B it oo o R +

| ID | Name | Network | Subnet |

B e e E e Hommmm B T et e e R e e e +

| 81d73d9f-fdaa-426c-9b60-aa34abbfacae | provider-v4 | cd59e36a-37db-4c27-b709-d35379a7920f | 192.168.1.08/24

B it oo o R +

# openstack server list

B e e E e Fommmm e Hommm o o tommm - e +

| ID | Name | Status | Networks | Image | Flavor

B it o oo e L B oo oo +

| 8433d622-a8d6-41a7-8b31-49abfd64f639 | provider-instance | ACTIVE | provider=192.168.1.61 | ubuntu | m1 |

B e e E e Fommmm e Hommm o o tommm - e +
N Kubernetes RREN VPC HER

# kubectl get vpc

NAME STANDBY SUBNETS

neutron-220408ed5-0598-4f77-bffd-e7fd4db47e93 true ["neutron-cd59e36a-37db-4c27-b709-d35379a7920f" |

ovn-cluster true ["join", "ovn-default"]

neutron-22040ed5-8598-4f77-bffd-e7fd4db47e93 [l OpenStack KENAN VPC HAH
NENENEN Kube-OVN [lE VPC & Subnet HHEN Pod HENK

VPC, Subnet Il Namespace net2 Rl Pod:

apiVersion: vi
kind: Namespace
metadata:
name: net2
apiVersion: kubeovn.io/v1
kind: Vpc
metadata:
creationTimestamp: "2021-86-20T13:34:11Z"
generation: 2
labels:
ovn.kubernetes.io/vpc_external: "true"
name: neutron-220840ed5-0598-4f77-bffd-e7fd4db47e93
resourceVersion: "583728"
uid: 18d4c654-f511-4def-a3aB-a6434d237cle
spec:
namespaces :
- net2
kind: Subnet
apiVersion: kubeovn.io/v1
metadata:
name: net2
spec:
vpc: neutron-22040ed5-08598-4f77-bffd-e7fd4db47e93
namespaces:
- net2
cidrBlock: 12.0.1.0/24
natOutgoing: false
apiVersion: vi
kind: Pod
metadata:
name: ubuntu

-269/363 - 2025 Kube-OVN Team



7.21.3 6K

namespace: net2
spec:
containers:
- image: docker.io/kubeovn/kube-ovn:v1.8.0
command :
- "sleep"”
- "604800"
imagePullPolicy: IfNotPresent
name: ubuntu
restartPolicy: Always
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7.22 % IPsec HRENNEK

7.22 ¥ IPsec KNNMRKN

Kube-OVN [HEE OVN/OVS Bl IPsec RENANKEN GenevelVXLAN [ STT RRKAE IPsec AERE kube-ovn-cni Pod HENN ipsec BN BNECNI NENRKNARNAN IKE/
strongSwanlilill CA Secret NNHKN XFRM KKK
7.22.71 KKK

« [NENEY UDP 500KIKENE UDP 45000NAT-THE
* WNENEN xfrml af_key NENENEN OVN/OVS IPsec NN strongSwan [ libreswan HXEY

+ Kube-OVN NINENENENEN OVN/OVS il IPsec agentiiagent HUHNK AUNENENENENENENENEN OVS monitor KNENHNANANN

7.22.2 BNRNENANN
BRINBEREE IPsec NARKENE Pod BENEINEREENARNE

1. 08 ENABLE_OVN_IPSEC=false ANEN Helm ERNANEN Kube-OVNH

2. Wi cert-manager {K CA injectorlNHNNHKNNENNENANNNN Clusterlssuerilill cert-manager [N Clusterlssuer ¥ Ready N
3. [l controller § CNI DaemonSet RENENEN Pod HHANAN Kubernetes APIINEN cert-manager 0 hostNetwork

4. [ controller @ CNI & IPsec NENE true NENE rollout BN

Kube-OVN [l signer HENN cert-managerfNRNRHNAENARNENN § controller RENHNRKNAN Kubernetes CSR HiKEAcontroller i NiHK PodiNode UIDlchassis KHNN
CN/SAN ERNANER cert-managerll CNI ServiceAccount BHEN CertificateRequest RNANER controller R NEREN CSR BXEAKE Clusterlssuerll

7.22.3 Wl IPsec
COERO0

ENABLE_OVN_IPSEC=true

WK Helm Biv1 chart BX func.ENABLE_OVN_IPSEC [lv2 chart Il features.enableOvnIpsec HHREN cert-manager NHRKENN --cert-manager-ipsec-
cert=true Ov10l chart il ipsec.certManager.enabled NHENX issuer NANNAKNNENNENAENANNERNENR chart @ ipsec RENN

NRHNCNI Pod RENNNAKNN ipsec HHNNN /kube-ovn/kube-ovn-ipsec NRHNNN IPsec RNHNNRHNNN IPsec K B NET_ADMIN K NET_BIND_SERVICE M SYS_NICE HCNI
NNNNEN SYS_NICE NNHHN IPsec HHINNNNNHNNENNPod N host networkll host PID I ServiceAccount HHEENNN ipsec NNNNRNE Kubernetes KN

REREN controller BNENEN DaemonSet UIDAPod ARAKN bundle B X Node UIDENENENENENENENENANE agent BRENENEN HENANANANANEE OVN KN IPsec RNANANANN
Pod Ready [ [KEN Node annotation ENANNENCNI DaemonSet Il maxSurge: @ Nl maxUnavailable: 1 NHNAKNENNEARRENAENAKN

7.22.4 PRNRNE

IPsec agent NXNKNENENCSR KEKMKEKN generationNENENENEN KEK generation KKK OVSDB NENANANR other_config KHKHKNKN NENENENENANKNENK 40% K 60% ENENE
NEMNMNRENRYE RYNENRENRREN RN RN agent B) IKE ¥ monitor KKK KMXEERE 1 B 30 BXKY

RERENENEND phaselireasonficonfigurationAppliediruntimeHealthyll protectionArmediexpiresiilil Node UIDRchassisligeneration RiE/RUIRERENE PEMERIE
SA keyll readyz KXNARENENNENEREANERERNE BROANENERNEN monitor KNANERKANENERNANENER SA RNEREANIPsec BRNENE Pod HE NotReadyNHNHNE CNI HER

NHMNHEN

kubectl get pods -n kube-system -1 app.kubernetes.io/name=kube-ovn-cni

kubectl get csr

kubectl get clusterissuer

kubectl exec -n kube-system <kube-ovn-cni-pod> -c ipsec -- \
ovs-appctl ipsec/show
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7.22.5 BNHUNEN

7.22.5 MXNKARE

NEMNENNE Pod BN ipsec NHNNENN controller fl CNI K IPsec NAK false Hcontroller NENK Disabling challengellNHNNE NB/SB HXNHNREKNENAKNEN chart NENHKN
ipsec KHHMUNNN ipsec-cleanup init containerl

* QNN IPsec NRRXNNRANKKAENY IKE/monitorkHK CANKHKN HXNHKKN

- NEBNNERE root BREEN NET_ADMIN B NET_BIND_SERVICE HHRN SYS_NICE BEE restartPolicy Nprobe NERREANN

« MUNENAY tunnel MENARN SA BRY drainBlXENN Node UIDE Pod UIDECSRERAN controller challengelRANAKNEN owner HAKY drain RENHRKEEAENAKNER

* MNENENENENlease NENKNENE live BNENENENENENE output lease WAK guardENENN released receipt KNENENEANEN owner §l SAlpolicy HREN

controller KANNAKNENN receipt HUNEN Disabled NAM maxUnavailable: 1 WK rolloutMRNENNE init MNNEKNENN Podl BNK Release epoch NENHKNANNAN init MNNK
Release barrierll controller KXAIN DaemonSetlNNENAE Kubernetes BNHNRHERAL KNEKNHRNANRARNENHEKEE

7.22.6 RUNNRNENN

* kubectl get csr [l IPsec CSRNENEN kube-ovn-cni Pod ¥ Node UIDE ERENANANAKNENE

« Il cert-manager lliClusterlssuer HNEN Kube-OVN IPseclicontroller i il issuerinamespacelllillil ServiceAccountlRRENAENARNANK NAK cert-manager H
approver HHHHEIKNK

« controller # Secret [l CertificateRequest ENENANANN namespacelCSR NUNKNENENEN signer NENRNANKCNI HHAKAK CertificateRequest NAHN
* [l ovs-appctl ipsec/show N agent@ readyz HNNAKRENNENE monitor readbackiil guard i UDP 500/4500 RERNENE OVN/OVS HEN
* INENEN XFRM SARIPsec NINAN ovn-ipsec-coordination ConfigMapll BRAE controller il agent BNENENENENE
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7.23 OVN WHNE

7.23 OVN HNNKE

NEENENER PodiENENKRENENE GRE/ERSPAN HEXKRNENEN

I NEREN Kube-OVN HNENE v1.12[

7.23.1 ¥ Multus-CNI

A8 Multus-CNI 12 BX Multusi

7.23.2 WXNKNE
NHRNENERERNEN

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: attachnet
namespace: default
spec:
config: |
{
"cniVersion": "0.3.1",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock"
"provider": "attachnet.default.ovn"

NN provider NNNKE <NAME>.<NAMESPACE>.ovn

7.23.3 Kt Underlay [}
EREENRERRAAAEEREERRARAEAMTU BAREENER LSP/PodiREAREE Underlay BENRENN

NERENENE Underlay BER

apiVersion: kubeovn.io/v1
kind: ProviderNetwork
metadata:
name: net1l
spec:
defaultInterface: ethl
apiVersion: kubeovn.io/v1
kind: Vlan
metadata:
name: vlani
spec:
id: o
provider: netl
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: subnet1
spec:
protocol: IPv4
cidrBlock: 172.19.0.0/16
excludelIps:
- 172.19.0.2..172.19.0.20
gateway: 172.19.0.1
vlan: vlani
provider: attachnet.default.ovn

NNNKER provider WHMNNNEKN provider KKK

7.23.4 YURNEYN Pod
ERRREERNEERREEREN Pody

apiVersion: vi
kind: Pod
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7.23.5 0 OVN NHNN

metadata:
name: pod1l
annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
spec:
containers:
- name: bash
image: docker.io/kubeovn/kube-ovn:v1.17.0
args:
- bash
= =@
- sleep infinity
securityContext:
privileged: true

NERNENER Pod B IP HER

$ kubectl get ips | grep pod1
pod1.default 10.16.0.12 00:00:00:FF:34:24 kube-ovn-worker ovn-default
pod1.default.attachnet.default.ovn 172.19.6.21 ©00:00:00:A0:30:68 kube-ovn-worker subnet1

KURWNEN 1P R 172.19.0.21 K

7.23.5 01 OVN NENN
EXRREENN OVN HNAHN

kubectl ko nbctl mirror-add mirror1 gre 99 from-lport 172.19.8.21
kubectl ko nbctl lsp-attach-mirror coredns-787d4945fb-gpnkb.kube-system mirror1

N coredns-787d4945fb-gpnkb.kube-system ¥ OVN LSP NRHXNKENN <POD_NAME>.<POD_NAMESPACE> [l

HEN OVN RERERENNN

ovn-nbctl mirror-add <NAME> <TYPE> <INDEX> <FILTER> <IP>

NAME - add a mirror with given name
TYPE specify TYPE 'gre' or ‘erspan
INDEX - specify the tunnel INDEX value
(indicates key if GRE, erpsan_idx if ERSPAN)
FILTER - specify FILTER for mirroring selection
('to-lport' / 'from-lport')

IpP - specify Sink / Destination i.e. Remote IP
ovn-nbctl mirror-del [NAME] remove mirrors
ovn-nbctl mirror-list print mirrors

ovn-nbctl lsp-attach-mirror PORT MIRROR  attach source PORT to MIRROR
ovn-nbctl 1lsp-detach-mirror PORT MIRROR detach source PORT from MIRROR

7.23.6 XURNEN Pod
[UIEEE Pod BRENNARE

root@pod1:/kube-ovn# ip link add mirror1 type gretap local 172.19.0.21 key 99 dev net1
root@pod1:/kube-ovn# ip link set mirror1 up

ANERNEENNERE Pod BENEENNE

root@pod1:/kube-ovn# tcpdump -i mirror1 -nnve
tepdump: listening on mirror1, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
05:13:30.328808 00:00:00:a3:f5:e2 > 00:00:00:97:0f:6e, ethertype ARP (0x8806), length 42: Ethernet (len 6), IPv4 (len 4), Request who-has 10.16.0.7 tell
10.16.0.4, length 28
05:13:30.559167 00:00:0
length 198)

10.16.0.4.53 > 10.16.0.6.50472: 34511 NXDomain*- @/1/1 (170)
05:13:30.559343 00:00:00:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x08808), length 212: (tos 0x@, ttl 64, i
length 198)

10.16.0.4.53 > 10.16.0.6.45177: 1659 NXDomain*- 8/1/1 (170)
05:13:30.560625 00:00:00:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x08008), length 200: (tos Ox0, ttl 64, id 57367, offset
length 186)

10.16.0.4.53 > 10.16.0.6.43848: 2636*- 0/1/1 (158)
05:13:30.562774 00:00:00:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x08008), length 191: (tos Ox0, ttl 64, id 57368, offset
length 177)

10.16.0.4.53 > 10.16.0.6.37755: 48737 NXDomain*- 8/1/1 (149)
05:13:30.563523 00:00:00:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x08060), length 187: (tos @6x0, ttl 64, i
length 173)

10.16.0.4.53 > 10.16.0.6.53887: 45519 NXDomain*- ©0/1/1 (145)
05:13:30.564940 00:00:00:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x0880), length 201: (tos 0x0, ttl 64, i

®

:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x0800), length 212: (tos @Ox0, ttl 64, id 57364, offset @, flags [DF], proto UDP (17),

®
Q

57365, offset

®

flags [DF], proto UDP (17),

S)
®

flags [DF], proto UDP (17),

©
©

flags [DF], proto UDP (17),

®
a

57369, offset

©

flags [DF], proto UDP (17),

®
a

57370, offset

)

flags [DF], proto UDP (17),
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7.23.7 BNAN

length 187)

10.16.0.4.53 > 10.16.0.6.40846: 25745 NXDomain*- @/1/1 (159)
05:13:30.565140 00:00:00:a3:f5:e2 > 00:00:00:89:d5:cc, ethertype IPv4 (0x080608), length 201: (tos @6x@, ttl 64, id 57371, offset @, flags [DF], proto UDP (17),
length 187)

10.16.0.4.53 > 10.16.08.6.45214: 61875 NXDomain*- ©/1/1 (159)
05:13:30.566023 00:00:00:a3:f5:e2 > 00:00:00:55:e4:4e, ethertype IPv4 (0x08808), length 80: (tos 0x@, ttl 64, id 45937, offset @, flags [DF], proto UDP (17),
length 66)

10.16.0.4.44116 > 172.18.08.1.53: 16025+ [1au] AAAA? kube-ovn.io. (38)

7.23.7 KNNN

1. BUEE ERSPAN NENRENHOVN MENRENAE Linux DUXENNEN 4.14R00K0 ERSPAN NRNKENNEN Pv6 NRENANKLinux HENRENEN 4.16K
2. NENRENRNRENNENEE OVN MRENHENRNRENN
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7.24 1 OVN Central

7.24 M OVN Central

ARRNEREHCPRERENEANERNARERENER PVC NEAN ovn-central StatefulSetlEN OVN northbound E southbound REERERN REREANERERNR HCP BRERNANER

Wi Chart BRERE HCP HAK

« classic chartll ovn-central.hcp.*

+v2 chartll central.hcp.*

7.24.1 Qi

Wi Chart HNAK HCP namespacellHelm release NRENAEN Kube-OVN i KX namespace HEIHCP HNAKKE hcp.namespace il namespacell

kubectl create namespace hcp

ANl classic chart BXNEN HCP NERNE nbAddress B sbAddress [ BENMEHKERNERNERNNHNEERERNERRED

namespace: kube-system

ovn-central:
hep:
enabled: true
namespace: hcp
replicas: 3
nbAddress: tcp:ovn-nb.example.com:6641
sbAddress: tcp:ovn-sb.example.com:6642
service:
type: NodePort
nbNodePort: 30641
sbNodePort: 308642
storage:
size: 56Gi
storageClassName: ""

v2 chartll central.hcp RHUNNHKNN

central:
hep:
enabled: true
namespace: hcp
replicas: 3
nbAddress: tcp:ovn-nb.example.com:6641
sbAddress: tcp:ovn-sb.example.com:6642
service:
type: NodePort
nbNodePort: 30641
sbNodePort: 308642
storage:
size: 56i
storageClassName: ""

namespace NINAKN values NEEN Chartll
helm upgrade --install kube-ovn ./charts/kube-ovn -n kube-system -f hcp-values.yaml

Wi v2 chart B0 . /charts/kube-ovn WAE v2 chart BEN

7.24.2 NHHKKN
Il HCP BXChart B hcp.namespace NRARNNAN

* [l ovn-central StatefulSetUNNNN hcp.replicas NNHNREN 3N

« [l StatefulSet Pod WAl PVC Bl ovn-data HUXUNENEN 5Gill HANAN ReadWriteOnce HNENENENEN StorageClass il storageClassName [
* NENE ovn-central ServicelWAN Raft HNEKN 6643 Nl 6644 [N

*+ ovn-nb N ovn-sb ServicellUNNANEN 6641 ¥ 6642 KKK
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7.24.3 Service i}

Wl HCP Pod HNNREN kubernetes.io/hostname HXN Pod NHHNNR NHKHNNNEY ovn-central Pod NHNNRANNPod HENN NoSchedule N NoExecute N
i

CriticalAddonsOnly KEENN Chart BEN Linux NRAEclassic chart BN ovn-central.nodeSelector Nv2 chart BNHENNK central.nodeAffinity HENHCP REEN
RUREN master ARAKAKNEN KUREREN StatefulSet RURHREN

7.24.3 Service i

HCP [l service.type ENll NodePort NNB [l NodePort § 306410SB [l NodePort & 30642RHRAENANNANNANREN service.type HNE LoadBalancer HNHEN
NodePort N LoadBalancer NN nbNodePort H sbNodePort WK NB/SB Servicell

AE NB B SB Service MUEREANENERNR ovn-central Service BN StatefulSet B Raft BEN ovn-northd HEERERNAN ClusterlP Servicell NEXEARENEAREN nbAddress
N sbAddress HHANAKHKNKNEN B NB/SB Servicell

7.24.4 MRNK

HCP NENRE ovn-central NENAXNANNAKRENAENAY agent B CRD HENHNRENANNAKNENNE data-plane RENE Kube-OVN HEN KX OVN NB/SB WREKN HCP [l nbAddress N
sbAddress I

HCP namespaceENRENENNNNRENNENEY NB/SB BRHENHNRENNE RNNEKRENRNRENNENRENRE PVCENRENRNNRNRENREY Service KEN
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7.25 NHNK DNS KKK Kube-OVN i

7.25 NEAN DNS R Kube-OVN N

NodelLocal DNSCache NENENENENN DaemonSet {il DNS HINAKAN DNS BEANAKANNE Kube-OVN XX

7.25.7 KENK DNS NEEK

WK Kubernetes KINNKN DNS KN

NEKNK Kubernetes BN Nodelocaldnscachel

NHMNMNREN

#!bin/bash

localdns=169.254.20.10
domain=cluster.local
kubedns=10.96.0.10

wget https://raw.githubusercontent.com/kubernetes/kubernetes/master/cluster/addons/dns/nodelocaldns/nodelocaldns.yaml
sed -i "s/__PILLAR__LOCAL__DNS__/$localdns/g; s/__PILLAR__DNS__DOMAIN__/$domain/g; s/,__PILLAR__DNS__SERVER__//g; s/__PILLAR__CLUSTER__DNS__/Skubedns/g"
nodelocaldns.yaml

kubectl apply -f nodelocaldns.yaml

NERENEND kubelet ERENEN /var/lib/kubelet/config.yaml [{N clusterDNS REAKAEN DNS IP 169.254.20.108RENE kubelet KN

Kube-OVN [ DNS I

IlK Kubernetes il Nodelocal DNScache HilNKube-OVN HENRARKNA

UNDERLAY SUBNET [l U20 [

RN Underlay Subnet HHINAK DNS BRAKARN U20 ENKNE kubectl edit subnet {your subnet} HNE spec.u2oInterconnection = true ,[lil Overlay
Subnet HRRARKKNAR

I KUBE-OVN-CONTROLLER RiERNEN DNS IP

kubectl edit deployment kube-ovn-controller -n kube-system

N spec.template.spec.containers.args WNNX --node-local-dns-ip=169.254.20.10

HREEEEN POD

NEKNEN Pod NNEK /etc/resolv.conf [ nameserver KNAN DNS IPENARNEN Pod B nameserver NENREKKNE DNS ClusterlPREN u20 BNRKNANNALNN Pod KENNE Pod i

K

7.25.2 KANKAK DNS HXKEH

NERNENEAREN Pod ARENENNEN Pod B DNS BRERNENE 169.254.20.10AKENHAREN

# kubectl exec -it pod1 -- nslookup github.com

Server:
Address:

169.254.20.10
169.254.20.10:53

Name : github.com

Address: 20.205

.243.166

NURNHNERKENENEENE DNS NENENE ovnO NMEKENE DNS KENDNS NEXENMENE

# tcpdump -i any port 53

06:20:00.441889
(27)

06:20:00.441889
06:20:00.441950
baidu.com. (27)
06:20:00.441950
06:20:00.442203

659246098c56_h P ifindex 17 00:00:00:73:f1:06

ovn@ In ifindex 7 00:00:00:50:32:cd ethertype
659246098c56_h P ifindex 17 00:00:00:73:f1:06

ovn@ In ifindex 7 00:00:00:50:32:cd ethertype
ovn@ Out ifindex 7 00:00:00:52:99:d8 ethertype

ethertype IPv4 (0x08080), length 75: 10.16.08.2.40230 > 169.254.20.10.53: 1291+ A? baidu.com.

IPv4 (0x0800), length 75: 10.16.0.2.40230 > 169.254.20.10.53: 1291+ A? baidu.com. (27)
ethertype IPv4 (0x0800), length 75: 10.16.0.2.46230 > 169.254.20.10.53: 1611+ AAAA?

IPv4 (8x0808), length 75: 10.16.0.2.40230 > 169.254.26.10.53: 1611+ AAAA? baidu.com. (27)
IPv4 (0x0808), length 145: 169.254.20.10.53 > 10.16.8.2.40230: 1611* 6/1/@ (97)
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7.25.3 BNRN

06:20:00.442219 659246098c56_h Out ifindex 17 00:00:00:ea:b3:5e ethertype IPv4 (0x0800), length 145: 169.254.20.10.53 > 10.16.0.2.46230: 1611* 0/1/0 (97)
06:20:00.442273 ovn@ Out ifindex 7 00:00:00:52:99:d8 ethertype IPv4 (0x08800), length 125: 169.254.20.10.53 > 10.16.0.2.40230: 1291* 2/8/0 A 39.156.66.10, A
110.242.68.66 (77)

06:20:00.442278 659246098¢c56_h Out ifindex 17 00:00:00:ea:b3:5e ethertype IPv4 (0x08008), length 125: 169.254.20.10.53 > 10.16.0.2.402308: 1291* 2/6/0 A
39.156.66.10, A 110.242.68.66 (77)

7.25.3 KIENK

1\ NEN
ANEENEEN NetworkPolicydlEENE NetworkPolicy BINEENN DNS IPEY 169.254.20.1080HEN CIDRENNE NetworkPolicy B DNS NUERHENNER Pod NNERHEDNG

NetworkPolicy 1K

ANERNED Pod BHEYN DNS BHEENNEN NetworkPolicy HEENYN

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-local-dns-and-node-cidr
namespace: default #
spec:
podSelector: {} # Pod
policyTypes:
- Ingress
- Egress
egress:
# DNS
S:CE
- ipBlock:
cidr: 169.254.20.10/32
# CIDR CIDR
S:CE
- ipBlock:
cidr: 10.0.0.0/8 # CIDR
ingress:
# DNS
- from:
- ipBlock:
cidr: 169.254.20.10/32
# CIDR CIDR
- from:
- ipBlock:
cidr: 10.0.0.0/8 # CIDR

NRREN

* 169.254.20.10/32 KU DNS KXY IP KK
* 10.0.0.0/8 NENKK CIDRUBNENHNNENENNENE
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7.26 i VPC NAT NRKN

7.26 [0 VPC NAT KK

7.26.1 [
A0 VPC Bl Overlay NERNE natOutgoing KHEESubnet HEEN Pod NEHNMENK SNAT HEEN IPRKENNHHNEENMENKENY Pod KENNEN SNATH

NE NAT NENERERNERERNENERNENENE CIDR NE IP NENEN SNATH

7.26.2 NNNK
N subnet.Spec NNN natOutgoing NKK MNNNNX natOutgoingPolicyRules HEN

spec:
natOutgoing: true
natOutgoingPolicyRules:
- action: forward
match:
srcIPs: 10.0.11.0/30,10.0.11.254
- action: nat
match:
srcIPs: 10.0.11.128/26
dstIPs: 114.114.114.114,8.8.8.8

NHMNHENEN NAT BUREY

1.01P K 10.0.11.0/30 KK 10.0.11.254 NUANEKUANEN SNATE
2.01P K 10.0.11.128/26 WAKE IP ¥ 114.114.114.114 £K 8.8.8.8 NUHNEKUANE SNATH

NUENE

action HEN match NUANERENNENE action, action KRN forward M nat N forward HENENEENE SNAT, nat HNHARRNE SNATH BHEN natOutgoingPolicyRules HRK
NEMNMNREN SNATY

match NENNENRENEENEN srcIPs ¥ dstIPs [ RUNENRENRENEENENKEY [P B BE IPE match.srcIPs ¥ match.dstIPs HUKE CIDR K IPYRENENREN

NERENE match NANNENEN natOutgoingPolicyRules HMANNHNENENENAN action NRAKNK
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8. NHN

HERNEN Kube-OVN RERERNENEREANERERNENERE

NERENKube-OVN Kl Kubernetes il OVN RENENANANANN SDN NANANANN HENE Kube-OVN RERE OVN KK Kubernetes NENKNENEN CNIXService i Networkpolicyliii
AN SDN REANEEREENNERREANEEREENNVPCREANQOSEACL NERNNN

NE Kube-OVN HRAXNAENANNENRERNENANNEN CiliumESubmarineriPrometheusliKubeVirt HHN

8.1.71 HNNK
Kube-OVN HREERREENARE

* Wil OVN/OVS HiK
* BUREKE Agentll
* BYNENNENREREY

OVN
Watch
Annotate i
IP/MAC/Subnet/gw T Pod/N()Ec:ﬁj/glgir%wteagzgi/eSerV|ce Node

R
%be-OVN
Controller

) Get

Annotate i

IP/MAC/Subnet/gwI annotation

Kube-ovn-cni

VPC1

VPC2

VPC3

i OVN/OVS KK

ANERRER OVN/OV'S RREENN Kube-OVN FERNERKEANNROVN/OVS ERNNRREENNEREEAN SDN NERNNEREE I Kube-OVN RERNERNEENNER ovn-architecture(7) NEENNE
OVN ER EXEARENENKube-OVN BF OVN EXEARENENERNEREARERENERNENY Kubernetes BRN

AE OVN/OVS EREANERERNANEREAN Kubernetes NERK

OVN-CENTRAL
ovn-central Deployment il OVN NRARRENAEN ovn-nb, ovn-sb,ll ovn-northd

+ ovn-nb NNNNKXHNMENNN AP MNNNKKARE kube-ovn-controller WMUNN ovn-nb HNXNKXKHHN
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8.1.7 BKK

* ovn-sb KEEN ovn-nb HEXHMNHKXENNENRENRNKENNENRENEN

* ovn-northd B ovn-nb KXERHNNE ovn-sb HHHUNNK
N8 ovn-central RENAN Raft NNKNANNANREN

OVS-OVN

ovs-ovn [l DaemonSet ENNENANNANN Pod NEKK openvswitch, ovsdb,l ovn-controller HENENNN ovn-central K Agent KNANNAKNHNNHKREN

WNNRARN Agent

HNER Kube-OVN HRUEREEN OVN B Kubernetes RUHNKERNHNNEENMENKENNERNEENG HREANEENEENEEREEANE

KUBE-OVN-CONTROLLER

NRXNEN Deployment EERE Kubernetes BREE OVN RERRENARNARNNANRE Kube-OVN HXRENAKNY kube-ovn-controller HNRXNANRENAENANNANNAKNRENAENAE OVN NRKNE
RERENENEARANR PodiiServicellEndpointiNodelNetworkPolicylVPCESubnetliVlaniProviderNetwork®

N Pod NAKKNK kube-ovn-controller KN Pod HXNANRKNNKNAN IPAM ENAUNENNEN ovn-central WX NANNHKRHNNENN ACL KNNENN kube-ovn-controller HNHKNM
NEKNENREN CIDREANNENNENNEN Pod N annotation KR annotation AUKE kube-ovn-cni HXNHNNAKKEN

KUBE-OVN-CNI
NENEN DaemonSet MXENNENEENE CNI ENNENREKE OVS NNEKREN
¥ DaemonSet {XE kube-ovn ENRUNENNENEEY kubelet N kube-ovn-cni HXEMXENHEKE CNI BN BN kube-ovn-cni HEXXENRMKEMNENRE /opt/cni/bin HEKE
kube-ovn-cni BNHEXKMNHNRENNEKEENHNRENN

1.8 ovn-controller E vswitchd il
2.1l CNI add/del ARE

a. NURN veth RE OVS BRERK

b. B¥ OVS WHERN

c. NENKNE iptables/ipset/route HRIN
3. HEKEEN QoS.
4. NENEN ovne HENENENENENRNN
5. DUNERNERY Vian/Underlay/EIP NN
6. NHNRENENENE

DD b
NERNENERKENERERNENE R ENERERN Kube-OVN BRARRNENERKENEARRNENERN
KUBE-OVN-SPEAKER
HERNEY DaemonSet RHAKRNENEAKERENERNENEANERENEERENER Pod IP HEKEN
NRMNMNRENRE BGP KEM
KUBE-OVN-PINGER

NUENEY DaemonSet NHANENENEE OVS NURNERHANENENERNERENNENERNENEN Kube-OVN HHENE
KUBE-OVN-MONITOR
NNERNE Deployment i OVN RERNEENEENKERNEN Kube-OVN NN

KUBECTL-KO

RERE kubectl BRERERERERERENENRNANANE kubect! HNKNE
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8.2 What's Next

8.2 What's Next

This document lists the features merged into the master branch for the next minor release.

8.2.1 Post-v1.16.0

+ Add routed subnet mode with /32 IPv4 or /128 IPv6 Pod addresses and gateway hairpinning through the OVN logical router. #7294
+ Add experimental NetworkPolicy ACL sampling with node-local decoding and kubectl ko acl troubleshooting commands. #7172

+ QoS: support configurable ingress/egress burst limits via per-NIC annotations (ovn.kubernetes.io/ingress_burst and ovn.kubernetes.io/
egress_burst ). #6628

+ VPC Egress Gateway: accept integer Mbps values and M, Mi, G, or Gi bit-rate quantities for per-replica bandwidth limits. #7115
+ VPC NAT Gateway: allow placing the NAT gateway StatefulSet and its iptables-EIP custom resources in a user-specified namespace. #6595
« iptables-EIP: surface the bound external subnet in the kubectl get iptables-eip printer. #6672

* Helm Chart (kube-ovn-v2): ship PrometheusRule and Grafana dashboards out of the box. #6630

8.2.2 Post-v1.15.0

+ NetworkPolicy now supports provider-scoped policies for multi-network pods using the ovn.kubernetes.io/policy-for annotation. #6223
« Support static IP/MAC for multiple interfaces on the same logical switch. #6060

* MetalLB underlay integration now supports IPv6 and dual-stack. #6159

+ KubeVirt live-migration multi-chassis options now apply to all VM NICs, not just the primary one. #6241

+ Add human-readable descriptions to all Kube-OVN CRD fields for better kubectl explain output. #6133 #6147
« Support BGP and EVPN (L3VPN) for VPC Egress Gateway, running FRR in the egress gateway Pod. #6224
+ Support per-pod NIC granular DHCP control via annotations, overriding subnet-level DHCP settings. #6475
« Extend SecurityGroup API with tiers, larger priority range (1-16384), localAddress and port matches. #6330
+ Use BigInt for SubnetStatus IP count fields to support large address ranges. #6403

+ Improve hairpin logic to support FIP, SNAT from any CIDR within the VPC and LoadBalancers. #6445

* VPC NAT Gateway

+ Support user-defined annotations on NAT gateway Pod template. #6256

+ Allow SNAT EIP to FIP EIP traffic. #6329

« Allow any EIP to share external subnet gateway in one native VLAN. #6426

+ VPC Egress Gateway

+ Support custom resources and bandwidth limits. #6407

* Interconnection

+ Add vendor ID to transit switches to avoid conflicts with other OVN controllers. #6186

+ Reliability

+ OpenFlow synchronization: detect and recover from stale or missing OVS flows automatically. #6117

+ OVN DB: back up Raft header before rejoining cluster to improve recovery. #6106

* Performance

« Strip managedFields from informer cache to reduce memory usage. #6119

+ Add field selectors to informer factory to reduce API server load. #6091

* Security

+ Replace wildcard RBAC verbs with explicit verb lists. #6233

« Specify ephemeral storage limits for containers. #6259
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https://github.com/kubeovn/kube-ovn/pull/6091
https://github.com/kubeovn/kube-ovn/pull/6233
https://github.com/kubeovn/kube-ovn/pull/6259

8.2.3 Post-v1.14.0

* Helm Chart

+ Make DaemonSet update strategy configurable via values.yaml . #6136

* Introduce extraEnv variable for all components. #6142

* Add affinity and nodeSelector support for ovs-ovn and ovs-ovn-dpdk DaemonSets. #6308
+ Add external-gateway-config-ns option for controller. #6211

* Introduce ServiceMonitor and labels to services. #6340

8.2.3 Post-v1.14.0

+ ACL log supports ratelimiting. #5938

+ Subnet with centralized gateway now supports nodeSelectors. #5956
« Overlay encapsulation NIC selection. #5946

+ Performace: skip conntrack for specific dst CIDRs. #5821

+ NetworkPolicy supports 1ax mode which only deny traffic type of TCP, UDP and SCTP. That means ARP, ICMP and DHCP traffic are alaways
allowed. #5745

* Remove internal-port type interface code. #5794

« IPPool

+ Multiple IPPools now can bind to the same Namespace. #5731

+ Pods in a bound namespace will only get IPs from the bound pool(s), not other ranges in the subnet. #5731

+ IPPool will create an AddressSet that can be work with VPC Policy Route and ACL. #5920

+ AdminNetworkPolicy now supports specify egress peers using FQDNs. #5703

+ Using ARP for IPv4 network ready check: now you don't need ACL allow rules for gateway to make Pod running. #5716

*+ Non-primary CNI mode: you can run Kube-OVN as the secondary only network, without annoying unused annotations and logical switch port
allocations. #5618

* VPC NAT Gateway:

* No default EIP mode: the secondary interface can initialize without a default EIP to avoid the waste. #5605

+ Custom routes: you can control the route rules within the vpc-nat-gateway Pods to control traffic paths. #5608

« Gratuitous ARP: VPC NAT Gateway automatically sends gratuitous ARP packets during initialization to accelerate network convergence. #5607
+ Healthchecks for static endpoints in SwitchLBRules : SLR with both selector or endpoints key can support healthchecks. #5435

+ Underlay

+ Node Selectors for ProviderNetwork : instead of adding/removing nodes to the ProviderNetwork one by one, you can use node selectors to
simplify the workflow. #5518

« Different NetworkProvider s can now share the same VLAN. #5471

+ Auto create VLAN sub-interfaces. #5966

+ Auto move VLAN sub-interfaces to OVS bridges. #5949

+ Adding pod_name and pod_namespace labels to interface metrics. #5463
* IPSec

+ Support cert-manager to issue certificates. #5365

+ Request new certificate if current certificate is not trusted. #5710

* kubectl-ko

« Collect IPSec and xFRM information. #5472

* Replace Endpoint with EndpointSlice . #5425

+ NetworkAttachment caching: reduce APIServer load in large-scale deployments with Multus. #5386

+ Upgrade ovs to 3.5and 0OVN to 25.03. #5537
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8.3 NHNHNNK

RERENENENRE R RERENEKube-OVN ERENE BNENRKRKRENENENENENEN RN RN R RN R E RN RN R R RER R RERERERENEE

8.3.1 NHNHNE
Kube-OVN INEREERAINEREE

1. default HNERN Pod NI IP NUNERANENEN CIDRE 10.16.0.0/16 NNEN 16.16.6.1K
2. join WNEEN Node B Pod ENNRNKNUANENE, NE CIDR Y 100.64.0.0/16 NANE 100.64.0.1K

NHRNERERKENENE RN ENE R

POD_CIDR="10.16.0.8/16"
POD_GATEWAY="10.16.0.1"
JOIN_CIDR="100.64.0.0/16"
EXCLUDE_IPS=""

EXCLUDE_IP KHE POD_CIDR NHENNHHMNXHENKN 192.168.10.20..192.168.10.30
NEEN Overlay NANERKANENERNANENER Service CIDR ERE

NERNERERRENE R RN R EREE SR ARER Join NEK

8.3.2 Service HENX
NERN kube-proxy NN iptables BRNANEN Kube-OVN HENHANKNENNE Kube-OVN KERN Service K CIDR NEERENMANEN
NHRHNENRHRE R
SVC_CIDR="16.96.0.0/12"
RENENR
NERENANANAN kube-ovn-controller Deployment HENA

args:
- --service-cluster-ip-range=108.96.0.0/12

0

8.3.3 Overlay NNk
NERNENEAKENENE Kube-OVN HERERN Kubernetes Node IP BRNENERKANENERNENEAKRNENERN
HERNENE AR ENE AR RNENE AR ERE AR ERE
IFACE=eth1
NI HHHHHHHHHNNNNN ens[a-2z0-9]*, eth[a-z0-9]* [

NUKMNAKAN kube-ovn-cni DaemonSet NHUNHNEN

args:
- --iface=eth1

8.3 NHNENEN

NEXNRNRENRE RN NEE RN RENREREY annotation ovn.kubernetes.io/tunnel_interface NENRKNRENHKKENN annotation KEENE iface MNENXENE annotationl

kubectl annotate node nol ovn.kubernetes.io/tunnel_interface=ethx

RERENENRRRERERENENEN Overlay NENANAKAR
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8.3.4 MTU ¥

MK /32 MNHHKKN
NENENENRNRRAE /32 © /128 NENENAKAERENERERERENENENENANAERENENENENENENEKube-OVN REREREREN |P NEKNAKAKN HOST_TUNNEL_SRC=true KRENENENENE

HOST_TUNNEL_SRC=true

NERENANANAE HOST_TUNNEL_SRC=true RNRNANRENEN Kube-OVN daemonliill Helm NENENENEN chart RERENEN

# charts/kube-ovn
func:
HOST_TUNNEL_SRC: true

# charts/kube-ovn-v2
features:
enableHostTunnelSrc: true

A0 Helm BREANEEREENNERE false HNUENdaemon HENNKENEENNENEENNERNEENEEREENNERNE DN EREENNERRE AR E BN ERRE AN RREENEE Overlay HNEN

8.3.4 MTU i

0K Overlay ENMANEREANENKube-OVN REANERERNANENKNN MTU HENERKED MTU B0E BEKEN Overlay HER Pod X MTU RENEE MTU - 100EUnderlay KENEPod HRERHANEN
I MTUY

NERNEN Overlay HER MTU RERNENER kube-ovn-cni DaemonSet BRER

args:
- --mtu=1333

8.3.5 HUNHNHNNEN

ERRREENREERREEKube-OVN RRAERREENNR mirrore NNREERNEENNEENNNEERNEENNEE HONEER tepdump REENNREERNEERNREENNE ERRE BN EERRE
ENABLE_MIRROR=true

EURBENNRAE kube-ovn-cni DaemonSet ERREENNRE:

args:
- --enable-mirror=true

KRN NN RENRE KRR K EE NN RE N R E KRR NN RN N E N RN RE N RN RN R N E KRN

8.3.6 LB KUK

N Underlay AREREkube-proxy RIANKREANENERNANE Service BANRNENNANEREANENE OVN RN L2 LB BAKENE ClusterlP RERNHNEAK Service NERKRNHNEAKEANG LB KRHANKN
NEXNENRERREN AR NEENENRE ClusterlP BRNAKNENNE kube-proxy ENRNREKAEN kube-proxyl

RERENRNANAEREREN
ENABLE_LB=false
NERENANANR kube-ovn-controller Deployment BRENANAN

args:
- --enable-lb=false

LB RENEXXENNENRE

% Kube-OVN v1.12.0 BEANER subnet crd BERNNE spec HE enablelb HE Kube-OVN [ LB NERNERREENNENNERNENNERNEENK LB HUE kube-ovn-controller
Deployment {ll enable-1b HEENNENKENNERNE load-balancer NUENKENNE enablelb BRNHINEENHEN load-balancer BENEINEENE v1.12.0 NERNE enablelb BEHEHNG
ANERNERREANE
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8.3.7 NetworkPolicy il

8.3.7 NetworkPolicy KK

Kube-OVN i OVN [l ACL ENE NetworkPolicyXNENANANN NetworkPolicy [l HEKE Cilium Chain NEXEN eBPF Kl NetworkPolicy! HURNANANEY Kube-OVN
NetworkPolicy NENAKNANRARNENHEND

RERENENRNAEREREN
ENABLE_NP=false
NERENANANR kube-ovn-controller Deployment HRHNARAN

args:
- --enable-np=false

NetworkPolicy ERENIARENAARE

8.3.8 EIP X SNAT KEHH
NERNENERAKEN EIP B SNAT EREAERNENEANENEANE kube-ovn-controller RXENHY RNENERNEREANENENNENEREANERE
HERNENERRENERER
ENABLE_EIP_SNAT=false
RUNENANANR kube-ovn-controller Deployment WRIKARAK

args:
- --enable-eip-snat=false

EIP B SNAT HEEXENNENRENRENEENENRENNENRENEY EIP N SNAT KXR

8.3.9 Load Balancer [l Service NRHHNN
{8 VPC INRIEERONELE Load Balancer BE ServicelNNNNEEINNNAEAENANE LoadBalancer 0F Servicell
afeledududupuledulaoalladud
ENABLE_LB_SVC=true
RUNENENANR kube-ovn-controller Deployment HRHKARAR

args:
- --enable-1lb-svc=true

8.3.10 RRNAK ECMP HNKN
ERRBEERREE ECMP RREENNREERNEEN ECMP REE BEKE kube-ovn-controller Deployment HRREHRN:

args:
- --enable-ecmp=true

¥ Kube-OVN v1.12.0 ERENEN subnet crd RENENE spec Bl enableEcmp NENANAN ECMP NENENRNANANANNENENENENANANANE ECMP BXENEN kube-ovn-controller
Deployment ll enable-ecmp ERNENERNANENEN v1.12.0 HREREANENERNENENERNENERN

X RN RR RN N E RN NS R RN R R RN R

8.3.11 Kubevirt VM HXEXENEK
Bl Kubevirt BEX VM BRE kube-ovn-controller BENNEE StatefulSet Pod HREEE IP ERREENAR BEN VM HEEERREENNEEENNEEREENNEE NN ENRE BN R ERRE ERRE

NERE 1.10.6 MMAKNENERERENENEN kube-ovn-controller Deployment KURENERENHNNN
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8.3.12 CNI HUNHNE

args:
- --keep-vm-ip=false

8.3.12 CNI HNENHK

Kube-OVN XNEH /opt/cni/bin BHEEN CNI REEREE /etc/cni/net.d HHHEN CNIKEEN @1-kube-ovn.conflist { HNHENEENNEN CNI HHEANERNEENNENNENERNEENG
il

CNI_CONF_DIR="/etc/cni/net.d"
CNI_BIN_DIR="/opt/cni/bin"
CNI_CONFIG_PRIORITY="01"

NENNKNRE kube-ovn-cni DaemonSet il Volume RENNKNAN

volumes:
- name: cni-conf
hostPath:
path: "/etc/cni/net.d"
- name: cni-bin
hostPath:
path:"/opt/cni/bin”

args:
- --cni-conf-name=01-kube-ovn.conflist

NERNHNERKENEYN Kube-OVN HEXEY loopback K portmap l macvlan ¥ ipvlan B CNI MENEKKHNENEHKENEXEHNENEHEENENE

INSTALL_CNI_PLUGINS=false

ANE false HANEEREENNKube-OVN REE CNI BANERREANEERE Helm v1 BNE cni_conf.INSTALL_CNI_PLUGINS: false NEH Helm v2 HAN
cni.installCNIPlugins: falsell
8.3.13 CNI [ recompute
kube-ovn-cni DaemonSet [NHEN OVN controller recompute (05 KE KRG KR6 KRR KR NN HEN A0 R RKRE
ENABLE_RECOMPUTE=true
Helm v1 [l Helm v2 BRRERAANE

# Helm v1
func:
ENABLE_RECOMPUTE: true

# Helm v2
features:
enableRecompute: true

NERENEN kube-ovn-cni DaemonSet Ml --enable-recompute=true Hif{Ndaemon & 10 NENENANY recomputellENEN false HNANANAKNENENENENENENENENE
K

8.3.14 NNNANK
Kube-OVN il Overlay BANEEN GenevelUEREEN Vxlan & STTHRHHNNENEENNEREEDNN
TUNNEL _TYPE="vx1an"
NUENENEY ovs-ovn DaemonSet HNMRNE

env:
- name: TUNNEL_TYPE
value: "vxlan"

NENENE STT NENENRNE ovs NRNRNRNREENEANE

NRMNHNRENRE N RN RE KRN
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8.3.15 SSL ik

8.3.15 SSL il

OVN NB/SB [l API ¥ Kube-OVN secure-serving HUNEN TLSHTLS NENAK DMXENANNANNENNEN OVN central/DB K TLSHNNE secure-serving HENE TLS WNE cipher
suitesl

ENABLE_SSL=true

TLS_MIN_VERSION="TLS12"

TLS_MAX_VERSION="TLS13"
TLS_CIPHER_SUITES="TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, TLS_AES_128_GCM_SHA256"

TLS_MIN_VERSION N TLS_MAX_VERSION WM TLS10 W TLS11ETLS12 ¥ TLS13 Il BNMRNENENKENENERNENENKENENEERERERNENE NENERNEN OVN NB/SB HNHNHRK

TLS_CIPHER_SUITES WNENKKN Go TLS cipher suite NYHOVN DB REXMAN KEANENE OpenSSL KUMNHNKRNANERK

TLS_AES_128_GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY13085_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_CHACHA20_POLY13085_SHA256
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256

WK cipher suites HERE kube-ovn-tls Secret NINERNANENERNENE kube-ovn-tls K RSA HENMANEN ECDSA cipher suites BRENNAN RSA HERNE TLS NERNANENK
ECDSA-only suitesilEREHNE ECDSA NN HHE

WK Helm RUNE chart B componentTLSArgs HENRNNANK --tls-min-version il --tls-max-version { --tls-cipher-suites WHENANNAK BN secure-serving il
RURERERARR TLS_* WRUNHHANARARA RNANE TLS RERENE secure-servingWRURERE chart BARARN classic chart Bl func.SECURE_SERVING Rv2 chart [l
features.enableSecureServing [l TLS N cipher suites Nl networking il

classic Helm chart HERAEN

func:
SECURE_SERVING: true
networking:
ENABLE_SSL: true
TLS_MIN_VERSION: TLS12
TLS_MAX_VERSION: TLS13
TLS_CIPHER_SUITES:
- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- TLS_AES_128_GCM_SHA256

v2 Helm chart BNARKEN

features:
enableSecureServing: true
networking:
enableSsl: true
tlsMinVersion: TLS12
tlsMaxVersion: TLS13
tlsCipherSuites:
- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- TLS_AES_128_GCM_SHA256

l ENABLE_SSL=true ll networking.enableSsl=true HNZKube-OVN ll kube-ovn-tls Secretlll Secret il cacert ll cert W key BNAEN /var/run/tlsl
classic Helm chart REENNR v2 Helm chart X Secret AENKE NRANNKE classic Helm chart § installMode: dataPlaneOnly RAENNAR
networking.ENABLE_SSL=true NENHNRNRANANANAN kube-ovn-tls KNEN KEKN OVN central NANAN CARENENENClassic chart RERENE Secret NRNXNNENHNANAN
Secretllv2 Helm chart §l! installMode: dataPlaneOnly KENNENHXNANKEKNE v2 chartl

WK SSL Bl kube-ovn-controller WNHNNEN kube-ovn-tls W Secretlll Secret BAUNN cacert Nl cert U key WXHNAK Secret NHUNHKN Kube-OVN REN hash
annotationlicontroller RHENENENENENENENEND

NEMNMNRE KUBE_OVN_TLS_ROTATION_INTERVAL NHMXENN 8766h NXENNENK o MXEMNEXXXNRHMXHMNENHKXXENENKENNEERENRERENNEEREERE N RN KRN N ERREY

ENABLE_SSL=true
KUBE_OVN_TLS_ROTATION_INTERVAL=8760h

WK Helm RXNARRENNE Chart Biclassic Chartl charts/kube-ovn NNHXREN

-291/363 - 2025 Kube-OVN Team



8.3.16 [l conntrack Rl CIDR Hi

networking:
ENABLE_SSL: true
KUBE_OVN_TLS_ROTATION_INTERVAL: 8766h

classic Chart [l installMode: dataPlaneOnly HENRAENNAE o NRK kube-ovn-tls RHENNHENNNHNN
v2 Chartll charts/kube-ovn-v2 [l camel case llX

networking:
enableSsl: true
kubeOvnTlsRotationInterval: 8768h

Secret HINN ovn-central N ovs-ovn [X OVN KEEN Kube-OVN [ Go client BNRARNNARNNRANNNE TLS NNHNNNANKNNARKNAEY Kube-OVN PodilNNEN kube-ovn-tls [
kube-ovn.io/kube-ovn-tls-cert-hash annotationXUREKE Pod RENHNENENE adoption NENENEANA

8.3.16 [l conntrack RXX CIDR KX
BEBERRRR conntrack NNXXXNNNNEEEEARRRR NAT/RRRRRNNNNNNNNNNNNYN kube-ovn-controller NNNNNNNNNNNNNK CIDR BRAAAR
SKIP_CONNTRACK_DST_CIDRS="10.10.8.8/16,fd00:108::/64"

args:
- --skip-conntrack-dst-cidrs=10.10.0.8/16,fd60:10::/64

NUENE

8.3.17 ¥ OVN IPSec
ANl Kube-OVN Bl OVN BNl IPSec HUEENNE Geneve/Vxlan/STT HUEENHHNKENHENN

ENABLE_OVN_IPSEC=true

NENE daemon HAKNKNKNKE

args:
- --enable-ovn-ipsec=true

NEMKEN OVN IPSecl

8.3.18 AdminNetworkPolicy / DNS HRHHNK
il AdminNetworkPolicylJANP/CNPHIRRE DNS RARAAARAAN DNSNameResolver CRDER

ENABLE_ANP=true
ENABLE_DNS_NAME_RESOLVER=true

args:
- --enable-anp=true
- --enable-dns-name-resolver=true

8.3.19 VPC NAT Gateway NN
NERENE VPC NAT Gateway &l controllerdHUANA

ENABLE_NAT_GW=true

Bl ovn-vpc-nat-gw-config ConfigMap NEN enable-vpc-nat-gw NENENENANA

8.3.20 ovn-northd KKK

NHMNMERENRE ovn-northd HUXENNENHKNNE
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8.3.21 NetworkPolicy HNEN

OVN_NORTHD_N_THREADS=4

¥R 1XXRENE CPU BXREX

8.3.21 NetworkPolicy HENH
Kube-OVN I standard / 1ax 00 NetworkPolicy ARRARENERRNAAANRARE
NP_ENFORCEMENT=standard

args:
- --np-enforcement=standard

NEREN NetworkPolicy BNE ovn.kubernetes.io/network_policy_enforcement annotation NENEN NetworkPolicy HNE

8.3.22 VXLAN I} TX checksum offload
[EEN VXLAN REREEN checksum offload RENIRRELN
SET_VXLAN_TX_OFF=true

args:
- --set-vxlan-tx-off=true

8.3.23 Geneve [l TX checksum offload
NEMNENNENY Geneve NHXNANNENN checksum offload NNENKHKNANNNKube-OVN KX Geneve TX checksum offload NENHHNAKKEKNENHKNN

SET_GENEVE_TX_OFF=true

NUNNARMNENN kube-ovn-daemon B --set-geneve-tx-off NNNNHNHKKNN kube-ovn-cni DaemonSet HRNN

args:
- --set-geneve-tx-off=true

N Helm RilNclassic chart N v2 chart HXXNARKNR

# classic chart
func:
SET_GENEVE_TX_OFF: true

# v2 chart
features:
SET_GENEVE_TX_OFF: true

NERNdaemon BRNEN genev_sys_6681 HE TX checksum offloadNENERERNENEAKENEARRNENEANENEARENEN true BN false NENBRANEREAN offloadBRNENNANKNENEENE
NUNE offload KEN SET_GENEVE_TX_OFF [l SET_VXLAN_TX_OFF KUK Geneve ¥ VXLAN NENENKNE

8.3.24 KubeVirt NHNHNE
BHBERRNENE KubeVirt NENHAENEERRENNE R BN NN ERAE

ENABLE_LIVE_MIGRATION_OPTIMIZE=true

8.3.25 OVN LB XK endpoint
KK OVN X LoadBalancer NXHNNKE endpointllill externalTrafficPolicy=Local KUK
ENABLE_OVN_LB_PREFER_LOCAL=true

args:
- --enable-ovn-lb-prefer-local=true
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8.3.26 [MXK ConfigMap KENX
NENNKNREN ConfigMaplll external-gw-config HNAN kube-system NHKNHNNARRENNENHKN

EXTERNAL_GATEWAY_CONFIG_NS=kube-system

8.3.27 Non-Primary CNI {i
NNKKN Kube-OVN ERN attachment network RREKRARN Pod RAE IPXHENNKNEN CNI BRHcontroller B daemon REENNHHKN

args:
- --non-primary-cni-mode=true

BER Helm cni_conf.NON_PRIMARY_CNI=true lchart v1i/ cni.nonPrimaryCNI=true dchart v2EHEREN Non-Primary CNI KN

8.3.28 Controller Leader Election Kk
controller i Kubernetes leader electionilNHNNE duration HUNEKN leader NENAKNN controller BNENHKNN

args:

- --leader-elect-lease-duration=30s
- --leader-elect-renew-deadline=20s
- --leader-elect-retry-period=6s

NNENNN 30s N 20s K 6s HHNNAENNA durationiicontroller HAEK Kubernetes client RENNRANNKAR

* lease-duration HHEE renew-deadline Xl

* renew-deadline WUHE retry-period Wi Kubernetes client-go leader election Il jitter factorll 1.2 i

NHENHERENNE

export LEADER_ELECT_LEASE_DURATION=1m
export LEADER_ELECT_RENEW_DEADLINE=48s
export LEADER_ELECT_RETRY_PERIOD=10s
bash install.sh

Helm HRRRNKRARKNAR chart REENNEEENClassic chart BX kube-ovn-controller.leaderElection il

kube-ovn-controller:
leaderElection:
leaseDuration: "30s"
renewDeadline: "20s"
retryPeriod: "6s"

v2 chart il controller.leaderElection il

controller:
leaderElection:
leaseDuration: "30s"
renewDeadline: "20s"
retryPeriod: "6s"

8.3.29 kube-ovn-monitor BX
kube-ovn-monitor MNANANANKEKEN Helm NENE Deployment RNENA

# classic chart
kube-ovn-monitor:
replicas: 1

# v2 chart
monitor:
replicas: 1

8.3.26 [N ConfigMap RN

classic chart il kube-ovn-monitor.replicas lv2 chart il monitor.replicas NEEENE 1 BN OVN central RXAENNRAENNAENNRNNNAN central HNNRNRRARKNN

OVN Raft BRENN kube-ovn-monitor KN

N¥E Deployment NUNKRNENEA master HNERNHNEAKENY Pod HENKNNENKNEANENE master ¥ central KUANENENY Pod NEKKY Pending HNK
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8.3.30 kube-ovn-v2 Deployment [

NEN Helm NAKAKNENENE DeploymentXENE chart HEXNERERERENE 1 REKEN Helm values BRENENANANAN kubectl scale ENEN Deploymentd

8.3.30 kube-ovn-v2 Deployment HiK

kube-ovn-v2 Chart RNERERNENERERNENERN

controller.tolerations ll kube-ovn-controller NEKAN NoSchedule W operator: Exists HHE key:
central.tolerations N ovn-central NNNNNNNNNNMNNNN NoExecute M operator: Existsl
monitor.tolerations [l kube-ovn-monitor HUNN controller.tolerations NKN

validatingWebhook.tolerations [l kube-ovn-webhook HHNKNAE NoSchedule W operator: Existsl

* ic.tolerations M ovn-ic-controller KNAN central.tolerations WNN

CriticalAddonsOnly [ operator: Exists i

RENENENARARARN Pod AN spec.template.spec.tolerations ll central.hcp.enabled [l false @ central KEN Deploymentilll true BAEN StatefulSetll ic N
Bl features.enableOvnInterconnections HNANANNNRUNENENANANARA values RURURENENN key NRERENENN effect HUKAKA node.kubernetes.io/
unschedulable BNERENENENEN master RURNRERENENENARAR drain B cordon BHE Pod NENENANANARANENRER cordon KNENENENENENANANANAN key NRNANANNEN

controller:
tolerations:
- key: node-role.kubernetes.io/control-plane
operator: Exists
effect: NoSchedule
- key: node-role.kubernetes.io/master
operator: Exists
effect: NoSchedule
key: CriticalAddonsOnly
operator: Exists

central:

tolerations:

- key: node-role.kubernetes.io/control-plane

operator: Exists
effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
effect: NoSchedule
key: CriticalAddonsOnly
operator: Exists

NNNNRRENIRNRRAREI NI RRANENENN monitor N validatingWebhook N ic KRHHHNNNNNANHHINNNNANE ovs-ovn N kube-ovn-agent N kube-ovn-pinger W kube-

ovn-speaker [ DaemonSet NXRENKARN

8.3.31 IORE ip

kube-ovn-controller/kube-ovn-cni/kube-ovn-monitor KERHAREREN ipHANEREANERERNANEREANERERNERERER 0.0.0.0 BREAKENEARRNENEARNEREARERENEAN ip ARANENEREN

AERNERE AR ENE AR RNENE AR ERE AR RN
ENABLE_BIND_LOCAL_IP=true
N kube-ovn-monitor NENAKNANNANKENNEN pod ip NEN

# netstat -tunlp |grep kube-ovn
tep 0 0 172.18.0.5:10661 0.0.0.0:%

NERENENENAND deployment B daemonSet NENENENENENE

env:
- name: ENABLE_BIND_LOCAL_IP
value: "false"

¥ PDF ﬁ!_- Slack Support

LISTEN 2612/ ./kube-ovn-mon
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8.4 NHNK

Kube-OVN UEEEEN Minor HEYN Patch EXEMinor BXENENENENENOVN/OVS NANANNENENENEAPI ENEPatch BNENEYN Bug BRRAKNENENENENENENENEN APIE

8.4.1 NEHN

8.4 NBKK

Kube-OVN HNRXNANNRNNRNRENRENANNE master, release-1.12 N release-1.11 HURENNUNANNR release-1.12 HNAXNANNRNRKNNAKNR Bug HRRENAENENNANREKN
backport RENAKNAN

NENENENANR release-1.11 BN backport NENEN Bug RARNENENENENENENE

8.4.2 MKNKN

Minor RENRNARAKAKNENENENENENRN RN ERENENEERPatch BRENEN Bug NRERERERENE Bug RNANRENENEN

8.4.3 Patch KENHKN

HE Patch RNENEARENEAE hack/release.sh BRNERENNANEREANEREREARER

a A W N

o O oo

. BRERANE Build RNENERE

. NEMNENRENRE KRN
. KRMNENRENRE KRN

. NN tag NEK Docker HUbNEKAN
. NN tag NAW GithubBRHKN

il Release Note PRENNAR

. IR Release Note (1)

8.4.4 Minor NNNHKK

YK Minor REXXENREKXENHERENNE KR NRENER KRN

a A~ W

=

)

. Il Github Release NEXRAN

. IRN tag KER Docker Hub (RK)
. NREREANE tag NEH Github (1K)

il Release Note PRUNHNN

. IR Release Note (1)

. Il Github Release NHRRAN

. Nl Merge github action HX Release Note PR

. I Github NERNEANNEREENN release-1.13 (BE)

. ¥ Merge github action (il Release Note PR

. ENENEN VERSION HNRNNENENE Patch BERAEN v1.13.1

¥ PDF

q:_- Slack

Support

. Il Github Release NRHNNAKN ReleaselNRANNNARNNARNN v1.12 .12 NHNNNANKRAN Release Note il Release [l

. EREANANEREANER v1.13 BAN mkdocs.yml NHNE version B branch 0N (i)

.l Github Release NRHNNNEN ReleaselNRANNNARNNANLN v1.13 .0 NNNNAENNANN Release Note N Release il
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8.5 Underlay HRNE

8.5 Underlay KKK

REREN Underlay RERENENRNAKAKNENE

8.5.1 NHKNNK

NEMNHNRENNE YRR NEENERREY

Pod 1 Pod 2
10.0.0.1/24 10.0.0.2/24

Logial Switch

10.0.0.0/24

Node

8.5.2 NHKNKN

NEMNHNRENNE N R NEE RN RE N RE R
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Pod 1
10.0.0.1/24

Distributed

Logical Switch
10.0.0.0/24

br-provider
eth0
Node 1
//
///
Physical
Switch
8.5.3 KXXNKNX
(0 0 O 4 X O XK R A
NS1/Pod1l NS2/Pod2
10.0.1.1/24 10.0.2.1/24

Logical Switch 1| Logical Switch 2|

10.0.1.0/24 10.0.2.0/24

br-provider 1 br-provider 2

] !

eth0 ethl

Node

Physical

Switch

Router
@ 10.0.1.254/24
10.0.2.254/24

I Wi br-provider-1 i br-provider-2 HERENN OVS BRHKNA NEKNN Provider NetworkX
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Pod 2
10.0.0.2/24

Distributed

Logical Switch
10.0.0.0/24

br-provider

!

ethl

8.5.3 NUNHXKN
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8.5.4 HNHNNEN

NXRXERERKERE NN RN RN RN ERE RN E N RN RN R

NS1/Pod1l
10.0.0.1/24

Logical Switch 1

10.0.1.0/24

br-provider 1

!

eth0

Node 1

8.5.5 NEHK

NHMNHNRENRENRENEE N R RN NS RN R R RN

Router

@

10.0.1.254/24
10.0.2.254/24
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NS2/Pod2
10.0.0.2/24

Logical Switch

10.0.2.0/24

br-provider 2

!

ethl

Node 2

8.5.4 NUNUHNE
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Pod1
10.0.0.1/24

Logical Switch

10.0.1.0/24

br-provider
eth0
Node
Router
10.0.1.254/24
10.0.2.254/24
I NEN Pod BRENRENRENAKREE
8.5.6 il Vlan Tag X
NS1/Podl NS2/Pod1 NS1/Pod2
10.0.1.1/24 10.0.2.1/24 10.0.1.2/24

Distributed Distributed Distributed

Logical Switch 1|
10.0.1.0/24

Logical Switch 2|
10.0.2.0/24

ogical Switch 1
10.0.1.0/24

br-provider 1 br-provider 2 br-provider 1
etho ethl etho
Node 1 . Router

@

10.0.1.254/24
10.0.2.254/24
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8.5.6 Il Vlan Tag KX

NS2/Pod2
10.0.2.1/24

Distributed

Logical Switch 2,
10.0.2.0/24

br-provider 2

!

ethl

Node 2
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8.5.7 1 VLAN K
NS1/Podl NS2/Pod1l
10.0.1.1/24 10.0.2.1/24
Vlan 1 tag=1 Vlan 2 tag=2

Distributed Distributed
Logical Switch 1| Logical Switch 2|

10.0.1.0/24 10.0.2.0/24
br-provider 1 br-provider 2

eth0 ethl

Node 1 h ~ .

{ k ; Vlan1

tag=1

|

10.0.1.254/24

8.5.8 Pod Il Service IP

Kube-OVN [{X Kubernetes Service BNENNENANNANNANNENAL B Pod HURE Service IP NENEN Pod HENANNAKKEN

NS1/Pod2
10.0.1.2/24

Vlan 1tag=1

Distributed

ogical Switch 1
10.0.1.0/24

br-provider 1

lkacw

eth0
Vlan2 |
tag=2 ¢
10.0.2.254/24

NS2/Pod2
10.0.2.1/24

Vlan 2 tag=2

Distributed

8.5.7 l VLAN [

Logical Switch 2,
10.0.2.0/24

br-provider 2

Service IPENN MAC BRERE MAC NENENEN NENENENENE

N
ANERNEANNERRENNE DNAT HRERNY IP BNNERE Service NURNE Endpoint B [P BNEE BENNERKEANMRNEENNEN MAC HNEERHERNEEREENEERRERRE RN E RN E R E R RRE EREE
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Service [INNNRANEY Pod

Service INRENNRAKYN Pod

Podl
10.0.0.1/24

Node

NS1/Pod1l
10.0.1.1/24

Distributed

Logical Switch 1|
10.0.1.0/24

br-provider 1

L1

eth0

q!_- Slack

Support

Pod2
10.0.0.2/24
[ A
v |
eth0
Physical
Switch 1
Router
10.0.1.254/24
NS2/Pod1
10.0.2.1/24

Node

10.0.1.254/24
10.0.2.254/24
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br-provider 2

L1
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8.6 1] Netfilter (X

8.6 il Netfilter MK

Kube-OVN RERN Netfilter RERERAN VPC ERNANEOverlayRERN NAT KEN ANEREN iptables N nftables RERNARE iptables REANERER

8.6.1 NHKNKK

kube-ovn-cni daemon NEXNAN Netfilter NRK

il i

auto NEREAE kube-proxy Nil iptables W ipvs [N iptables [RE nftables HH nftables NAK
iptables NENN Kube-OVN [ iptables [ ipset WX

nftables HNEE Kube-OVN [ nftables NKEAN

NENNE auto NENHKNAN kube-proxy § proxyMode HRENAKNANNANRENNENAN kube-system UM kube-proxy ConfigMapiiliNN http://localhost:10249/
proxyMode HNENAN 30 BNENENENENENENANARARALNENENERER RN RN RNR

Wl bash install.sh HXNNNXKAREXNNNNKKANENNNN kube-ovn-cni DaemonSet NRKE

export GATEWAY_NETFILTER_MODE=auto
export KUBE_PROXY_MODE_ENDPOINT=http://localhost:10249/proxyMode
export GATEWAY_NETFILTER_DETECT_TIMEOUT=30s

args:

- --gateway-netfilter-mode=auto

- --kube-proxy-mode-endpoint=http://localhost:10249/proxyMode
- --gateway-netfilter-detect-timeout=30s

¥ Helm RNAKAK Chart RAKAKNENE

# charts/kube-ovn

networking:
GATEWAY_NETFILTER_MODE: auto
KUBE_PROXY_MODE_ENDPOINT: http://localhost:10249/proxyMode
GATEWAY_NETFILTER_DETECT_TIMEOUT: 30@s

# charts/kube-ovn-v2

agent:
gatewayNetfilterMode: auto
kubeProxyModeEndpoint: http://localhost:10249/proxyMode
gatewayNetfilterDetectTimeout: 30s

nftables HRENEN IPvARIPV6 nftables family NENEN Kube-OVN BN kube-ovn HREK Service l NodePort NATREN NATENAT policylTProxylifilter & mangle RiK
NENENANENRNARARE kube-proxy NEN nftables HRENANANANN conntrack HEX

NERNENKube-OVN HERNENEANEREANENENNANEREANEN Kube-OVN BRN iptableslipset il nftables RNANERKANENERNENENERN reconcile HAKE

8.6.2 Nftable LoadBalancer Service

RUKEN --enable-nftable-1b-svc WUREN VPC NAT Gateway nftable share-DNAT [l LoadBalancer Servicellllll master NANARNEN true NARNKNEN --
enable-1lb=true NNHHN

HER Helm KENERE

# charts/kube-ovn
func:

ENABLE_NFTABLE_LB_SVC: true
# charts/kube-ovn-v2

features:
enableNftableLoadbalancerService: false

v2 chart il enableNftablelLoadbalancerService [ true ENRNANAKNENEY false BRENENENENANANAN truelll chart BRERERERENENENRNANRENENENE

nftable LoadBalancer Service RAENNANNNANNNN EIP:port:protocol NRHNN Service NRRNNRANNNANNNHHNNN Service N finalizer NN
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HEN ipset HUKHNN

NOKIPv4/1PV6

ovn40services/ovn60services
ovn40subnets/ovn60subnets
ovn40subnets-nat/ovn60subnets-nat
ovn40subnets-distributed-gw/ovn60subnets-distributed-gw
ovn40other-node/ovn60other-node
ovn40local-pod-ip-nat/ovn60local-pod-ip-nat
ovn40subnets-nat-policy

ovn40natpr-418e79269dc5-dst

ovn40natpr-418e79269dc5-src

i
hash:net
hash:net
hash:net
hash:net
hash:net
hash:ip
hash:net
hash:net

hash:net
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8.6.2 Nftable LoadBalancer Service

RURN

Service [l

Overlay NENREN NodeLocal DNS IP [

WA NatOutgoing K Overlay ONAE

NEXENERE Overlay HRER

RRERNEE P EX

NKE

NAN natOutgoingPolicyRules BRRRREN
natOutgoingPolicyRules § rule H{l dstIPs

natOutgoingPolicyRules I rule BEN srclPs
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8.6.2 Nftable LoadBalancer Service

KK iptables HHNIPvARKHNENE
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filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

nat

nat

nat

nat

INPUT

INPUT

INPUT

INPUT

FORWARD

FORWARD

FORWARD

FORWARD

FORWARD

FORWARD

OUTPUT

PREROUTING

POSTROUTING

OVN-
PREROUTING

OVN-
PREROUTING

L

-m set --match-set
ovn40services src -
ACCEPT

-m set --match-set
ovn40services dst -
ACCEPT

-m set -match-set
ovn40subnets src -
ACCEPT

-m set -match-set
ovn40subnets dst -j
ACCEPT

-m set --match-set
ovn40services src -
ACCEPT

-m set --match-set
ovn40services dst -j
ACCEPT

-m set -match-set
ovn40subnets src -
ACCEPT

-m set -match-set
ovn40subnets dst -j
ACCEPT

-510.16.0.0/16 -m
comment --comment "ovn-
subnet-gateway,ovn-
default"

-d 10.16.0.0/16 -m
comment -comment "ovn-
subnet-gateway,ovn-
default”

-p udp -m udp —-dport 6081
- MARK -set-xmark 0x0

-m comment --comment

"kube-ovn prerouting rules”

-j OVN-PREROUTING

-m comment --comment
"kube-ovn postrouting
rules" -j OVN-
POSTROUTING

-i ovn0 -m set -match-set
ovn40subnets src -m set -
match-set ovn40services
dst -j MARK —set-xmark
0x4000/0x4000

-p tcp -m addrtype —-dst-

type LOCAL -m set -match-
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L]

i k8s Service [l Pod NREN

L

L

L

i

L

w

L

il

HUENE subnet HNENKENEN

NHENERNENEE subnet HER

NEXENEREAEN SNAT

1l OVN-PREROUTING Rl

il OVN-POSTROUTING
L

1 Pod HIl Service NN
masquerade [l

8.6.2 Nftable LoadBalancer Service

10.16.0.0/16 [ subnet il cidr icomment i}
¥ ovn-subnet-gateway ERENA iptables NHNA
subnet BNERIAKRNANAN ovn-default B subne
il

=
=

UDP: bad checksum on VXLAN interface

NENRUNE LB HUX

i kube-proxy il ipvs HERNN
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nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

OVN-
PREROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-
POSTROUTING

L

set KUBE-NODE-PORT-
LOCAL-TCP dst -j MARK --
set-xmark
0x80000/0x80000

-p udp -m addrtype --dst-

type LOCAL -m set --match-

set KUBE-NODE-PORT-
LOCAL-UDP dst -j MARK -
set-xmark
0x80000/0x80000

-m set -match-set

ovn40services src -m set -

match-set ovn40subnets
dst -m mark -mark
0x4000/0x4000 -j SNAT -
to-source

-m mark -mark
0x4000/0x4000 -j
MASQUERADE

-m set -match-set
ovn40subnets src -m set -
match-set ovn40subnets
dst - MASQUERADE

-m mark --mark

0x80000/0x80000 -m set -

match-set ovn40subnets-
distributed-gw dst -j
RETURN

-m mark -mark
0x80000/0x80000 -j
MASQUERADE

-p tcp -m tcp —tep-flags
SYN NONE -m conntrack -
ctstate NEW -j RETURN

-$10.16.0.0/16 -m set ! -
match-set ovn40subnets
dst -j SNAT -to-source
192.168.0.101

-m set -match-set
ovn40subnets-nat src -m
set | -match-set
ovn40subnets dst -
MASQUERADE

-m set -match-set
ovn40subnets-nat-policy
src -m set | --match-set
ovn40subnets dst -j OVN-
NAT-POLICY
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L]

I ExternalTrafficPolicy [l
Local [l Service BNATCPRN
REERE

Il ExternalTrafficPolicy Il
Local [l Service HNNUDPER
RARNE

NENEN Service IP BN
Overlay Pod NARRN IP KEK
IPY

NEXENERENE SNAT

NANNEN Pod NEN Service
N0 SNAT

i ExternalTrafficPolicy Il
Local [l Service RNAN
Endpoint BREERNEERNEE
SNAT

i ExternalTrafficPolicy i
Local [l Service HNAN
Endpoint NARRENARNE
SNAT

Pod IP HENEENEAN SNAT

Pod BERNERRERERNENE
NatOutgoing HENEN 1P KEK
NEKENE SNAT

Pod RERKARRNARRRAN
NatOutgoinglill SNAT

Pod BRNERRENEARERER
natOutgoingPolicyRulesl
NRANNRENY SNAT

i

8.6.2 Nftable LoadBalancer Service

N kube-proxy Wi ipvs NAKNA

10.16.0.0/16 BUENEN192.168.0.101 BHENENE

IP

NEK natOutgoingPolicyRules REXHNKKENN OV

NAT-POLICY [
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nat

nat

nat

mangle

mangle

i

OVN-
POSTROUTING

OVN-
POSTROUTING

OVN-NAT-POLICY

OVN-NAT-
PSUBNET-
XXXXXXXXXXXX

OVN-OUTPUT

OVN-
PREROUTING

L

-m mark —-mark
0x90001/0x90001 -j
MASQUERADE -random-
fully

-m mark -mark
0x90002/0x90002 -j
RETURN

-$10.0.11.0/24 -m
comment --comment
natPolicySubnet-net1 -j
OVN-NAT-PSUBNET-
2a98851157¢c5

-m set -match-set
ovn40natpr-418e79269dc5-
src src -m set -match-set
ovn40natpr-418e79269dc5-
dst dst -j MARK —-set-xmark
0x90002/0x90002

-d 10.241.39.2/32 -p tcp -m
tcp —-dport 80 -j MARK --set-
xmark 0x90003/0x90003

-d 10.241.39.2/32 -p tcp -m
tcp —-dport 80 -j TPROXY --
on-port 8102 --on-ip
172.18.0.3 -tproxy-mark
0x90004/0x90004

& PDF

q!.- Slack

Support

CC 20261101290

@ 202219160
r
(W)

) GitHub

8.6.3 K

-311/363 -

L]

L

L

L

l kubelet BRENERENEAIRNAL
i tproxy

N kubelet BRENERENEANNAL
W tproxy

8.6.3 ¥

]

i OVN-NAT-POLICY ENENUNENY tag
0x90001/0x90001 HHE SNAT

0 OVN-NAT-POLICY BN, NENEN tag
0x90002/0x90002 [N SNAT

10.0.11.0/24 RNEN net1 § CIDRE OVN-NAT-
PSUBNET-aa98851157c5 HUNENNMNENNENEN
natOutgoingPolicyRules I

418e79269dc5 [ natOutgoingPolicyRules
NUNRKE |DREHKN
status.natOutgoingPolicyRules[index].Rule
NENR BE srclPs BN ovn40natpr-418e79269dc
srcll dstIPS [l ovn40natpr-418e79269dc5-
dst [0 tag 0x90002
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8.7 NNNUNEN

8.7 NHNHNNK

8.7.1 HHKN

Kube-OVN NXEHHEANKENEINNENNE Github HENKERRHMANEEN/MMINEENEENG Github NKE Issue il PRENK Maintainer il Review Wil Github Action RHENNERNEING

8.7.2 HHHK
Kube-OVN HE Go HRENE Go Modules BRERE KNENENE GO111MODULE="on" §
golangci-lint KXAENANNANRARRENAENRENENRRIocal-installationl
NERENENENRNREKube-OVN ERENE Docker buildx NANAKNEN Docker BRERE ENE buildx:

docker buildx create --use

8.7.3 MK
[RINBENERNANEANIN Kube-OVN HERNE

git clone https://github.com/kubeovn/kube-ovn.git
cd kube-ovn
make release

HEXEN ARM BEXRXXENNENRENRRREY

make release-arm

8.7.4 il base [N
NRNRHNRENRENAENEOVS/OVN RRNNKNN base RENNHNHKN
base NANAN Dockerfile I dist/images/Dockerfile.base [l

NHKNE

# build x86 base image
make base-amd64

# build arm base image
make base-armé64

8.7.5 [ E2E
Kube-OVN [1i:

+ KIND BNHEN Kubernetes KiN go install sigs.k8s.io/kind@latest
* jinjanator MXENN: pip install jinjanator

+ Ginkgo NENAKNAN go install github.com/onsi/ginkgo/v2/ginkgo; go get github.com/onsi/gomega/. ..
I RRKREN RN AR R RRRE

NENN E2E KKK

make kind-init
make kind-install
make eZe

ANEE Underlay E2E HANUEREENG
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https://golang.org/
https://github.com/golang/go/wiki/Modules
https://golangci-lint.run
https://golangci-lint.run/welcome/install/#local-installation
https://kind.sigs.k8s.io/
https://github.com/kpfleming/jinjanator
https://onsi.github.io/ginkgo/

8.7.6 ¥

make kind-init
make kind-install-underlay
make e2e-underlay-single-nic

NEKN ovn vpe nat gw eip, fip, snat, dnat HXXHNREAKNL

make kind-init
make kind-install
make ovn-vpc-nat-gw-conformance-e2e

RERE iptables vpe nat gw eip, fip, snat, dnat NANARREREN

make kind-init
make kind-install-vpc-nat-gw
make iptables-vpc-nat-gw-conformance-e2e

NEKN loadbalancer service HUNENNENAN

make kind-init
make kind-install-lb-svc
make kube-ovn-1lb-svc-conformance-e2e

NRMXHMNENREN

make kind-clean
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8.8 M OVS/OVN [N

8.8 K OVS/OVN [l

¥ OVN/OVS RERENENEN SDN ERENENENANN Kubernetes NENENANANANN HE Kube-OVN REXERERENENANARAKNENENERERENENEKube-OVN BEN OVN/OVS NREREREREREN

NEEN OVN/OVS il Kube-OVN REXNANERENNEN KXHNEREANENER

NHMNHNNE

+ 4228eab1d7 Il vswitchd ofport_usage NHNHHNAKNAKN

* 54056ea65d HHEE timerBREENNERNENNE

* 6b4dcb311f Ui fdb HHEKK

+ f627b7721e BN hairpin REN fdb BRHKAKAK
+ 3f3e3a436f [l ovsdb-tool Il join-cluster HHNAK Server ID HAK

* a6cb8215a8 Bl QoS HHEENNE

+ d4d76ddb2e ovsdb-toollilll fix-cluster HAK
« ffd2328d4a netdeviNNNXNNRANK CPU HXNK

+ d088c5d8c2 ovs-routerliliill kube-ipvs0 HHENA

+ 1b31f07dc6 RURNRERERERENEN

+ 54b7678229 [ ovs-sandbox [N docker runf

*+ 9ee66bd91b NERKANERE

+e889d46924 i Underlay EXENE resubmit NENENE

+ f9e97031b5 ovn-controllerlll Kube-OVN KKK localnet NN GARPH
+ 78cade0187 RHNNAKN conntrack NRAK

+ 85aa6263ad northdlRXKNARN DNS IP HXH conntrackll

+ 34dc3e3fcf Iflowllil Iport RERERENEKNY conntrackl

*+a297b840c2 NERUANENENNN DNAT RERNERER Ispl

+ 03e35ed9c5 ovn-controllerdNANNANRENNENHEN

+ e7d3ba53cd [ ACL NHHNNXEN DNS IP § conntrackl

*+ 9286e1fd57 HRNKNHANE

+ €5916eb53a HRENENRNANANAN Ir-Ib DNAT KEX

+ edebeadc5f NERKR BFD LRPH

+ e76880e792 northdilil nb li version_compatibility

+ 4776952010 northdiliN localnet HNH Irp KXX arp/nd KAK

+2209d9a335 [l ovn-controller KENN LSP HXNRNHKN

+ 52b727b331 HNHAKENENER ovn-northd KENHAKE

+ 53b9837f7f R LB { ACL HARRNENEANE
+ 737d9f932e NN GW RERRANENERAN

« sbrec-delete-null-check il ovn-controller i sbrec HIREXNENHKN

NHMNHNNE

+ 206262909 HENKNK LB ¥ ACL HHKHKHKNKNENENENE

+ a2d9ff3ccd Deb BRUHNKERNEN

¥ PDF
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8.9 NENKNN

8.9 KM

Kube-OVN 0 OVN/OVS RRRANRERERENE Geneve B Vxlan B STT HARNENENE HREREXENENANARARARAENENERERENENENARNANARARNENENENENENENE RNERAR OVN NENANR
NEKN OVN Architecture Design Decisionll
8.9.1 Geneve

Geneve [HE Kube-OVN HERRENNERNEANKE OVN NERREANEENEENNERNENNERNEEN BRNENNERNEEN Offload BRNHNNEEN Geneve NERNMRNNEENMEN 24bit HNKEANHN
datapath BRENERREREANERENNY datapath NEN 32768 HHEK

NEKE Mellanox NENENENEN OVS HEN Geneve HNENHNHNENANANAYN 5.4 NENANANN B backport BXEXENHNENAN

NENX UDP RENRKXKNREN TCP over UDP EXXENRENENNEYN TCP MRENXKNNENRENRNY CPU REX

8.9.2 Vxlan

Vxlan BNE OVN RNEREREANERERNENERRANENERNENEARRRENE Offload RNANERE NENERNENEARENE OVN AREREANENERNANdatapath BANERERNENERER 4096 X datapathl
¥ datapath HEE 4096 NENERNENERERNEN inport K ACL RENMANE

ANER Mellanox RRENNERNN OVS HHE vxlan NMEREENNERKEDNG

NUEN UDP ERUNNENERNN TCP over UDP ERNRNERKNNENE TCP NERUNNENENNANERE CPU BNEK

8.9.3STT

A Warning

OpenVswitch BEX 3.6 BWIEN STT 2 Tunnel N EKENEENEARENRENE

STT EEE OVN BREINKENRENNERNE TCP BANERNEINKENNENNE TCP BRNENNERN TCP NENNEENNENNERNERNEEN OVN ERNERNE datapathl
NURNHNERKENENERNENERE OVS BRKHNENENNENE RN RNE R RNENER

NURNHNERKENENEREEN OVS NHNMRN

8.9.4 KN

« VXLAN vs GENEVE: Understand The Difference
*+ OVN FAQ

* What is Geneve
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8.10 Kube-OVN KKK

NEREN Kube-OVN ENENRNENA

8.10.1 ovn-monitor

OVN NENANARNE

il

Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge

Gauge

RHER

kube_ovn_ovn_status
kube_ovn_failed_req_count
kube_ovn_log_file_size_bytes
kube_ovn_db_file_size_bytes
kube_ovn_chassis_info
kube_ovn_db_status
kube_ovn_logical_switch_info
kube_ovn_logical_switch_external_id
kube_ovn_logical_switch_port_binding
kube_ovn_logical_switch_tunnel_key
kube_ovn_logical_switch_ports_num
kube_ovn_logical_switch_port_info
kube_ovn_logical_switch_port_tunnel_key
kube_ovn_cluster_enabled
kube_ovn_cluster_role
kube_ovn_cluster_status
kube_ovn_cluster_term
kube_ovn_cluster_leader_self
kube_ovn_cluster_vote_self
kube_ovn_cluster_election_timer
kube_ovn_cluster_log_not_committed
kube_ovn_cluster_log_not_applied
kube_ovn_cluster_log_index_start

kube_ovn_cluster_log_index_next

kube_ovn_cluster_inbound_connections_total

kube_ovn_cluster_outbound_connections_total

kube_ovn_cluster_inbound_connections_error_tota

kube_ovn_cluster_outbound_connections_error_total
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i

OVN WENER (2) U followeri (1) i leader, (O) BAKENN
OVN ENREREN

OVN REANRNENE

OVN ENRENENREN

OVN chassis [ (1) REER(0) I8N

OVN [EERE, (1) BEEN (0) BHEN

OVN logical switch ERKEN (1)MHNERN logical switch KEN
OVN logical switch external_id HREXN (1)ANERKE external-id HEE
OVN logical switch [ logical switch port RREAREN (1)EHREAKENLN
l OVN logical switch HiE tunnel key RRN

OVN logical switch Il logical port HNRN

OVN logical switch port EERK (1)00ERHHRKANE

 OVN logical switch port I} tunnel key KN

(1) OVN [ERNANERN (0) OVN HENNANKRNE

RNEENREENRERR (1)RNEERRERNRERN

NEANERRENERRE (1)RNEREEREARERN

RAFT term (NI

ENEENINEEN leader (1) B (0) NI

BRNANNEINERANT leader (1) BE (0) HEE

i election timer Rl

W commit I RAFT EENEN

[ apply 0l RAFT REREE

¥ RAFT RENHMNENE

RAFT NENRMNENRY

NEMNENENNENE

NRNNENRNNENE

NEMNENREN RN RN

NEXENERE AL RHEY
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8.10.2 ovs-monitor

8.10.2 ovs-monitor

ovsdb 0 vswitchd HHHNRHKNN
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Gauge
Gauge
Gauge
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Gauge
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Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge

Gauge

HER

ovs_status

ovs_info
failed_req_count
log_file_size_bytes
db_file_size_bytes
datapath

dp_total

dp_if

dp_if_total
dp_flows_total
dp_flows_lookup_hit
dp_flows_lookup_missed
dp_flows_lookup_lost
dp_masks_hit
dp_masks_total
dp_masks_hit_ratio
interface
interface_admin_state
interface_link_state
interface_mac_in_use
interface_mtu
interface_of_port
interface_if_index
interface_tx_packets
interface_tx_bytes
interface_rx_packets
interface_rx_bytes
interface_rx_crc_err
interface_rx_dropped
interface_rx_errors
interface_rx_frame_err
interface_rx_missed_err
interface_rx_over_err

interface_tx_dropped

g

OV'S HRNEE (1) BENR(0) KANE

OVS RERNKNE (1)BRERNARRKAN

OVS HRANKEAN

OVS BNEXANNERANNE

OVS BRNKERNEENNEEN

Datapath REARERAK (1)EREARERKENE

Nl OVS I datapath KA

Datapath REERERNER (1)XEAKEREANER
Wi datapath [ port AER

Datapath Il flow WAl

Datapath HRENE flow ANAKND
Datapath REREAE flow ARRAKAN
Datapath RRENEN userspace NANNENANN
Datapath HRENE mask NRENRAK
Datapath § mask AHRE

Datapath [ NAENEN mask HREN

OV'S BRNKERNER (1)ERNEERNEENE
HRRARNEE (0) B down, (1) & up, (2) EXRENR
NNKEREEE (0) B down, (1) B up, (2) BNKEEN
OVS Interface [ MAC &l

OVS Interface [l MTUY

OVS Interface [l OpenFlow Port ID!
OVS Interface [il Indext

OVS Interface HRNHNY

OVS Interface HRNENE

OVS Interface HRNHNY

OVS Interface HRNENE

OVS Interface ENUANKNKENE

OVS Interface HRUHNENY

OVS Interface HRUANENN

OVS Interface HRUHNENY

OVS Interface [l miss KRN

OVS Interface [l overrun BHE

0OVS Interface NANNENAN
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i
Gauge

Gauge

8.10.3 kube-ovn-pinger

NRMNHERENRE

MK

Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Gauge
Histogram
Gauge
Gauge
Histogram
Gauge
Gauge
Histogram
Histogram
Gauge
Gauge
Histogram
Gauge
Gauge
Histogram

Gauge

g
interface_tx_errors

interface_collisions

MK

pinger_ovs_up

pinger_ovs_down
pinger_ovn_controller_up
pinger_ovn_controller_down
pinger_inconsistent_port_binding
pinger_apiserver_healthy
pinger_apiserver_unhealthy
pinger_apiserver_latency_ms
pinger_internal_dns_healthy
pinger_internal_dns_unhealthy
pinger_internal_dns_latency_ms
pinger_external_dns_healthy
pinger_external_dns_unhealthy
pinger_external_dns_latency_ms
pinger_pod_ping_latency_ms
pinger_pod_ping_lost_total
pinger_pod_ping_count_total
pinger_node_ping_latency_ms
pinger_node_ping_lost_total
pinger_node_ping_count_total
pinger_external_ping_latency_ms

pinger_external_ping_lost_total

0OVS Interface NONNENAN

0VS interface NUNEN

il

¥E OV'S BN

HE OVS HEN

WA ovn-controller HNA

Wi ovn-controller KN

OVN-SB I portbinding RANRK OVS interface RENEREN

kube-ovn-pinger N apiserverfl
kube-ovn-pinger NANN apiserverl
kube-ovn-pinger i apiserver il
kube-ovn-pinger NANRENANN
kube-ovn-pinger NEHANHNEN
kube-ovn-pinger NANRENATN
kube-ovn-pinger BANKXHENE
kube-ovn-pinger NANRENATN
kube-ovn-pinger BANKXHENE
kube-ovn-pinger ping Pod Rl
kube-ovn-pinger ping Pod [RHAR
kube-ovn-pinger ping Pod NIl
kube-ovn-pinger ping Node KX
kube-ovn-pinger ping Node EI
kube-ovn-pinger ping Node Rl
kube-ovn-pinger ping ENAN BNE

kube-ovn-pinger ping REARKIA
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8.10.4 kube-ovn-controller

kube-ovn-controller HEXNNNX

il
Histogram
Counter
Counter
Summary
Summary
Counter
Counter
Summary
Summary
Gauge
Histogram
Gauge

Gauge

8.10.5 kube-ovn-cni

kube-ovn-cni NNKKHNN

il
Histogram
Counter
Counter
Counter
Histogram
Counter
Counter
Summary
Summary
Counter
Counter
Summary
Summary
Gauge

Histogram

HRK
rest_client_request_latency_seconds
rest_client_requests_total

lists_total

list_duration_seconds

items_per_list

watches_total

short_watches_total
watch_duration_seconds
items_per_watch

last_resource_version

ovs_client_request_latency_milliseconds

subnet_available_ip_count

subnet_used_ip_count

il

cni_op_latency_seconds
cni_wait_address_seconds_total
cni_wait_connectivity_seconds_total
cni_wait_route_seconds_total
rest_client_request_latency_seconds
rest_client_requests_total

lists_total

list_duration_seconds

items_per_list

watches_total

short_watches_total
watch_duration_seconds
items_per_watch

last_resource_version

ovs_client_request_latency_milliseconds

ne

Wi apiserver Wil

WX apiserver HXH

API list DNHNE

API list BUENE

API list ERENERE

API watch BRENE

NEK API watch NN
API watch BRI
API watch HRRNENE
WA resource versionl
W0 OVN MHENEN

NENE [P BRE

MHEN 1P BNE

il

CNI HEERN

CNI RENENRERN

CNI REBENRERR

CNI BENENRERN

WX apiserver NXH

WX apiserver HXH

API list HRNEN

AP list ORNEN

AP list HRNEANE

API watch HEHNE
RNE APl watch HERNE
API watch HEHNE
API watch HERRNER
WEK resource versionl!

¥ OVN HRNEN
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8.11 Kube-OVN KKK

i Kube-OVN NENENENE Kube-OVN HiE CRD HREENEE CRD HAKNENENENENENENRNE

8.11.1 BRK Condition NX

NERE

type

status

reason

message
observedGeneration
lastUpdateTime

lastTransitionTime

H¥ CRD ENERNStatus N Condition NERNANERKANENERNANER

8.11.2 HNNRNKE

Subnet [}l

SUBNET

el
apiVersion
kind
metadata
spec

status

L0
String
String
String
String
Int64
Time

Time

i

String
String
ObjectMeta
SubnetSpec

SubnetStatus

il

il

WHKHNNE True [ False H Unknown

Pl

MRNENENEN

NHNENENE

DUl el

NRNENENENENEN

L]

WA Kubernetes RENARNANARNANARNEN kubeovn.io/v1

Bl Kubernetes KRERNENNENMENERNE Subnet

WA Kubernetes NANAKNA

Subnet BRNEREEN

Subnet NNENAN
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SubnetSpec
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i

default

vpc

protocol
namespaces
cidrBlock
gateway
excludelps

provider

gatewayType
gatewayNode
gatewayNodeSelectors
natOutgoing
externalEgressGateway
policyRoutingPriority
policyRoutingTablelD
mtu

private

routed

allowSubnets

vlan

vips

logicalGateway
disableGatewayCheck
disablelnterConnection
enableDHCP
dhcpV4Options
dhcpV60ptions
enablelPv6RA
ipv6RAConfigs

acls

allowEWTraffic
natOutgoingPolicyRules
u2olnterconnectionIP

u2olnterconnection

i

Bool
String
String
[IString
String
String
[IString

String

String
String
[ILabelSelector
Bool
String
Uint32
Uint32
Uint32
Bool
Bool
[IString
String
[IString
Bool
Bool
Bool
Bool
String
String
Bool
String
[Acl
Bool
[INatOutgoingPolicyRule
String

Bool

8.11.2 HNHNNE

il

NRHNHNRENE

WINE VPCRENN ovn-cluster

IP BRENEREN TPv4 0 IPv6 I Dual ERNA MAC K Underlay BRERE Mac
NXKKNKE namespace K

NAKNEANNEN 10.16.0.0/16

NARNENAENENEE CIDRBlock RENRNNHNA

NRMNERNNE N RN NENRY

NAK OVNENAIRENANNENAL NetworkAttachmentDefinition HiKube-OVN NANNENANNENAN
Subnet [l

Overlay RERENRENENRENE distributed B centralized
NUERANE centralized BANKEANEENNENRNEENE

NUERNEE

WNHHENARN NATHRENE externalEgressGateway NHKHMNAKN
NUERNEEANEE NN ERRE DRNEENEEENE natOutgoing BNEERANKE
NEERNEE N E N RS RN E AR N E RN EE AR RN R E RN R AR
NUERNEEANEE Tablel DERNEENEHENKERN

NEE MTU [0

NUERREEANEE NN ERNE DN E B RN R RN

NUEANKEANKEARE Pod BE /32 RIPvARE /128 HIPveRERNEENNENNNENNY OVN HENKEAN
NUERREERNEE NN ERN N ERREER

RUEAR Vian AR

WA virtual B8 Isp ¥ virtual-ip BREN

NUERNEER

B Pod NEERNEENKERN

RUERNEEANEEAN

RUERREERY Isp ¥ dhep BNEE

WA Isp dhepv4_options A DHCP_Options [

WA Isp dhepvé_options A DHCP_Options I
NAKNEANAKNE Irp BXERREN ipv6_ra_configs BN

NENENENE Irp ANRipv6_ra_configs ANRKAN

NAKN logical-switch RN acls Bl

NUERNEENY

NAT HEANEE

Underlay/Overlay RENEN 1P i

WUAK Overlay/Underlay KENNE
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NENA

u2oFeatures

enableLb

enableEcmp
enableMulticastSnoop
enableExternalLBAddress
routeTable
namespaceSelectors

nodeNetwork
U20Features

D

overlayOnlyRouting
Acl
il

direction
priority
match

action
NatOutgoingPolicyRule

NMER
match

action
NatOutGoingPolicyMatch
NHUN

srclPs

dstIPs

L]

Bool

String
Int
String

String

i

NatOutGoingPolicyMatch

String

String

String

]
U20Features
*Bool

Bool

Bool

Bool

String
[ILabelSelector

String

il

Underlay/Overlay RERENE

NENENEN logical-switch NN load-balancer [l
NAKNENNENR ECMP X

NXREMNEN

NRMNEHNNENRENE

NNREN

NRHNHEN

Underlay HNENEN

N

WINE Overlay CIDR Wl U20 i

i

Acl BRIANARR from-1lport BN to-lport
Acl IRERNENE O B 32767

Acl RENARNE

Acl NNRHNNAN allow-related M allow-stateless M allow N drop N reject NRHN

L]
0 1P NERE

X 1P BRUN
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8.11.2 HNHNNE

SubnetStatus
el il MK
conditions [ISubnetCondition NERRREENNNNRREENNRR Condition BN
v4availablelPs Bigint NEREAEN 1Pv4 1P RERENERERNA 1Pv6 RNANAN float64 BNHNEN
vdavailablelPrange String NEXRENE 1Pv4 BREN
v4usinglPs Bigint NRENNENE 1Pv4 1P HENN
v4usinglPrange String NRMNNRE 1Pv4 NREN
v6availablelPs Bigint NERRENR 1Pv6 IP HENE
v6availablelPrange String NEXRENE IPv6 BNEN
véusinglPs Bigint NENNENE 1Pv6 1P HENN
véusinglPrange String NRMNNEE 1Pv6 NRHN
activateGateway String NEXRENEE RS NER RSN R AR R
dhcpV40ptionsUUID String NEN Isp dhepv4_options NN DHCP_Options NiHNA
dhcpV60ptionsUUID String NEN Isp dhepv6_options BN DHCP_Options N
u2olnterconnectionlP String Nl Overlay/Underlay BRENERENNANANAN 1P HE
u2olnterconnectionMAC String il Overlay/Underlay BEREANENNENEANE MAC WY
u2olnterconnectionVPC String Nl Overlay/Underlay ERENERENE VPC
natOutgoingPolicyRules [INatOutgoingPolicyRuleStatus NAT RERRNRER
gatewayMAC String NRMMNRENNE MAC KX
mcastQuerierlP String NRHENE 1P RE
mcastQuerierMAC String NKMNNE MAC [X
IP 1%
1P
i N i
apiVersion String WA Kubernetes NRNARNRNARNENARNEN kubeovn.io/v1
kind String Wi Kubernetes NRNRNENENENENEREN TP
metadata ObjectMeta WA Kubernetes NANAKNEA
spec IPSpec 1P RRXNERRY
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HHHK
podName
namespace
subnet
attachSubnets
nodeName
ipAddress
v4lpAddress
v6IpAddress
attachlps
macAddress
attachMacs
containerlD

podType

Vpce [

i
apiVersion
kind
metadata
spec

status

VpcSpec

HHHK
defaultSubnet
namespaces
staticRoutes
policyRoutes
vpcPeerings

enableExternal

extraExternalSubnets

enableBfd

bfdPort

MK
String
String
String
[IString
String
String
String
String
[IString
String
[IString
String

String

N

String
String
ObjectMeta
VpcSpec

VpcStatus

il

String
[IString
[IStaticRoute
[IPolicyRoute
[IVpcPeering
Bool

[IString

Bool

BFDPort

il

B Pod NE

Wi Pod BN Namespace [l
IP ) Subnet

BN 1P RERNEERNEERREENREEN
B Pod NEHRNEE

1P NEEAREENN vaIP v6IP QN
IPv4 1P [

IPv6 IP [l

Y 1P BEENE 1P NERNNERNEERN
i Pod I MAC

Y 1P BEENE MAC BREERNEERNEE
i Pod Bl Container ID

NANNEN PodilR StatefulSet B VirtualMachine BN

i

i Kubernetes NANANANANRNANENENE kubeovn.io/v1
NR Kubernetes RENAERANAENENARRE Vpc

0l Kubernetes HREANEN

Vpc BNRRENKEN

Vpc HRNENE

]

NENMRE

Vpc HRNEHRNEN
NENMRE

NEXHRN

VPC NENENE
NEXENERE

NERHNEN

HNEE BFD (RERRNE)

BFD [NAN
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StaticRoute

il

policy

cidr
nextHopIP
ecmpMode
bfdld

routeTable
PolicyRoute
NHNK

priority
match
action

nextHopIP
VpcPeering
NENE

remoteVpc

localConnectIP

BFDPort
NRER

enabled
ip
nodeSelector

BFDPortStatus
NRER

name
ip

nodes

i

String
String
String
String
String

String

i}
Int
String
String

String

String

String

]
Bool
String

LabelSelector

]
String
String

[IString

i

NHNE

NHNE

NN 1P K

ECMP i

BFD ID

NHNEN

L

NRNENEN

NENE

NENER allow H drop Ml reroute

NNAKNKE 1P BUKEE action K reroute KHEN

L]

i VPC KB

8.11.2 HNHNNE

NEXENERENERENY [P MAK CIDRENNENENENEE 169.254.0.1/30 0 169.254.08.1/30,Fdee: :1/64 HUHNEN

CIDR BNBRENMRENNENRNENENENE

L]

NENE BFD

BFD QA IP [l

NEXENE BFD LRP RERNANE

L]

BFD BNEN

BFD &K 1P &

BFD BNRNENHNE
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VpcStatus

8.11.3 Underlay NNKKX

Vlan

HHHK
conditions
standby

default

defaultLogicalSwitch

router
tcpLoadBalancer

udpLoadBalancer

sctpLoadBalancer
tcpSessionLoadBalancer
udpSessionLoadBalancer

sctpSessionLoadBalancer

subnets
vpcPeerings

enableExternal

extraExternalSubnets

enableBfd

bfdPort

HHHK
apiVersion
kind
metadata
spec

status

VLANSPEC

el

vlanid

providerinterfaceName

id

provider

i
[IVpcCondition
Bool
Bool
String
String
String
String
String
String
String
String
[IString
[IString
Bool
[IString
Bool

BFDPortStatus

i

String
String
ObjectMeta
VlanSpec

VlanStatus

L]

Int
String
Int

String

L

Vpc DRERNEREENERNEREE Condition BN
HENEN VPC
WENEN VPC
NHNENEREN
NHNENENE

TCP RHENEKE
UDP HNBNENE
SCTP XENEKHN
TCP RURNENENE
UDP RERMRENRNE
SCTP NENENHNEN
VPC BRNREE
VPC NRNHNE
NRNENEKE
NHNENEN

HEXE BFD

BFD HNEN

i

Il Kubernetes HRNANEANERNANERNEN kubeovn.io/v1
MR Kubernetes NRNARNANARNANAENA vian

0 Kubernetes NANRNAN

Vlan BRENARNE

Vlan HEREEN

Nl

RNERRNY id

NANNENY provider

Vlan tag BNUENKEE 0~409 SENHHHNNE

Vlan ElE ProviderNetwork EXHNRENANA
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8.11.3 Underlay ENHN

VLANSTATUS
HHHK i i
subnets [IString Vlan BRENANN
conflict Bool NANNER
conditions [IVlanCondition Vian RERENENREREENERERN Condition KN
ProviderNetwork
NHNK i il
apiVersion String Nf Kubernetes NANAENANAENANARNEN kubeovn.io/v1
kind String WA Kubernetes NRNAENENAENENAENE ProviderNetwork
metadata ObjectMeta i Kubernetes RANRKAN
spec ProviderNetworkSpec ProviderNetwork BNARNENA
status ProviderNetworkStatus ProviderNetwork HANARA

PROVIDERNETWORKSPEC

P il il

defaultinterface String NRMNENRE RN NE NN

custominterfaces [ICustominterface NRRENRHENRENRN

nodeSelector LabelSelector NANNENANNEND OVS NRNRENAN matchLabels B matchExpressionsERANN nodeSelectord

excludeNodes RENANA

excludeNodes [IString NANNERRENARREN

exchangeLinkName Bool NANNERANNEN OVS BNRN
autoCreateVlanSubinterfaces Bool NUANEN VLAN RHE
preserveVlaninterfaces Bool NANNERANNEN VLAN RE

vlaninterfaces [IString WUNYN VLAN HERNNNNE eth0.10, bond0.20K

Custominterface

HHHK i i
interface String Underlay ERENARNEN
nodes [IString DD DB

PROVIDERNETWORKSTATUS

Db N il

ready Bool NRMNENNENRNREN

readyNodes [IString NENENERENERENEN

notReadyNodes [IString NANNERRENENREN RN

vlans [IString NRAENRE Vlan BN

conditions [IProviderNetworkCondition ProviderNetwork HNNRENNARNREANNNEN Condition NN
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8.11.4 WHEKN

8.11.4 NKKK
SecurityGroup
b i il
apiVersion String Ni Kubernetes NHNRENANNENANAENGAN kubeovn.io/v1
kind String W Kubernetes RHXNNHNNANNNAKNRN SecurityGroup
metadata ObjectMeta i Kubernetes NANRKAN
spec SecurityGroupSpec SecurityGroup NXHHNXAK
status SecurityGroupStatus SecurityGroup WNENNN
SECURITYGROUPSPEC
HNRY i i
ingressRules [ISecurityGroupRule NERANNE
egressRules [ISecurityGroupRule NEXRNNE
allowSameGroupTraffic Bool NERANNERANNE
tier Int ACL KIHKA
SecurityGroupRule
P i i
ipVersion String IP HERAKN ipv4 K ipvé
protocol SgProtocol NRANNREN a1l @ icmp B tcp § udp
priority Int NAMNENRNNEN 1-16384NRERENREREN
remoteType SgRemoteType NXRKNKNN address K securityGroup
remoteAddress String NRNE
remoteSecurityGroup String MXARNREA
portRangeMin Int NENENERENEREN 1
portRangeMax Int NXRENRANNRENY 65535
localAddress String NEXEN CIDR
sourcePortRangeMin Int NXRENRANNRENRE 1
sourcePortRangeMax Int NENENEREAEREAN 65535
policy SgPolicy NANNENAN allow N pass B drop

-333/363 -

2025 Kube-OVN Team



SECURITYGROUPSTATUS

HHHK

portGroup
allowSameGroupTraffic
ingressMd5

egressMd5
ingressLastSyncSuccess

egresslLastSyncSuccess

8.11.5 NXNKKAE 1P
Vip

el

apiVersion

kind

metadata

spec

status

VIPSPEC

NREN
namespace
subnet

type

vdip

véip
macAddress
selector

attachSubnets

VIPSTATUS

Pl
conditions
type
vdip
vbip
mac

selector

i
String
Bool
String
String
Bool

Bool

i

String
String
ObjectMeta
VipSpec

VipStatus

i
String
String
String
String
String
String
[IString

[IString

i
[IVipCondition
String

String

String

String

[IString

L

NHNENE
NRNENEXENERE
NEXEN MD5 [
WEXEN MD5 [
NHNENE NN RE NN RN

NHXENERERE RN

g

i Kubernetes NANARANANRNANENENE kubeovn.io/v1
Bl Kubernetes ERNENIANERRENNENG Vip

i Kubernetes RANRAKAN

Vip NERRERER

Vip RRRNEN

L

VIP BHENHKNE
VIP BNERE
VIP il

1Pv4 [
1Pv6 Kl
MAC i
il

NHNENEN

L

VIP JERNERNENNENERNEE Condition BN
VIP [l

1Pv4 li

1Pv6 [l

MAC i

BEE Pod HENE
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SwitchLBRule

NEAR
apiVersion
kind
metadata
spec

status

SWITCHLBRULESPEC

HHHK

vip
namespace
selector
endpoints
sessionAffinity

ports

SwitchLBRulePort

HHHK
name
port
targetPort

protocol

SWITCHLBRULESTATUS

NREN
conditions
ports

service

RouterLBRule

HHHK
apiVersion
kind
metadata
spec

status

i

String

String

ObjectMeta
SwitchLBRuleSpec

SwitchLBRuleStatus

MK
String
String
[IString
[IString
String

[ISwitchLBRulePort

String
Int32
Int32

String

i
[ISwitchLBRuleCondition
String

String

MK

String

String

ObjectMeta
RouterLBRuleSpec

RouterLBRuleStatus

]

Wi Kubernetes RENANAENANAENANAEN kubeovn.io/v1

i Kubernetes NRNENENERENEREAEK] SwitchLBRule

NE Kubernetes NENANNE

SwitchLBRule HRNRENENE

SwitchLBRule BEHENN

il

Wi 1P BN

NHNERE

NHNEN

NHNERE

NHNEN

i

NENE

il

NHNEN

NHMN

]

SwitchLBRule HERNENERNENNENNEN Condition HE

SwitchLBRule RRAK

SwitchLBRule NRER service 0N

i

Nl Kubernetes NENARNENARNENARNEN kubeovn.io/v1

il Kubernetes HXMRNENNENNENERNE RouterLBRule

Nl Kubernetes NANAKNEN

RouterLBRule RENHHREN

RouterLBRule ENANNE
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ROUTERLBRULESPEC

HHHK

ovnEip

vpc
namespace
selector
endpoints
sessionAffinity

ports
RouterLBRulePort

NENE
name
port
targetPort

protocol
ROUTERLBRULESTATUS

NERE

conditions

ports

service

8.11.6 QoS il IP ENH

QoSPolicy

HHHK
apiVersion
kind
metadata

spec
QOSPOLICYSPEC

HRRN
bandwidthLimitRules
shared

bindingType

MK
String
String
String
[IString
[IString
String

[IRouterLBRulePort

i}
String
Int32
Int32

String

il
[IRouterLBRuleCondition
String

String

g

String
String
ObjectMeta

QoSPolicySpec

P

WEN OVN EIP i
i VPC

NHNENE

HRNEN

NENENE

HRNEN

DUl

NHMN
il
NHMNE

NENE

i
RouterLBRule ENXARNRANNRENNAEN Condition NX
RouterLBRule ORNE

RouterLBRule ENXAN service 0l

il

Il Kubernetes BREENENNENNENENNEYN kubeovn.io/v1
0 Kubernetes NANAKANAKRNANENEN QoSPolicy

{8 Kubernetes HRHENEN

QoSPolicy HHXHKENN

XL il
QoSPolicyBandwidthLimitRules NEXRENRN
Bool NNRRRRE

QoSPolicyBindingType

NENUNENY EIP B NATGW
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8.11.6 QoS [l IP KKK

QoSPolicyBandwidthLimitRule

el MK i
name String NRKN
interface String NERREN
rateMax String NENEEMbpsHER 160 B 0.5 N500KbpsH
burstMax String NENEEMBREEN 10 ¥ 0.5 K500KBY
priority Int NRENN
direction QoSPolicyRuleDirection NHKNNKEN ingress M egress
matchType QoSPolicyRuleMatchType NENRENEN ip
matchValue String MR
QOSPOLICYSTATUS
PEeEig il i
bandwidthLimitRules QoSPolicyBandwidthLimitRules NEXRENREREN
shared Bool HREREEN
bindingType QoSPolicyBindingType NHXE
conditions [ICondition QoSPolicy ERNNEN
IPPool
i N i
apiVersion String WA Kubernetes NENARNRNARNANARNEN kubeovn.io/v1
kind String Wi Kubernetes HANRNANRNENENENER] IPPool
metadata ObjectMeta WA Kubernetes NANAENA
spec IPPoolSpec IPPool NEXENERE
status IPPoolStatus IPPool RENEAR
IPPOOLSPEC
el il il
subnet String et
namespaces [IString N IPPool ERRNAENHERENREAENRERENE IPPool K Pod
ips [IString IP [¥K CIDR KHENKE ipCount KN
ipCount Int32 NANNENAN RN N MR N MR NN RERENR 1Pv4 B 1Pve NRHNRNNE 1-32KH ips NE
enableAddressSet Bool WUAN AddressSet NUHNERNE ACL
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8.11.7 NAT RN IP RK

IPPOOLSTATUS
el g il
v4AvailablelPs BigInt IPv4 BN IP BRRN
v4AvailablelPRange String IPv4 BN IP ERAN
v4UsingIPs Bigint 1Pv4 HKE 1P HXKE
v4UsinglPRange String 1Pv4 JXIH 1P HXNK
v6AvailablelPs BigInt IPv6 [N IP BNAN
v6AvailablelPRange String 1Pv6 BN IP BRAN
vbUsingIPs Bigint 1Pv6 HXE 1P HXXK
véUsinglPRange String 1Pv6 WX 1P HXNK
ips [IString RYEENEY 1P BRRNERREEANEERNEE
conditions [lIPPoolCondition 1P HNRAKNRANNNENNRENY Condition N

8.11.7 NAT KKK 1P KK

IptablesEIP
b i il
apiVersion String Ni Kubernetes NRIRENANNENANRENAN kubeovn.io/v1
kind String ¥R Kubernetes NRRENANNENANNENAl IptablesEIP
metadata ObjectMeta i Kubernetes NARRKAN
spec IptablesEIPSpec IptablesEIP AERENARN
status IptablesEIPStatus IptablesEIP HRERNA

IPTABLESEIPSPEC

NEAR i} i

v4ip String 1Pv4 K

v6ip String 1Pv6 [N

macAddress String MAC [l

natGwDp String NAT RENRER

qosPolicy String QoS [l

externalSubnet String NREA

namespace String NAT RENEEREDeployment I StatefulSetllll Pod AN NamespacellNINENN VpcNatGateway K controller

WKK Namespace HNXRENNANNKENNEEN Namespace Wi
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8.11.7 NAT RN IP RK

IPTABLESEIPSTATUS

el MK il
ready Bool IptablesEIP ERANNE
ip String IptablesEIP KRN 1P NERENENEN 1Pv4 i
redo String IptablesEIP CRD RENNENAN
nat String IptablesEIP ENRNNENAN fip @ snat BN dnat
qosPolicy String QoS RHEK
conditions [liptablesEIPCondition IptablesEIP ENANNENANNENANNEN Condition AN
OvnEip
HUNK i il
apiVersion String WA Kubernetes NENARNANARNENARNEN kubeovn.io/v1
kind String B8 Kubernetes ERERNENNEREENERNE OvnEip
metadata ObjectMeta WA Kubernetes NANAENA
spec OvnEipSpec OvnEip NAXNENRAK
status OvnEipStatus OvnEip NRHNXEA
OVNEIPSPEC
b i i
externalSubnet String NENE
valp String 1Pv4 K
vélp String IPv6 BN
macAddress String MAC [l
type String NEXENE Irpllsp @ nat
OVNEIPSTATUS
HNRY N i
conditions [JovnEipCondition OvnEip NERREN
type String OVN EIP ¥
nat String NAT KKK
ready Bool EIP ERRE
valp String 1Pv4 [l
vélp String IPv6 K
macAddress String MAC [l
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8.11.7 NAT RN IP RK

IptablesFIPRule
HNRY N i
apiVersion String WA Kubernetes NENARNRNARNENARNEN kubeovn.io/v1
kind String Wi Kubernetes HANANANRNANENENEN IptablesFIPRule
metadata ObjectMeta WA Kubernetes NANAKNA
spec IptablesFIPRuleSpec IptablesFIPRule RHANRNAN
IPTABLESFIPRULESPEC
HNRY i i
eip String WK 1P K
internallP String ¥R 1P E
IPTABLESFIPRULESTATUS
b i i
conditions [liptablesFIPRuleCondition IptablesFIPRule HENHNN
ready Bool FIP BXRNNENE
v4ip String IPv4 EIP [}
v6ip String IPV6 EIP [l
natGwDp String NAT RENREN
redo String IptablesFIPRule CRD HREN
internallP String N 1P BN
OvnFip
HNRY N i
apiVersion String WA Kubernetes NENARNRNARNENARNEN kubeovn.io/v1
kind String Wi Kubernetes HANRNANENENENENER OvnFip
metadata ObjectMeta WA Kubernetes NANAKNA
spec OvnFipSpec OvnFip RUAERKAR
status OvnFipStatus OvnFip KAXNKEA
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OVNFIPSPEC

el
ovnEip
ipType
ipName
vpc
valp
vélp
type

OVNFIPSTATUS

HXRY
conditions
ready

vpc

V4Eip
V6Eip

valp

véblp

macAddress

IptablesDnatRule

b
apiVersion
kind
metadata

spec

MK

String
String
String
String
String
String

String

i}
[JovnFipCondition
Bool

String

String

String

String

String

String

i

String
String
ObjectMeta

IptablesDnatRuleSpec

i
{7 OVN EIP

IP BRANEA vip B ip
IP iR

[0 VPC

IPv4 0

IPV6 iR

NANNEN distributed [ centralized

QY

OvnFip NRXNEN
FIP EHRNEE

Wi VPC

IPv4 EIP {18
IPv6 EIP i
1Pv4 [

IPv6 WX

MAC [

L

Wi Kubernetes NENARNANARNANARNEN kubeovn.io/v1

Wi Kubernetes NANRNANRNENENENER IptablesDnatRule
Nl Kubernetes NANAKNEA

IptablesDnatRule REREHNARN

-341/363 -

8.11.7 NAT RN IP RK

2025 Kube-OVN Team



IPTABLESDNATRULESPEC

HHHK i

eip String
clusterlP String
externalPort String
protocol String
internallP String
internalPort String
type String
sessionAffinity String
sessionAffinityTimeoutSeconds Int32

IPTABLESDNATRULESTATUS

NENE
conditions
ready

vdip

v6ip
natGwDp
redo
protocol
internallP
internalPort

externalPort

OvnDnatRule

b
apiVersion
kind
metadata
spec

status

i
[liptablesDnatRuleCondition
Bool

String

String

String

String

String

String

String

String

i

String

String

ObjectMeta
OvnDnatRuleSpec

OvnDnatRuleStatus

MK

RN 1P BUEN cluster|P BENNE

Kubernetes Service ClusterlPAKE VPC KXHEN

HOEE

o

BN 1P BB

o

DNAT NEERREER exclusive BRNNERRY share BRRNEENE
HNRENEY share ANEEANEE " BNEE ClientIP

ClientIP EXEENEANEREE 1080083 HNE

i

IptablesDnatRule HENHNA
DNAT BRHNAENE

IPv4 EIP [N

IPv6 EIP EX

NAT EUKHKK
IptablesDnatRule CRD HREN
el

NE 1P N

el

NN

NE

Wi Kubernetes NANAENANAENANARNEN kubeovn.io/v1
0l Kubernetes BANRNANRNENERENER OvnDnatRule
Wi Kubernetes NANAKNA

OvnDnatRule BXERERIA

OvnDnatRule REXNKEN
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8.11.7 NAT RN IP RK

OVNDNATRULESPEC

el MK il

ovnEip String WKK OVN EIP

ipType String 1P HUNAKN vip X ip

ipName String 1P [0

internalPort String NENA

externalPort String NREA

protocol String NENA

vpc String WK VPC

valp String 1Pv4 K

vélp String 1Pv6 K
OVNDNATRULESTATUS

HXRY i il

vpc String i VPC

V4Eip String IPv4 EIP [l

V6Eip String IPv6 EIP [l

externalPort String NREE

v4lp String IPv4 [}

vélp String IPv6 UK

internalPort String i

protocol String el

ipName String 1P M

ready Bool DNAT BXRENENE

conditions [JOvnDnatRuleCondition OVN DNAT HUNNKNNAENNAENNENNN Condition Ki
IptablesSnatRule

P N i

apiVersion String WA Kubernetes NRNARNANARNANARNEN kubeovn.io/v1

kind String Wi Kubernetes NANRNANRNANENENEN IptablesSnatRule

metadata ObjectMeta WA Kubernetes NANAENA

spec IptablesSnatRuleSpec IptablesSnatRule NRINENAN
IPTABLESSNATRULESPEC

HNRY N i

eip String WK 1P K

internalCIDR String WK CIDR K
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IPTABLESSNATRULESTATUS

el
conditions
ready

vaip

v6ip
natGwDp
redo

internalCIDR

OvnSnatRule

b
apiVersion
kind
metadata
spec

status

OVNSNATRULESPEC

NEAR
ovnEip
vpcSubnet
ipName
vpc
v4lpCidr

v6IpCidr

OVNSNATRULESTATUS

HNRY
conditions
ready

vpc

VAEip
V6Eip
v4IpCidr

v6IpCidr

i

[liptablesSnatRuleCondition

Bool

String
String
String
String

String

i

String

String
ObjectMeta
OvnSnatRuleSpec

OvnSnatRuleStatus

String
String
String
String
String

String

]

[JOvnSnatRuleCondition

Bool

String
String
String
String

String

i

SNAT HEHENEKE

IPv4 EIP [}

IPv6 EIP [}

NAT HRENANE

IptablesSnatRule CRD HRAN

i CIDR {1

HE

Ni Kubernetes NHIAENANAENANAENAN kubeovn.io/v1

B8 Kubernetes EXERNENNAREANERNEl OvnSnatRule

Wi Kubernetes NANNENA

OvnSnatRule BANENEEN

OvnSnatRule HIRENA

L

X OVN EIP

VPC [

1P [0

i VPC

IPv4 CIDR W

IPv6 CIDR Wi

o

OvnSnatRule NNERAN

SNAT URENER

i VPC

IPv4 EIP Il

IPv6 EIP 1l

IPv4 CIDR 1l

IPv6 CIDR il
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8.11.8 VPC NN

8.11.8 VPC HHEN

internalSubnets

internalCIDRs

routes

noDefaultEIP

annotations

[IString
[IString
[IRoute
Bool

map[String]String

VpcNatGateway
b i i
apiVersion String Nl Kubernetes RENANNENANNENANNEN kubeovn.io/v1
kind String NN Kubernetes RENNANNRANNNHNNAN! VpcNatGateway
metadata ObjectMeta i Kubernetes KHNHHEN
spec VpcNatGatewaySpec VpcNatGateway HRKHNKAE
status VpcNatGatewayStatus VpcNatGateway HHENEN
VPCNATGATEWAYSPEC
HNRY N il
vpc String VPC [l Pod il VPC [l
subnet String VPC [ Pod NRNRKNA
namespace String VPC RiNERENDeployment | StatefulSetill Pod KRl NamespacelllilEN controller KUA
NamespacelRHNXAKN
externalSubnets [IString NENERE
lanlp String ¥AE LAN 1PRE HA BRHNRENHIRENHERENRERENEOREHA NRERENREN
replicas Int32 NENENEREREREAE 1 RENERE 1 RER Deployment RRRENE
selector [IString N Kubernetes Selector BHNN
tolerations [IToleration NN Kubernetes NHEN
affinity Affinity Wi Kubernetes HRERE
qosPolicy String QoS RHAR
bgpSpeaker VpcBgpSpeaker BGP speaker [l
bfd VpcNatGatewayBFDConfig BFD RRANRREHA RRE

NERNENNRNERNERNEN 0.0.0.0/0 K -:/0 NERNENEN NAT HRNE

X CIDR ENERNHANENNR 0.0.0.0/0 K ::/0 RUEKNEANE NAT HENN

NENENE

HRNENE EIP KE

StatefulSet NAT 0l Pod REARRN annotationsNENENENE
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VpcBgpSpeaker

HHHK

enabled

asn

remoteAsn

neighbors

holdTime

routerld

password
enableGracefulRestart

extraArgs

VpcNatGatewayBFDConfig

Route

HXRY
enabled
minRX
minTX

multiplier

bt
cidr

nextHopIP

VPCNATGATEWAYSTATUS

NERE

qosPolicy
externalSubnets
selector
tolerations
affinity

lanlp

replicas

ready

workload
internalSubnets

internalCIDRs

il

Bool
Uint32
Uint32
[IString
Duration
String
String
Bool

[IString

Bool
Int32
Int32

Int32

iy
String

String

N

String
[IString
[IString
[IToleration
Affinity
String
Int32

Bool
VpcNatWorkload
[IString

[IString

uli

NAKN BGP speaker
NRMNENR

P

BGP ENRN

BGP HNRN

BGP Wl ID

BGP HNRN
Db

NHNENE

L]

NWEN BFD NENKENERN VPC i spec.bfd.enabled [l true

BFD BUENENEmMSEREYN 1000

BFD HHENENEmsEREN 1000

BFD HURENENE 3

L]

NEXE CIDR

HEX 1P i

L]

QoS NENE

NENERE

Wl Kubernetes Selector HNAN

WA Kubernetes NHNA

Wl Kubernetes NANNE

NEXE LAN HEXHA HEXENERENERERERER

NRK spec.replicas HENKN spec.replicas N workload NNRE 1 RAXNRRKNKRHNNAN OX

WA workload ERENA

NENENEREN

NEXENEREN

NEXEN CIDR
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VpcNatWorkload

HHHK
apiVersion
kind

name

nodes

VpcNatGateway N spec.lanIp HENNRHNNKEE controller RNRHNNNHNNNANKNAE spec.lanIp HENNRKNNAN spec.replicas B
NUKK status.lanIp HHEXNENNENHA RRENENNRKAREENNNNNRE status. replicas NNNNK spec.replicas [ status.ready

MK

String
String
String

[IString

8.11.8 VPC NN

il

HUEN API EX

NXMKNKKNN Deployment K StatefulSet
NHENED

NHXENERENEREN

1 RENRENRMNREREY spec.lanIp HEKE

i
ARENEN workload RNENHARK

spec.replicas [l workload NREN 1 RHNNN status.replicas HENN ON

VpcEgressGateway

NHAR
apiVersion
kind
metadata
spec

status

K

String

String

ObjectMeta
VpcEgressGatewaySpec

VpcEgressGatewayStatus

0

i Kubernetes HXERNENNENNANENNEYN kubeovn.io/v1

WX Kubernetes RRNNRHNNRHNNARNNE VpcEgressGateway
¥i Kubernetes HXERNEN

VpcEgressGateway XHHNKHNKN

VpcEgressGateway HNENNY
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8.11.8 VPC NN

VPCEGRESSGATEWAYSPEC

HHHK HH i

vpc String NENEN VPCHRNRNENEN VPC

bgpConf String NENENERE BgpConf BNNAENNANNKAN

evpnConf String NENENERE EvpnConf ERNANEN EVPN RE

replicas Int32 NRAKHRHNE 1

prefix String NNAENNANNRENNRENE <prefix><veg-name>

image String NANNENANNERANNERREN kube-ovn-controller ANAK

internalSubnet String NANNENANNENANN VPC BXERREN CNI RER provider NE <nad-name>.<nad-
namespace>.ovn NINEN NetworkAttachmentDefinition ERHN

externalSubnet String NRNHHNRNR

externalNetworkMode String NANENEL Attachment NEHENE externalSubnetill PrimaryCNI EXE Pod KXENKRENKAL
i

internallPs [IString MHNEE 1P NENRREENNNRREENEN v4, v6 HEN

externallPs [IString NEREN 1P NERENERENEARREANE v4, ve HEN

internallPPool String NAMNENANNENE IPPool HENHMRENK internalSubnet HENHMAE internalIPs NHEN

externallPPool String NXAKNKANNREK IPPool HNKHMNKNN externalSubnet HHNKHEN externalIPs HHNK

selectors [IVpcEgressGatewaySelector NAKK/Pod NNENANNENANNENRNNENREN CNI RERENRER policies
trafficPolicy String NUANERND Cluster ANEAN Local NERAN VPC K
podAntiAffinity String Pod ENAKNE Required BNANNENNENANE Preferred NRENAN

bfd VpcEgressGatewayBFDConfig BFD [

policies [IVpcEgressGatewayPolicy NANNERRERRE

nodeSelector [IVpcEgressGatewayNodeSelector NANNHRANNENE

tolerations
priorityClassName
resources
bandwidth

observability

VpcEgressGatewaySelector

[IToleration

String
ResourceRequirements
BandwidthLimit

VpcEgressGatewayObservability

NUANE Kubernetes NN

NANNEND Pod B PriorityClass [l

DA B 0 A O X R A

NENENERENERE/NEAERANRNEN Mbps BEEX bit-rate quantity

NANNENANNEconntrack BREJSON HERE ServiceMonitor NAENHNARNEAND

NERE il i}
namespaceSelector LabelSelector NERARNERA
podSelector LabelSelector Pod FNANA
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VpcEgressGatewayBFDConfig

HHHK
enabled
minRX
minTX

multiplier

VpcEgressGatewayPolicy
HHHK
snat
ipBlocks

subnets

VpcEgressGatewayNodeSelector

NERE
matchLabels
matchExpressions

matchFields

BandwidthLimit

NREN
ingress

egress

VpcEgressGatewayObservability

MK il
Boolean NANN BFDRENAE VPC 0 . spec.bfd.enabled=true HNRN false
Int32 BFD NNENENNmMsHEXEN 1000
Int32 BFD NRENEMNmMsKKEN 1000
Int32 BFD MNENRNN 3
i il
Boolean NENENENENE SNAT/MASQUERADEREN false
[IString NAY CIDR BN
[IString DX
il il
map|[String]String NEANER
[INodeSelectorRequirement NANNHRE
[INodeSelectorRequirement REANERN
K i

Int64 I String

Int64 i String

NUANERN VPC HERNENEONEANENEENER Mbpsiquantity EMEMi B G B Gi bit/s

0 VPC NEEREANEREENEOREARENEENER Mbpsiquantity EMEMi B G B 6i bit/s

i Kubernetes 1.29 RRKARAKAKNENENENENEN schema RNANAUNEN VPC Egress Gateway WHNIN

el

resources

interfaceMetrics

conntrack

serviceMonitor

]

ResourceRequirements

VpcEgressGatewayObservabilityFeature
VpcEgressGatewayConntrackObservability

VpcEgressGatewayServiceMonitor

VpcEgressGatewayObservabilityFeature

el

enabled

] N

Boolean NANNENANNE false

il

8.11.8 VPC NN

liNobserver sidecar HENNA request [l 26m CPU [l 64Mi HURlimit {l 266m

CPU R 256Mi Qi

MNENENRER

conntrack NAENANNE

NNKKNNE ServiceMonitor HXNH
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VpcEgressGatewayConntrackObservability

HHHK i
metrics VpcEgressGatewayObservabilityFeature
log VpcEgressGatewayConntrackLog

VpcEgressGatewayConntrackLog

HHHK i

enabled Boolean

events [IString

rateLimit VpcEgressGatewayConntrackLogRateLimit

filters VpcEgressGatewayConntrackLogFilters

VpcEgressGatewayConntrackLogRateLimit

NREN i il
recordsPerSecond Int32

burst Int32

VpcEgressGatewayConntrackLogFilters

NERE i}
include [IVpcEgressGatewayConntrackLogFilter
exclude [IVpcEgressGatewayConntrackLogFilter

VpcEgressGatewayConntrackLogFilter

NEMNMNRENREN AND RENRMRENNENRENENNEKNE OR KXY

Db N

addressFamilies [IString

protocols [IString

natTypes [IString

original VpcEgressGatewayConntrackTupleFilter
translated VpcEgressGatewayConntrackTupleFilter

VpcEgressGatewayConntrackTupleFilter

HNRY N i
sourceCIDRs [IString

destinationCIDRs [IString

sourcePorts [IVpcEgressGatewayPortRange

destinationPorts [IVpcEgressGatewayPortRange

b

WAK NAT conntrack BRI

JSON Lines NAT BNHKE

L

il

il

WAK JSON RERRE observer NANNENANY false

MAKNEMNENENNE start N/ end NRMNENRY

¥E Pod RERNEN

NAkinclude K exclude Bl

NRNENENENEY 1 B 100000KHN 100

NRNANENENEN 1 7 1000000K&N 1000

NURNE 64 K include NEANENNENE NAT X

NAKNE 64 1 exclude Biexclude BNRN

WEK ipv4 M/H ipvé

WK tep N udp N sctp M icmp M icmpve W/H other

WEK snat [ dnat H/M snat_dnat

WA tuple WA

NRK tuple A

UEXE CIDRENY 64 [

NEXEN CIDRREN 64 1

NEXENENERENNENEY 64 ¥

NEMNENRENENRENENN 64 B
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VpcEgressGatewayPortRange

PLbid i

start

end

VpcEgressGatewayServiceMonitor

b

labels

annotations

VPCEGRESSGATEWAYSTATUS

NENE

replicas
labelSelector
ready

phase
internallPs
externallPs
conditions

workload

VpcEgressWorkload
HNHY
apiVersion
kind
name

nodes

BgpConf

Int32

Int32

i
map(String]String

map|[String]String

N

Int32
String
Boolean
String
[IString
[IString
[ICondition

VpcEgressWorkload

i

String
String
String

[IString

L]
NENENERENEREN O B 65535

NENENERMNENEE start B 65535

i
NANServiceMonitor RNARNHNARNANY selector BN

HNKServiceMonitor annotations

NE

NENENENE scale BREA

NARNENAENENR scale BNRK

NENERE

NUNNKER Pending M Processing B Completed
NRNENER 1P RE

NRNENEN 1P XE

NRNARERRREN

MNENEMNE

B

RURN API BN

NNNRRENNY Deployment
HURNER

NENENERENERER

NEKNcluster-scopedilllil VpcEgressGateway.spec.bgpConf NHNKENNENHKN

b
apiVersion
kind
metadata

spec

i

String
String
ObjectMeta

BgpConfSpec

i

i Kubernetes NANARNANANRNANENENE kubeovn.io/v1
0l Kubernetes HRXANENNENEANERKE BgpCont

i Kubernetes NANRKAN

BgpConf NRENENNN
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BGPCONFSPEC

NNHE

localASN
peerASN
routerld
neighbours
password
holdTime
keepaliveTime
connectTime
ebgpMultiHop

gracefulRestart

EvpnConf

i
Uint32
Uint32
String
[IString
String
Duration
Duration
Duration
Boolean

Boolean

il

il BGP AS Number

il BGP AS Number
lXBGP Router ID

BGP W IP 0

WENTCP MDS5 RINA
NEXNBGP Hold time
NANBGP Keepalive Nl
NAXBGP Connect [}
NENENEN eBGP MultiHop

NANNEND BGP Graceful Restart

NRKNcluster-scopedlllAl VpcEgressGateway.spec.evpnConf KEENEN EVPN HAENE VNI B Route Targetll

NENK
apiVersion
kind
metadata

spec

EVPNCONFSPEC

NHNA
vni

routeTargets

DNSNameResolver

i

String
String
ObjectMeta

EvpnConfSpec

]
Uint32

[IString

il

i Kubernetes BANANANANRNANENENE kubeovn.io/v1
i Kubernetes BANANNNANRKANRNAN EvpnConf

i Kubernetes HRHANEN

EvpnConf NRKANAKE

NE
EVPN VNI

Route Target il

N¥RNcluster-scopedilllill enable-dns-name-resolver W ANP/CNP WANENENMANE DNS HHNKK

RRER
apiVersion
kind
metadata
spec

status

]

String

String

ObjectMeta
DNSNameResolverSpec

DNSNameResolverStatus

W

Wi Kubernetes NRRRENANNENANNENAL kubeovn.io/v1

WA Kubernetes NRERENAENENAENENRA DNSNameResolver

Wi Kubernetes NARNHNA

DNSNameResolver RERENALN

DNSNameResolver ERANNE
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8.11.8 VPC NN

DNSNAMERESOLVERSPEC
PLbid i i i
name String NEXEN DNS NENHXENEE * . NORENNENENENENE

DNSNAMERESOLVERSTATUS

NREN ] il
resolvedNames [IDNSNameResolverResolvedName NAKNRAE DNS NRKN IP MR
DNSNameResolverResolvedName
NREN NE i
dnsName String NNKKNNE DNS BN
resolvedAddresses [IDNSNameResolverResolvedAddress HENKR IPRTTL NEXNRNRR
conditions [ICondition NNRKNNARN Degraded HNNRHNNRAKN
resolutionFailures Int32 HENNRRRRONNNREEEE S5 B8 TTL NRRRHHERN
DNSNameResolverResolvedAddress
NREN ] NE
ip String NERE 1P BR
ttISeconds Int32 TTL HEN lastLookupTime + ttlSeconds NREHN
lastLookupTime Time NARRENERRENE
VpcDns
HHHK i i
apiVersion String Wl Kubernetes NRNARNANARNENARNEN kubeovn.io/v1
kind String W8 Kubernetes HXERNENNENKENERNE VpeDns
metadata ObjectMeta WA Kubernetes NANAENA
spec VpcDNSSpec VpcDns NENRENEN
status VpcDNSStatus VpcDns KAKHKEN
VPCDNSSPEC
NREN ] NE
replicas Int32 NRNR
vpc String X VPC
subnet String NENE
¥ PDF ,-;!.- Slack Support
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8.12 Annotation KNAK

8.12 Annotation NNXK

Kube-OVN EEEEYN Pod I Node Annotation ERERENENENENANANNENENENEYN Annotation BNAKAKNENENENENE

I NEMEE Annotation KENRNXENNENRKNEN
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8.12.1 Pod Annotation
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Key
ovn.kubernetes.io/allocated
ovn.kubernetes.io/routed
ovn.kubernetes.io/routes
ovn.kubernetes.io/mac_address
ovn.kubernetes.io/ip_address
ovn.kubernetes.io/ip_family

\<nadName>.\<nadNamespace>.kubernetes.io/
ip_address.\<interfaceName>

\<nadName>.\<nadNamespace>.kubernetes.io/
mac_address.\<interfaceName>

ovn.kubernetes.io/cidr
ovn.kubernetes.io/gateway
ovn.kubernetes.io/ip_pool

ovn.kubernetes.io/bgp

ovn.kubernetes.io/snat
ovn.kubernetes.io/eip

ovn.kubernetes.io/vip

ovn.kubernetes.io/aaps
ovn.kubernetes.io/virtualmachine
ovn.kubernetes.io/activation_strategy
ovn.kubernetes.io/logical_router
ovn.kubernetes.io/layer2_forward
ovn.kubernetes.io/port_security
ovn.kubernetes.io/logical_switch
ovn.kubernetes.io/vlan_id
ovn.kubernetes.io/ingress_rate
ovn.kubernetes.io/egress_rate
ovn.kubernetes.io/ingress_burst
ovn.kubernetes.io/egress_burst
ovn.kubernetes.io/security_groups
ovn.kubernetes.io/default_route
ovn.kubernetes.io/provider_network

ovn.kubernetes.io/mirror

Value
true or false
true or false
String
String
String
ipv4 or ipvé

String

String

String
String
1P RNENENE

true, cluster,

local
String
String

String

String

String

String

String

true or false
true or false
String

Int

Int

Int

Int

Int

String BNRNNENRY
true or false
String

true or false
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Description

Pod RENERERNARR

Pod REXE OVN HENHRENERE

Pod REXENKRE

Pod HNAKNENN Mac ENENN Pod AXNEN Annotation KENE Mac HR
Pod NENERENE IP BAKKK Pod KRENN Annotation HNEN IP i
NENENE Pod RNENENE IP BREREREREAERER

NUANERNENEERNARERNENER IPRinterfaceName [ Multus REARE
interface NUENUANKNNEN ovn.kubernetes.io/ip_address HHEN

NERERERENERENEAEANARNE MACRinterfaceName [ Multus RERER
interface NI

Pod BHNERKEYN CIDR
Pod ERNERKEYN Gateway N
Pod BRNENKENERNENNEN Workload B2 IP i

NUENEN BGP BE Pod BH

Pod BRNERNEN SNAT Wi
Pod ERNENEENERRENEENER EIP BN

v1.17 RENKEN Annotation RENKHNNKENNAL ovn . kubernetes.io/
ip_address ll ovn.kubernetes.io/ip_pool K IPPool il Pod i
]

Pod RERE AAPs (Additional Allowed Addresses Pairs) il
Pod REXERE VirtualMachinelnstance

Pod NEXENERE

Pod NERENE VPC

Pod RENE OVN LSP ERENE unknown R

Pod RENEREREARN Port Security

Pod NEXENERE

Pod RENERAENE Vian ID

Pod NENERENEARRER Mbits/s

Pod RENKRERNARRNA Mbits/s

Pod REXEREN burstAEAN MbitERNABRKANRNG 80%NAK @ KEN burst
Pod RERERER burstARAN MbitERNARRKANAKL 80%NAK @ KEN burst
Pod ENARNE Security Group

NRMNENRENENRENE

Pod BBNERN ProviderNetwork

Pod BRNERKERER
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Key

ovn.kubernetes.io/north_gateway
ovn.kubernetes.io/latency
ovn.kubernetes.io/limit
ovn.kubernetes.io/loss
ovn.kubernetes.io/jitter
ovn.kubernetes.io/generate-hash
ovn.kubernetes.io/attachmentprovider
ovn.kubernetes.io/vpc_nat_gw

ovn.kubernetes.io/vpc_nat_gw_init

ovn.kubernetes.io/vpc_nat_gw_container_restarted

ovn.kubernetes.io/vpc_nat_gw_activated

\<provider>.kubernetes.io/ip_pool

\<provider>.kubernetes.io/ip_family

\<provider>.kubernetes.io/dhcp-v4-options

\<provider>.kubernetes.io/port_security
\<provider>.kubernetes.io/ingress_burst

\<provider>.kubernetes.io/egress_burst

8.12.2 Node Annotation

Key

ovn.kubernetes.io/allocated

Value

String

Int

Int

Float

Int

true or false
String

String

true or false
true or false
true or false
1P HNKHNNE
ipv4 or ipvé
String

true or false
Int

Int

Value Description

true or false

8.12.2 Node Annotation

Description

Pod RNXERNEENE

Pod ERARNENANNEN ms

Pod Rl qdisc HEENEHENKERN

Pod RXRENRNNE

Pod RNEENKHANKERN ms

NAN Pod NAKNE

Pod RRHENE

VPC NAT Gateway Pod HENENHNEN
VPC NAT Gateway Pod NEHRNEENK
VPC NAT Gateway NARNANARNANAKNE
VPC NAT Gateway HNHERRNERNG
NENENERENE provider [ IP [

RNMENEER provider BERKHEN 1P NUE
NENENENY provider i DHCPvA Rl
RNMENKER provider BANKEAN

NENENERE provider BRENN burstliNH Mbit

NANNENAN provider ENANN burstiENAN Mbit

HEN ovne HMRNRNEN join HKHN

Node ovne RENN join NXH CIDR
Node ovne EENE join HUA Gateway El
Node I OVN-SouthBoundDB [l Chassis ID

Node ovne [ OVN-NorthboundDB [l LSP ENi

NANN Pod A attachment networks I NetworkAttachmentDefinition I

ovn.kubernetes.io/mac_address String Node ovne NREREN Mac RN
ovn.kubernetes.io/ip_address String Node ovne BRNHANE IP B
ovn.kubernetes.io/cidr String
ovn.kubernetes.io/gateway String
ovn.kubernetes.io/chassis String
ovn.kubernetes.io/port_name String
ovn.kubernetes.io/logical_switch String Node ovne NREREN
ovn.kubernetes.io/tunnel_interface String RRANEREEN
ovn.kubernetes.io/node_networks String

8.12.3 Namespace Annotation
Key Value Description

ovn.kubernetes.io/cidr

ovn.kubernetes.io/exclude_ips

CIDR BRUNKRE

excludelPs RAKNKAN
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8.12.4 Subnet Annotation

Key Value
ovn.kubernetes.io/bgp

ovn.kubernetes.io/vpc String

8.12.5 Service Annotation

Key

ovn.kubernetes.io/bgp

ovn.kubernetes.io/switch_lb_vip
ovn.kubernetes.io/vpc

ovn.kubernetes.io/
service_external_ip_from_subnet

ovn.kubernetes.io/service_health_check

ovn.kubernetes.io/Ib_svc_img

8.12.6 Networkpolicy Annotation

Key
ovn.kubernetes.io/enable_log

ovn.kubernetes.io/log_acl_actions

ovn.kubernetes.io/acl_log_meter_rate

ovn.kubernetes.io/
network_policy_enforcement

ovn.kubernetes.io/network_policy_for

true, cluster, local

Description

NENENE BGP HREREN

8.12.4 Subnet Annotation

NENEN VPCURERNRNENE VPC HRE

Value

true, cluster,

local
String
String

true or false

true or false

String

Value

true or false

"allow,drop,pass" NANAKNA

il

Int

standard or lax

String

.-.!_- Slack

Support

© 20261101298
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©) GitHub é
@
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8.12.7 K
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Description

NENANN BGP BN Service HNRE ClusterlP Service ENARNE Pod/
Subnet EI

Service Il Kube-OVN ERENAE VIP N
Service Kl VPC

Service Wl IP HENENEN

Service RUANRNAN

NERENEREREN

Description
NENE NetworkPolicy i

NENE Action ACL HAK

NetworkPolicy NERNERNEREENEN/N

i NetworkPolicy BENEANERKENEE

NN NetworkPolicy AERNANR providerdil

<nadName> . <nadNamespace>.ovn [
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8.13 HNNK

HRMNHN RN RSN RE RN RN RE N RE KR

8.13.1 1

NHMNHERENRENRENEE N R RN NS N RN R R R RE N NN REN

Bad Good

NRRENENENERE RGN RN AE AR AR AR RN RN ENE NERENERE AN AR AR RN RN ERE NN E N RN R RE AR
NRREN RN RE I RREN

Bad Good

Kube-OVN RERENENEAKAL 1.10 B0 Kube-OVNE Kube-OVN RERERKARANAL 1.10 N Kube-OVNE

NRMNMNN  NRMNRMRENN MR

Bad Good
MUNEXRRHENNN MENENRREEONN R NXNRRHRNNNENRE MXRRHENNNRREREE
wget 127.0.0.1 wget 127.0.0.1
8.13.2 K

yam| BREREREN yamlId

Bad Good
T yaml
apiVersion: kubeovn.io/v1 apiVersion: kubeovn.io/v1
kind: Subnet kind: Subnet
metadata: metadata:

name: attach-subnet name: attach-subnet

NENENENRNRERENE bashl

Bad Good

“*bash
wget 127.0.0.1 wget 127.06.0.1
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8.13.3 [

NRMNMNNRENNE NN NRE N REEREY 4 BRRENRMRENNE

Bad Good
oilbeater@macdeMac-3 ~ ping 114.114.114.114 -c 3 # ping 114.114.114.114 -c 3
PING 114.114.114.114 (114.114.114.114): 56 data bytes PING 114.114.114.114 (114.114.114.114): 56 data bytes
64 bytes from 114.114.114.114: icmp_seq=0 tt1=83 time=16.429 ms 64 bytes from 114.114.114.114: icmp_seq=0 tt1=83 time=10.429 ms
64 bytes from 114.114.114.114: icmp_seqg=1 ttl=79 time=11.360 ms 64 bytes from 114.114.114.114: icmp_seq=1 ttl=79 time=11.360 ms
64 bytes from 114.114.114.114: icmp_seq=2 ttl=76 time=108.794 ms 64 bytes from 114.114.114.114: icmp_seq=2 ttl=76 time=16.794 ms
--- 114.114.114.114 ping statistics --- --- 114.114.114.114 ping statistics ---
3 packets transmitted, 3 packets received, 0.0% packet loss 3 packets transmitted, 3 packets received, 0.8% packet loss
round-trip min/avg/max/stddev = 10.429/10.861/11.360/0.383 ms round-trip min/avg/max/stddev = 10.429/10.861/11.360/0.383 ms

NEENMNNRENRE N RN RN RN NEEE # HRE

Bad Good
# mv /etc/origin/ovn/ovnnb_db.db /tmp mv /etc/origin/ovn/ovnnb_db.db /tmp
# mv /etc/origin/ovn/ovnsb_db.db /tmp mv /etc/origin/ovn/ovnsb_db.db /tmp

NEXNRENE md MRENN

Bad Good
[ 1(http://kubeovn.github.io/prepare) [ 1(../start/prepare.md)
Bad Good
[ Kubernetes 1(http://kubernetes.io) [ Kubernetes J(http://kubernetes.io){: target="_blank" }

KRN XN RENRE KRR KEE RN RE N R E K RE NN RN

Bad Good

*bash
wget 127.0.0.1 " bash
wget 127.8.0.1

KN RN R KRR KRR
Bad Good
*bash
wget 127.6.0.1
““bash 550

wget 127.0.0.1
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